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Contact Support

For your convenience, Eaton provides one site where you can access the information that you need for
our DCIM products. You can access the resources listed below by going to
https://support.optimumpathinc.com.

e Online and telephone contact information for technical assistance and customer services
e Product and documentation downloads
e Other helpful resources appropriate for your product
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1. Introduction

Visual Data Center 6.0 marks the introduction of the new HTML5 web interface which provides an
enhanced user experience for our users. The HTMLS5 redesign includes a streamlined and consistent
interface to allow users to manage and monitor devices in a much more efficient way. As we progress
with more releases of the application, we will include an increasing number of pages and features in the
HTMLS5 interface while the version 5.x web interface is converted to this new technology.

1.1. HTML5 Web Interface

Please reference the Visual Data Center Converting from v5.x to v6.x document for a clear explanation
of which functions of the web interface are using the updated HTMLS5 interface and which functions are
still using the Flash interface from prior releases of the application. The Visual Data Center Converting
from v5.x to v6.x document will also instruct users on where to find the HTML5 equivalent features to
the previous Flash interface.

This guide will provide instructions to users for the current version of the web interface. As subsequent
releases are provided, this guide will be updated to include the new instructions for the HTML5 pages.

The Web Administration User Guide provides detailed instructions to help you implement and maintain
the application using the web interface of the application. A detailed review of the features and
functions of the web interface are provided in the sections below.

1.2. Application Overview

The application portal lets you access a wide array of data information from several disparate sources in
one consolidated interface. The power of this aggregation is the simplicity it provides to operators to
monitor and control both Facilities and IT devices in the data center environment. Since this application
is vendor neutral, any device can be included in the interface and monitoring capabilities.

The application provides the following features for data center operators:

e Visual Navigation and Information to multiple floorplans

e Navigation to Main Data Center floorplans or Remote IT closets

e Real-time data metrics related to any device in the system

e Historical trend analysis for metrics defined for devices

e Reporting capabilities for user, device, performance and executive reporting requirements.

e Integration to third-party software solutions. For example, Power Strip controls, IP Camera
Systems, Card Access Security Systems, Other Vendor Support and Maintenance portals, third-
party Monitoring applications, and more are supported.

e Complete Design management of navigation and floorplans. Administrators can assign new
devices to floorplans and customize the images and menu links associated with them.

e Full featured Rack Builder. This feature permits administrators to create online graphical
representations of their rack layouts. Key information related to devices and racks can then be
viewed individually or at the rack level to understand the Weight, Power and physical
characteristics of that rack.
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Port mapping capabilities for both power and network ports.

Complete Administrator command of the Access Control Rights of users on the system.
Floorplans, Devices and Reports are all controlled by standard User and User Group access rights
in the System Administrator area of the application.

1.3. Web versus 3D Client

The application provides both a web and 3D client interface to use for performing actions and managing
devices. This User Guide defines the functions which are contained in the web interface. For
information on the client features please consult the related Visual Data Center 3D Client User Guide.

The following is a high-level list of functions that are available in the web interface:

Access Rights Control — Manage user rights to view, modify, create delete certain components of
the application.

Alarms — View all alarm information for locations and devices.

Calendar — View and manage calendar events for all devices and users in the system.

Camera Studio — Allows users to configure and manage camera interfaces.

Device management — Add and remove devices from the application. Update attributes and
device settings.

Device placement — Assign, remove and relocate devices on floorplans.

Device Data Viewing — View all data related to a device including alarms, graphs, trend charts,
port mappings and more.

Discovery — Define discovery jobs which will poll networks and create devices based on network
discovery.

Firmware — Bulk upload firmware files to supported device types and models.

Monitoring profiles — Define the data points to monitor for devices.

Navigation Tree — Build and configure the navigation tree for all locations managed by the
application. Create floorplans to assign devices to the floor.

Network and Power Paths — Create one-line summary of the network, a power tree of a facility,
or both. This feature allows logical and physical definitions.

Port Mapping — Define and manage port connections for power and network ports.

Project Wizard — Create work order based device actions and assign tasks to users of the
application.

Rack Building — Place devices within racks.

Reports — View all reports related to device performance and application information.

Root Cause | Impact Analysis — Analyzes the port connections to determine impacts and
dependencies for devices connected on the power and network paths.

Services — View and manage calendar events and warranty data for all devices in the system.
User management — Add, modify and delete all users in the application, and reset passwords.
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1.4. Accessing the Web Interface

The web interface is designed with an easy to use framework that is consistent throughout the
application. The web interface can be accessed in one of two ways:

e Direct Web Access — You can type the URL directly into a browser and login with your standard
user/password combination. The available functions presented to the user will be based on the
user’s access rights permission levels for the application instance.

e Access from 3D Client Interface — You can click the Web Interface icon on the main page of the
3D client interface to display a separate web browser window with the web interface to the
application. Note: Since the user is already logged into the 3D client, the application will
perform an encapsulated logon to the web interface with the current client user credentials
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2. Login

The Web interface is a web-based portal that is accessible through a standard web browser. If you do
not know the URL to access the login page for the application login, contact your company system
administrator for this information. Some companies allow access to the login page from remote
locations. Others restrict access to internal computing devices or allow access through the company
virtual private network (VPN).

2.1. Logging In to the Application

Follow these steps to log into the application:

1. Access the URL for the application in a supported browser. The application must be
accessed using the URL configured during installation. Attempting to access the application
with only the IP Address will be rejected with a message to use the URL provided during
installation.

2. Enter the user name in the Login field.

Enter your password in the Password field.

4. Choose the language to be used for labels, buttons and other strings presented in the
application.

5. Select the Remember Username to automatically populate the Username field when the

w

login page is accessed again. When the browser cache is cleared this name will be purged
and users will need to fill this field in again.
6. Select the Sign In button or press Enter to Login.

If you successfully log into the application, the main portal interface appears with a series of tabs for
accessing the application features.

2.2. Login Issues

There are a series of issues which could prevent a successful login to the application. This User Guide
assumes that the application web server and database are functioning properly. Detailed Technical
Support related to the actual processes and database is not covered in the scope of this document.

2.2.1. Incorrect User/Password Combination

If you submit the incorrect User Name and Password combination, "Username/password combination is
not valid." is displayed:

Click OK to return to the login screen and try to enter the Username and Password combination again.
Please note that repeated login failures will result in a locked account which will need to be unlocked by
an administrator. The number of allowed failed attempts will be configured in the application.
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2.2.2. Account Already Logged on System

Logins are restricted to a single concurrent logon session for each user account. If another computer has
already logged on to the portal with a user and password combination, you are asked if you want that
user to log out.

e Clicking the Yes button continues the login process on the current device and displays the
application portal interface. The remote who user already logged in with that account will have
their session terminated. In addition, no other functions are allowed against the database by
that other user.

e C(Clicking the No button returns you to the Login prompt and lets you try to log in with a different
set of login credentials.

Note: The same username can be logged into the 3D client, web interface and mobile device at the
same time without forcing session terminations on those devices.

2.2.3. License Quota Overage

When logging into the web interface the application will check the system usage and compare the usage
to the license quotas purchased by the customer. If there is an excessive number of licenses consumed,
then the access to the web interface will be restricted to the admin account only. This user will be
granted access to the web interface to purge excessive quota items or purchase additional licenses to
apply to the server. Once the quota check complies, then standard login functionality is restored for all
users.

2.2.4. Grace Period for Licenses

In some cases, the user will receive a warning message related to the quota usage in the application.
There is a Grace Period which allows users a period of time to address quota overages prior to the
system shutdown. The message will clearly indicate the amount of time remaining to address license
issued before the system is locked to administrators only.

2.3. Logging Out of the Application

To log out of the session, select the Logout menu item on the Personal menu and confirm the message
to log out of the application. This will return the user to the Login page of the web interface.

0 o (9 (9 Kelly Beiro w Q @

Personal Settings

Logout

2.4, Session Timeouts

The maximum inactive login session duration is managed with a configuration setting defined on the
server. Please reference the Administrative User Guide for instructions on how to access and update
this setting using the vdctools command. When the maximum inactive session time has been reached
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then the user will be prompted to supply the password to continue with a function. The session and

page functions will be maintained, and the selected function will be executed.

Note: If the web interface has an active window opened on the browser page, then the sessions will not
timeout. This feature is designed to assist with NOC users who will open and view dashboards for long
periods of time with no other application access.
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3. Page Layout Overview

The application page layout is designed to optimize usability and efficiency for completing common
tasks and accessing information related to locations and devices. Please use this section of the
documentation to review the details of the main page components to help improve your ability to
navigate the features and information in the application.

Please note that the user working session is maintained in a single browser tab. New browser tabs are
not automatically spawned to support the access of new information. Instead, users can easily navigate
back through page history using tools provided in the application.

3.1. Components

The following components are arranged on the application interface. These components are
consistently available to users throughout the working session to allow easy access to key functions and
data.

ﬂvVisualDataCenter 2 o /_p @ @ @ klygenw Q @

< = Calendar

lcon  Level Date |5 Category Event Source Description
v | 2019/01/02 00:00:00" 2019/01/02 14:01:48 v v | source Descriptio
@ o 2019-01-02 13:32:20 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [eUPS - P Lab DOT 229:192.168.111.229:SNMP]
@ o 2019-01-02 13:32:20 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [eU on UPS DOT 231:192.168.111.231:SNMP]
@ o 2019-01-02 13:32:19 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [eUPS - ConnectUPS Web/SNMP Card:192.168.111.219:SNMP]
@ wro 2019-01-02 13:32:17 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - vdc50-7211.0pi.zone:192.168.111.211:SNMP]
@ o 2019-01-02 13:32:17 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [ePDU - US60E44006:192.168.111.190:SNMP]
@ o 2019-01-02 13:32:16 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [ePDU - US60E44000:192.168.111.190:SNMP]
@ o 2019-01-02 13:32:04 e Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - W 192.168.111.161:5NMP]
@ o 2019-01-02 13:32:03 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [ePDU - U617F13022:192.168.111.189:5NMP]
@ o 2019-01-02 13:32:00 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - rdgc-2145:192.168.111.145:SNMP]
@ o 2019-01-02 13:31:56 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - LAB98:192.168.111.98:5NMP]
@ o 2019-01-02 13:31:55 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [raritanpx8-pdu - ADQ4850384:192.168.111.31:SNMP]
@ o 2019-01-02 13:31:54 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - BRW1008819C6463:192.168.111.19:5NMP]
@ o 2019-01-02 13:31:54 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - switch:192.168.111.16:SNMP]
@ o 2019-01-02 13:31:53 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - localhost:192.168.111.12:5NMP]
@ o 2019-01-02 13:31:53 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - localhost:192.168.111.28:5NMP]
@ o 2019-01-02 13:31:53 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - localhost VDC:192.168.111.27:SNMP]
@ o 2019-01-02 13:31:52 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - localhost.optimumpathinc.info:192.168.111.9:5SNMP]
@ o 2019-01-02 13:31:51 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [Dis - localhost:192.168.111.23:5NMP]
@ o 2019-01-02 13:31:50 Discovery Disc:Device Discovered Discovery  Discovery Device discovered [APCPower - ZAO639008549:192.168.111.32:SNMP]
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1. Navigation Panel — Used to access Feature Menus, Navigation Tree, Devices Navigator or
Favorites List defined by users.

2. Banner — Alarm Indicators, User Menu, Search Widget and Help Widget are available in the
Banner.

3. Content Area —displays the content associated with the Navigation Panel selection.
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3.2. Navigation Panel

The Navigation Panel is the key component for users to access pages with features and data maintained
in the application. Several functions are available to assist users in easily finding key content in the
application.

I||' V"ual Data Center

OF & o)
ﬁ Home

il Data Analysis

Q Alarms

) calendar

£ Rights Access

Departments

User Groups

3.2.1. Application Logo

1) The application logo serves as a toggle button to fully hide or show the Navigation Menu. This action
will provide full screen capability for the main data content and tables when needed by the user.

3.2.2. Feature Menus

2) Feature Menus is the default view presented to the user when logged into the application. This
contains the core set of menu groups and items which are accessed by users to manage the application.
Each of the Menu Groups and Menu Items is defined in detail in this User Guide.

3.2.2.1. Menu Groups

Common functions and pages are grouped together in the Feature Menus' navigation panel to facilitate
access and use by the users. In some cases, the Group name serves as the only page for that group and
will launch the content when selected by the user. The following Menu Groups are available in the
application. Note: Details of Main Menu ltems and the functions of each page are defined in this User
Guide in other sections.

Main Menu Group Description

Home Default view of the application interface which shows the World Map and
location navigation tree for accessing floorplan views with devices.

Data Analysis Access to defined graphs, trend charts and report features.

Alarms Opens the alarm panel for a detailed view of alarm conditions of devices
managed in the application.
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Calendar Full audit history of devices and users managed in the application. All
actions and changes to the application can be viewed in this tool.

Rights Access Access to features needed to control rights access to locations and devices
managed in the application. This feature manages all User provisioning
activity for the application.

Groups Defines Device Groups and Rack Groups in the application. These are used
for rights access and reporting purposes in other parts of the application.

Devices Central set of menu items to manage devices in the application including

Firmware uploads to the devices.

Maintenance

View and manage calendar events, service and warranty data for all
devices in the system.

Virtual Devices

Set of dashboards to manage virtual devices including VMware VCenter,
VMware Hosts, VMware Guests, Configuration Groups and Action History.

Racks

Allows users to manage placement of devices on Racks and to manage
Audit services of IT devices mounted to the Racks using the Mobile Asset
Manager application.

Connections

Provides features related to port mapping and the analysis of the
connected devices.

Discovery Menu group to manage tools for discovering devices.

Monitoring Allows users to define monitoring profiles, notification triggers and
escalation actions for all data to be collected from devices.

Workflow Tools for creating projects with tasks and generating work orders.

Integrations

Allows configuration management for integrations with third-party
applications or data sources.

Import | Export

Allows user to access bulk import tools for various configuration options in
the application and to view the history and audit details of these import
activities.

Settings

Provides a series of system level attribute and list management capabilities
for the user to define configurable options available in the application.

3.2.3. Navigation Tree

3) The Navigation tree is where you create and display all the sites managed in the application. These
are visible as nodes for countries, cities, buildings, floors, areas and devices. The navigation tree is used
to browse, manage and modify the nodes in the tree. Note: Details are located in the Navigation Tree

section of this document.
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3.2.4. Devices Navigator

4) The Devices Navigator provides users with an easy way to search and find devices to access the
Device Central page. This feature organizes the devices based on the Device Type or the Lifecycle
Status. The Search filter allows users to filter the grouped list by entering a string to use for matching
against the device attributes. The search filter will execute a “contains” search against the Device
Name, Asset Tag and Serial Number fields.

If user selects the device type air conditioner, the Devices Table List will be presented with a full list of
all devices which match that type. If the expands the type and selects a specific device, the user will be
presented with the Device Central page for that device.

3.2.5. Favorites List

5) The Favorites List provides a list of folders and shortcut links to pages defined by the user as
Favorites. This Favorites List is defined individually for each user and there is no sharing of Favorites
between users or groups in the application. There are two methods a user can perform to define a
Favorite to this Favorites List:

e Mouse over the Feature Menu Item and click on the Star icon
e Click the Create Favorite menu item in the List Options menu

'll 2 Visual Data Center

< = Graphs

Y 4 Filters »

Home £ A

Ll Show »
1 E t »

il Data Analysis xpor

Refresh List
Reports

Create Favorite h

Power Project Plans

3.2.6. Minimize Button

6) The Minimize button will toggle between expanding and collapsing the display of the Navigation
Panel between icon only and icon plus description views. This feature will allow users to utilize more
screen space for the Content Area information and tables when needed. This feature is only available
on the Main Menu view of the Navigation Panel.

'IlvvisuaIDataCenler ¢ = Devices

A @

Device {F

ilil Data Analysis

A-Rack001

Q alarms A-Rack002
A-Rack001

A-Rack003
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3.2.7. Main Menu ltem

Under each of the Menu Groups is a series of menu items which provide users access to the specific
function or information for the application. When selected, the component of the application will
display the related data tables, forms, dashboards, etc. for use by the user.

For Menu Groups which have multiple Menu Items, an expand/collapse icon is available to the right of
Menu Group name. This icon serves as a toggle button to expand and collapse the menu group to show
the underlying menu items. Only one menu group can be expanded at a time.

3.3. Banner Functions

The Banner Widgets provide access to common features needed by the user regardless of the pages

being accessed in the Main Data view. The following functions are available to the user in this part of
the interface.

3.3.1. Alarm Counters

The alarm counters provide an up to date count of alarm conditions reported in the application. This set
of icons is interactive, so the user can click an icon to open the Alarm panel and view only the selected
alarm types. The icons in this Header Function represent the following alarm conditions:

e Red—Critical

e Yellow —Warning

e Blue —Unreachable

e Purple - Minor

e Lite Blue - Information
e Aqua - Exceptions

Data collection, thresholds and other alarm related rules are all managed in the Monitoring Main Menu
Group of the Navigation Tree. The alarm counts are only related to devices and locations for which the
user has access as defined in the User Rights section of the Navigation Tree.

3.3.2. Personal Menu

The Personal Menu allows users to customize their application experience with a series of options
designed to tailor the behavior and views of the application based on user preferences. In addition, this
menu allows users to Logout of their current session for the application.
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3.3.2.1. Personal Settings

Selecting the Personal Settings menu option will present the following options for users to manage the

application:

Personal Settings Item Description

Auto Align

When set to ON users can place Racks on the floorplan and they will
auto align with a nearby Rack.

Number of Generic Entries per Page

Controls the number of items to present in a list for each page. By
default, this value is set to 10 for new users.

Unit

Allows the user to control the units listed for attributes and values in
the application. Option available are Metrics and US (Imperial).

Location Path Display Format

Allows the user to select location path display format. Short path -
Area, Floor, Building. Full Path - Area, Floor, Building, City, State,
Country. Default is Short Path.

Port Mapping Default Search
Option

Allows the user to set the default search option for port mapping.
Default is Ports In Same Rack Only.

Rack Capacity Error Message

When set to On users will be notified about space, power and port
capacity issues for racks when rackmount devices are placed into rack
locations.

Navigation Tree Group

Allows the user to set the default Group By option of the navigation
tree. Options are None, Building, City, Country, State.

Device Basic Information

Allows the user to select Collapse or Expand for device basic
information display.

Default Selected Tile on Location
Details Page

Allow the user to set the default display tile on location details page.

Default Selected Tile on Rack Details
Page

Allow the user to set the default display on the device details page.

Floor View Default Layer

Allow the user to set the default display layer on the floor view page.

Following changes, users must logout and then log back into the application for these updated setting to

take effect.

3.3.2.2. Notification Settings

The Notification Settings feature allows users to manage the times they will receive alarm notifications
from the application to either their SMTP (Email) or SMS (Phone) addresses. This feature is useful for
preventing overnight notifications from being sent to resources that work during the days.
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By default, if there are no Notification Settings defined, the user will receive ALL notifications destined

for their user account or user group. The following options are available for users as they define a new
Notification Settings Profile:

Notification Setting Option Description

Status When set to ON the notification setting is enabled and notifications
destined for this user will need to match the options defined in the
notification profile.

Method Defines if this rule will deliver notifications to the user SMTP (Email) or
SMS (Phone) information. The Email and Phone settings are managed on
the Users page in the Rights Access Main Menu Group.

Send To Allows the user to define the Email address or Phone Number to use for
delivery of the SMTP or SMS message.

Days Defines which days the notification rule will allow the selected messages
to be delivered to the user.

Time Range Defines the time range on the selected days to allow the messages to be
routed to the user.

Severity Allows the user to manage the delivery of notification messages based on
Severity. A detailed review of the alarm levels is located in the Alarms
section of this document.

Event Allows user to control whether Event based Actions will deliver emails
when initiated by Calendar events which match the rule.

3.3.2.3. Password Reset

The Password Reset feature is the primary option for users to change their password for accessing the
application. Users must enter their Current Password and New Password to make the change.
Note: The following rules are required for passwords created by users:

e  Minimum 8 characters

e Atleast 1 Upper Case letter
e Atleast 1 Lower Case letter
e Atleast 1 Number

When the Confirm Password is being entered, the application will check to ensure it matches the New
Password. The Change Password button will not be enabled until the New Password and Confirm
Password fields are populated with compliant passwords and match.

3.3.3. Search

The Search function allows users to easily find Attributes, Devices and Cables which are defined in the
application. The search field at the top of the page will allow for text entry and the system will perform
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a “contains” search against defined objects in the application. Search looks in the following attributes:
Device name, Asset Tag, Serial Number and IP Address.

By default, all the Search categories are enabled, but users can deselect the blue checkboxes at the top
of the page to limit the search against a specific list of objects. Once run, the matching search results
will be listed below the search criteria and they will be grouped based on the type of object. Click the +
icon next to the object group to expand the list and view the results in the standard item list table.

The search results table behaves like all tables displaying the number or rows set for the number of
generic entries per page. The pagination tool on the lower right is used to navigate through all of the
results. Further filtering of the list can then be performed using the column filter fields at the top of
each column to find specific items in the list which are not currently displayed.

3.3.4. Help

The Help icon serves as a toggle to show/hide the contents of the Help menu. In the Help menu, there
are multiple categories of support topics available for the user to access:

Help Topic ‘ Description

File Download 3D installation client files and bulk import templates which can be used in
the application on the Import Central page.

Documentation and Videos Links to an online repository with the documentation set and videos.

Support Portal Link to the support portal so users can log into the portal to access more
detailed Knowledgebase topics or manage support tickets.

About the Application A window with the server's software version and licensing information.

F:T-N

Visual Capacity Optimization Manager

Visual Capacity Optimization Manager 6.4.0
VCOMPatch-210102-C-6.04.00000

This product is licensed to:

OPS

Expires on Mar 23, 2021
License Type : VCOM License

Server Time : 02/23/2021 14:57 -05:00

5. Visual Capacity Optimization

Eaton Privacy Policy Links to the Eaton Data Protection and Privacy Notice.
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3.4. Main Data

The Main Data component of the application will display the content, dashboards, tables, forms, etc. as
users choose pages from the menu items and feature icons available in the Navigation menu and Header
Functions. This Main Data area has been designed to help ease the user experience for navigating the
different features of the application. Some key notes related to the Main Data page are below:

e All pages are displayed in this Main Data component of the application. There are no newly
spawned pages or tabs of the browser which could make navigation difficult to track.

e Standard tables and forms are used where possible, so users have a consistent user experience
as they access different features. A description of the key aspects of these tables and forms is
provided in the section below.

e A Back button is available to easily allow users to return to the previous pages which have been
recently accessed.

3.4.1. Standard Table Features

Many of the pages and features of application result in a list of items presented to the user. These lists
will be displayed in a common table format with consistent and repeatable behavior. The usability of
these features is very important to master and simplify the management of data in these tables on the
various pages of the application. The following table provides an overview of the features which are
built into these table views:

o =, Devices e Import  New  Clone  Delete
Y Al

Device 156 Type Manufacturer product Line Model Lifecycle Status Asset Tag serial Number 1P Address Location

0903 Server 02 Server- Rackmount  Apple Xserve Xserve G5 Available

0930 Demo Server - Rackmount Cisco Systems netscaler 1000v Available 10.10.10.226

0930 Server 01 Server - Rackmount Cisco Systems netscaler 1000v Available 10.10.10.226

0930 SW CRACO0L Air Conditioner Liebert DS Precision Cooling DS 105kW (30 ton) Available 10.10.10.226

ATS001-A e Transfer Switch - Aut... ASCO 7000 Series JATS(3000amp) Available

ATS002-B Transfer Switch - Aut... ASCO 7000 Series 7ATS(2000amp) Available

ATSOD3 Transfer Switch - Aut...  ASCO 7000 Series 7ATS(3000amp) Available

ATS004 Transfer Switch - Aut...  ASCO 7000 Series 7ATS(3000amp) Available

ATS005 Transfer Switch - Aut... ASCO 7000 Series JATS(3000amp) Available

0« <1 to 100 of 951 > »

Table Feature ‘ Description
1 - Back Button Allows the user to return to recent pages viewed.
2 - Table Menu Easy access for users to manage the table. Options available on this menu

are defined in this section of the user guide.

3 - Functional Buttons Buttons related to the content provided on the page will typically be
located on the top, right of the page. Specific buttons and features will be
defined in the sections related to each feature.
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4 - Filter Options

Allows users to define complex filters to limit the records displayed in the
table. These filters can be saved and easily accessed in the Table Menu.
This feature is defined in this section of the user guide.

5 - Select All Checkbox

Allows users to easily select all records in the table for bulk processing
with a functional button on the page.

6 - Sort Order

Click the column heading to sort by that field. Clicking the column heading
a second time will reverse the sort order of that column. An icon next to
the column name will indicate which field is used for Sort Order and which
direction is currently being viewed.

7 - Column Filter Fields

Allows for easy filtering of the records in the table. Strings entered in the
column filter fields are used to run a “contains” search for the values in
the field. Only records which match the search will be presented.
Multiple column filters can be used in combination to filter the table list.

8 - Links to Objects

Some values in the table result will be represented with a hyperlink to the
object. Click the hyperlink to jump to the object page to view more detail,
troubleshoot, etc the object of interest.

9 - Pagination

Standard pagination tools are provided on all tables. Note: The number of
entries per page can be set in the Personal Settings menu for each user.

3.4.1.1. Table Menu

The Table Menu options may differ on some tables based on content or allowed functions, but the
following list defines the standard menu items contained in this common feature on the tables.

Table Menu Item

Filter

‘ Description

Displays a list of saved Filter views.

Export

Allows users to export the table to a supported export file type. If the
table records are filtered, the exported records will match the filtered
view.

Refresh List

This action will force a full refresh of the table. If filters are applied to the
table, they will remain after the Refresh List action is performed.

Create Favorite

Adds the current page to the Favorites list. User will be prompted for the
Favorite name and folder. If filters are applied to the table view, they will
be included in the Favorite.

3.4.1.2. Filter Options

The filter option located above the tables allows users to define simple or complex filter rules to limit
the records presented in the table. These filters can then be saved and reused easily on subsequent

views of the table.
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As filters are defined and applied to the table, a breadcrumb is created from All records and then

progresses based on the filter criteria applied in the filters. Users can click any level of the breadcrumb
to easily return to a previous view of the table.

3.4.1.2.1. Creating a Simple Filter
Clicking the filter icon reveals the fields and actions available to the user to define a new filter.

e The first field will contain a list of columns presented in the table. Users can select one of the
columns and define a filter for that column.

e The second field provides a list of operators to apply to the selected column. Examples of these
operators are equals, contains, starts with, etc.

e The third field allows users to enter the criteria to match based on the operator defined in the
second field.

e Click the Run button to execute the filter rule against the records in the table. The breadcrumb
will display the filter rule applied to the table.

3.4.1.2.2. Creating a Compound Filter

If users would like to apply multiple column filter criteria with multiple levels of OR logic, they can use
the following steps.

e Follow the steps in the section above to define a simple filter rule.

e C(Click the AND|OR options at the end of the first criteria row to show another row.

o Define filter criteria for the next column.

e Choose additional AND|OR columns to assign to the filter rule.

e Click the Run button to execute the filter rule against the records in the table. The breadcrumb
will display the filter rule applied to the table.

3.4.1.2.3. Sorting Filtered Tables

When the filter icon is selected there is a row presented to the user to define the sort order of the
records. Users can choose the column of the table to sort and the sort direction (Ascending or
Descending) to sort the records.

To include additional sort criteria, users can select the Add Sort button at the top of the filter tool. This
action will provide an additional sort option for the user to define. Several sort criteria options can be
defined as needed to provide primary, secondary and other sort orders to the records presented in the
table. Note: The first sort criteria defined, which is on the top of the sort criteria options if multiple
options are defined, is the primary sort order. The second sort criteria defined is the secondary sort
order, etc.

3.4.1.2.4. Saving Filter Rules

For common filter options that users will need to run repeatedly on table data, the filter rules can be
saved so they can be easily generated on subsequent views of the table. Once the various filter options
are fully defined, users can select the Save button at the top of the filter tool to define the filter
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shortcut. This shortcut will be saved to the Filter menu located in the Table Menu at the top of the
page.

Note: The filter is only saved for the table being viewed. Other tables will have different fields and data
and will maintain their own set of filter shortcuts in the Table Menu.

< = Devices
View >
T al
Filter > Device Order
RUN  show > TAQASort
asse  EXPOTE >
Refresh List
Orde fing fie
Create Favorite
Devi
Device {5 Type

0903 Server 02

0930 Demo

Server - Rackmount

Server - Rackmount

3.4.2. Search String Formats

Format ‘ Description

String Contains the string anywhere in the field, case insensitive
* Wildcard

IString Does not contain the string

String* Starts with string

*String Ends with string

=String Equals exactly

1=String Does not equal
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3.5. Table Item Detail Page

When users are presented with a Table List there are typically hyperlinks to view the details of one or
more items in the list. By clicking the links, users will be able to view the Table Item Detail page for the
object. The detail pages can be comprised of different types of data, but the standard components of

the Table Item Detail page are defined below.

Attribute 15 Category

>>>>>>>

Table Item Detail Feature Description

1 - Back Button

Allows the user to return to recent pages viewed.

e

2 - Table Menu

Easy access for users to manage the table. Options available on this menu
are defined in this section of the user guide.

3 — Functional Buttons

Buttons related to the content provided on the page will typically be
located on the top, right of the page. Specific buttons and features will be
defined in the sections related to each feature.

4 — Form Data
for the selected object.

The top portion of this page typically has attributes which can be defined

5 —Table List Tabs

The lower portion of this page may have various Table Lists available for
the user to view. If multiple table lists are available, then there will be a
series of table list tabs to allow the user to change table list views.

6 — Table List

List of items related to the Table List Tab.

7 - Column Filter Row

The first row of each table list lets you enter a name to filter the column.
You can enter names in multiple columns to refine the list results.
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4. Home Menu Group Page

The Home Menu Group displays the home page that contains a summary of key activity in the
application related to the logged in user. The following information is available for users in the Home
view.

4.1. Location

Users can set a default location which will filter the information listed in the data tables on this Home
page based on the chosen location. By default, the location is World, but users can choose a different
location with the dropdown menu. Click the Set as Default button to set the personal settings for this
feature to use the selected location on each subsequent login session.

4.2. Graphs

Items listed in the Graphs table are those related to the location specified at the top of the page.

4.3. My Workflow Items

Items listed in the My Workflow Items table are related to the Workflow activities. Tasks, Work Orders
and Authorizations assigned to the user will appear in this list for easy review.

4.4. My Audits

Audits which are created by the user in the Audit Manager feature will be listed in the My Audits table.
Users can easily track the status of their Audits and jump to the Audits page by clicking the icon next to
the table name.

4.5. PUE

The PUE trend chart will show the PUE value for the select Location at the top of the Home page. The
default trend duration is for the current day, but users can choose the calendar icon and select other
predefined or custom intervals to view the historical PUE values of the selected location.

4.6. 10 Most Recent Reports

A listing of the reports which were run by the logged in user will appear in this section of the Home
page. The table provides a link to the Reports page by clicking the icon next to the table title. Each
report is also a hyperlink to quickly re-generate the report output to PDF format. Note: If the report is
run from the Home page reports sections, the contents of the report will be filtered based on the
original filters run in the actual reports page.

4.7. 10 Most Frequent Alarms Within the Last 24 Hours

This section will display the Alarm Triggers which have had the highest count of alarm conditions in the
most recent 24-hour interval. The list of alarms will be filtered based on the Location which is defined at
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the top of the Home page. The icon next to the table title will take the user to the Alarm page to
investigate all Triggers and Alarms in the application.

4.8. 10 Most Recent Events

The Most Recent Events table displays the 10 most recent events from the Calendar tool of the
application. The icon next to the table title will take the user to the Calendar page to view the full set of
historical events tracked in the application.
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5. Data Analysis Menu Group

The Data Analysis Menu Group allows users to access features which analyze the objects and data
created in the application. The items available to users in this group permit the visual analysis in the
forms of graphs, trend charts, etc. as well as the generation and delivery of standard reports.

5.1. Reports Menu Item

The application is provided with a set of predefined reports for common asset management and
monitoring use cases along with features to allow users to tailor reports for specific users,
administrative capabilities related to reports and an ad hoc report creator tool to create new device
reports. You access the Reports by selecting the Reports menu item under the Data Analysis menu

group.

Reports are a very important component of the overall system. Output from this feature provides a
wealth of information related to the physical assets managed by the application. System operators can
use this information to make decisions related to management of the overall data center infrastructure.

The Reports menu item displays a pre-defined set of reports and functions defined below. Reports can
be generated in the standard PDF format for easy saving. They can also be generated in Microsoft Excel
file format for managing the data outside of the application.

The availability of certain report menu functions is based on user privileges established by the
administrative user. All members of the administrators' user group see five report tabs which provide
specific functionality related to the Reports feature:

e Reports List — List of all available reports in the application. This list will contain a combination
of Standard Reports which are provided by default with the installation as well as Custom
Reports which are saved by the users.

e My Reports — List of user saved favorite reports.

e Recent Reports — List of the most recent reports which have been run by the user.

e User Defined Reports — Ad hoc report tool to create custom reports.

e Scheduled Reports — Tool to manage delivery of reports to users.

Note: Report access control is set in the User Group. Rights Access menu group > User Groups menu
item > User Group.

5.1.1. Reports List

The Reports List contains the list of predefined and common reports needed to view asset and
monitoring information related to the devices managed by the application. This list represents a full list
of all reports a user can generate. Note that users in the administrators User Group will have rights to
manage ALL reports for ALL users.

The reports in this list can originate from the following Report Categories:

e Standard Report — List of reports implemented with the installation of the product.
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e Custom Report — This report is a Standard Report saved with predefined filter options.
e User Defined Report — This report is created in the User Defined Reports page of the Reports
feature.
o Inherited Report - If another user shares one of their Custom reports or User Defined reports, it
will also show as an Inherited Report in the report list.

5.1.1.1. Generate PDF Report Output

Click the PDF icon next to the report name to generate the report output to PDF format. Note: user can
filter the report output with customizations prior to running the report by clicking the report name
hyperlink.

5.1.1.2. Generate XLS Report Output

Click the XLS icon next to the report name to generate the report output to XLS format. Note: user can
filter the report output with customizations prior to running the report by clicking the report name
hyperlink.

5.1.1.3. Defining Favorite Reports

Click the Star icon next to the report to save the report as a favorite. The list of favorite reports can be
reviewed on the My Report tab. To remove the report from the Favorites list simply click the Star icon
again to toggle the report off the favorites setting.

5.1.1.4. Customizing Reports

Users have control over the output of the report by customizing user defined filters which apply to the
selected report. Each report has a different set of filter controls which may be checkboxes, dropdown
lists or inclusion or removal of attributes such as Locations, Device Groups, Device Types, etc. Users may
create customized version of reports by following these steps:

e C(Click the report name hyperlink from the Reports List

o Define filter options to set criteria for the report output. Note: options such as Locations or
Device Groups provide a checkbox to quickly include all items for that attribute. To filter based
on these attributes uncheck the All checkbox, click the + icon to add items to the table and
choose the Add button to select the items to be applied to this filter.

B Locations All Locations e

Add  Remove

Location Name 15 Device Counts Category

No records to display

e C(Click the Save As button and define a name and Report Group for the Report.

38 Data Analysis Menu Group



EF.T°N

Fowering Business Worldwide

5.1.1.5. Deleting Reports

Select the checkbox next to the report and click the Delete button. Multiple reports can be selected for
a single Delete action. Please note that the default reports provided with the product can not be
removed from the list using the Delete function. To hide these default reports from users, use the
Rights Access features to limit View access to individual reports in the report list.

5.1.1.6. Report Category

All Standard and Custom reports are assigned one of the following report groups to help group reports
and allow for the table filters to find reports easily.

Alarm — Alarm summary and detail reports for devices in the application.

Asset — Standard Asset reports.

Capacity — Capacity information for groups of devices in the system.

Efficiency — Performance and efficiency reports for different sets of devices.

Metrics — Reports designed to generate specific metrics based on user criteria.
Service — Warranty, Maintenance Schedules, and other items from the Service page.
System — Information about Users and Groups in the system.

5.1.1.7. Alarm Reports

The list of default Alarm reports including the following:

Alarm Detail — Displays the details for alarms including first time, last time, duration and values
occurring during the date range specified.

Alarm Summary — Displays a summary of the alarms for devices that includes number of
occurrences and alarm cycles during the date range specificed.

Current Value Detail - Provides the current value of polled data for the selected devices.

5.1.1.8. Asset Reports

The list of default Asset reports include the following:

Asset List — Reports on all assets in the system and sorts the output by optional settings for the
device.

Cable Connection — Lists power and network cable connections for devices in the application.
The report also displays the color of the Cable.

Data Mapping List — Lists all devices that have mapped data points.

Decommission Device List — Lists decommissioned assets in the application

Device List By Area — Lists the devices associated with a specific area.

Device List by Rack — Reports on all assets located within a rack and sorts the list by rack name.
Device Port Details — Lists power and network ports defined on devices in the application.
Device Port VLAN — Shows devices and ports grouped by VLAN definitions.

Rack Details — Summary information for racks which are grouped by location.

Rack Lock Summary — Summary information for rack access control devices.
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Redundancy — Lists the devices with redundant power and network redundancy.

Relationship Summary — Provides detail on all network and power port mappings for selected
devices.

Software Application By Owner — Provides a report on software applications by Owner.
Software Audit — Provides a list of software deployed to servers compared to counts purchased.
Software License Compliance — Lists software installed and counts across all devices.

UPS Battery Replacement — List UPS devices, seconds on battery and the battery last replace
date within the defined date range.

Virtual Machine — List of guests discovered by the application.

VM Power Source - Lists rackmount UPSs and the connected VMs. Battery Replace Date and run
time are shown in the report. The priority of VMs are displayed to identify the critical VMs. If a
VM is in multiple Configuration Groups, the Priority is the highest one.

5.1.1.9. Capacity Reports

The list of default Capacity reports include the following:

Blade Enclosure Capacity — Reports on the blade enclosures and the capacity information
pertaining to them.

Building Capacity — Tracks the average and peak utilization of the Generator and Main Switch
devices in the system.

Cooling Capacity — Tracks the cooling capacity of devices compared to cooling required. The
required cooling is based on the total load of the building measured at the main switch devices.
Cooling Capacity Summary — Summarizes the cooling utilization by area.

Cooling Utilization — Shows the sum of cooling capacity for all the air conditioner and air handler
units on the floor.

Customer per PDU — Provides a list of PDU devices with customer specific information.

Daily Customer Power Summary — Provides a list of customer information related to power data.
Generator Capacity — Tracks the average and peak utilization of the Generator devices in the
system.

IT Redundancy — Shows which devices have redundant paths defined for network and/or power
connections.

Panel Power Summary — Summary of PDU|RPP power panels and related configurations.

PDU Capacity — Tracks capacity power information for floor standing PDU and RPP devices.

PDU Power Summary - Summarizes power information for floor standing PDU and RPP devices.
Port Capacity — Lists all switches and routers with their port capacity, port usage, and utilization
%. These values are based on the configurations completed in the Relationship Editor part of
the application.

Power Assignment — Provides a list of devices with their power and power utilization
information.

Project Capacity — Lists all projects and their information.

Project Device Capacity — Lists all project devices and their information.

Rack Amps Capacity - Shows the Amp capacity for specified racks.
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Rack Capacity — Shows the rack capacity, rack space used, and the largest contiguous space for
each rack in the system. At the location level, rack capacity figures are aggregated to provide
capacity information for a site. The grand total capacity is also provided so that you can see rack
capacity and rack usage statistics for the company as a whole.

Rack Power Capacity — Tracks the A and B power loads for all racks in the system.

Rack Space — Provides a list of areas with total, used and remaining floor area designated for
racks.

Rack Unit Occupied Area — Shows the rack density by area for locations in the system.

Rack Weight — Shows the rack weight capacity and utilization for all racks in the application.

UPS Capacity — Tracks the average and peak utilization of the UPS devices in the system.

5.1.1.10. Efficiency Reports

The list of default Efficiency reports include the following:

A-B Energy — Provides a summary of power based on the A or B power designation for a device.
This report lets managers evaluate A versus B power consumption for each branch of the power
tree. Input for the report lets you specify start and end dates and locations for the report
output.
Carbon Emissions — Provides a default CO2 output rate setting for the states in the navigation
tree when you click the CO2 Rate button. By default, the application looks up the 2-letter
abbreviation or full name of a state and matches it to the corresponding CO2 rate. If the State
node of the navigation tree has a name that does not match one of these default state
definitions, you can map the node to the appropriate state by using the CO2 Rate button. The
rate and navigation node name are displayed by default. If a custom state assignment has been
created, that state name appears in brackets at the end of the node name.

o Forreference, the CO2 rates used in this application are based on the Energy

Information Administration from the Department of Energy report published on April
2002. You can access the rates at this URL:

o http://www.eia.doe.gov/pub/oiaf/1605/cdrom/pdf/e-supdoc.pdf.
Customer Billing Interval Comparison — Provides a way to report on day to day, week to week or
month to month comparisons of power, energy or cost metrics for a department.
Customer Connected Load — Displays Allocated Amps and KW on breaker grouped by Customer.
Customer Power Summary — Provides a summary of customer power consumption. This
information is typically tracked at the branch circuit level of a PDU device.
Customer Rack Power — Lists racks, customer, power, energy and cost information for all racks in
the application.
Customer Server Power — List of power, energy and cost information for rackmount devices.
Detailed Customer Energy — List of power, energy and cost for devices groups by customers and
locations.
Device Customer Energy — Summary of power, energy and cost by customer.
Electric Costs By Rack - List racks based on location and the monthly and yearly power costs.
Energy - Lists all devices that have a defined Energy Source attribute and provides actual kWh
consumption and cost of using the device.
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Energy Source Summary — Provides energy source information for all devices.

Environmental Summary — Provides temperature and humidity information for devices.
Location Occupancy Summary — Summary of types of Floorspace areas and utilization.

PDU Breaker Summary - Provides a summary of PDU breaker information.

PDU Circuit Summary — Provides a summary of PDU circuit information.

PUE Report — Review of key PUE data based on time duration and location.

Rack Power Summary — Summary of power consumption and costs for racks in the application.
Server CPU Idle — Collects and shows the CPU loads for devices under management. This
information helps you understand which assets are being over/under utilized. Data for this
report is collected from the Monitor Attribute table. For a device to report this data, the target
member must be mapped to this monitor attribute table.

Server Throughput — Collects and evaluates the amount of traffic in and out of network interface
cards, and shows devices being utilized. This report provides a list of servers and switches and
lets you see the amount of network traffic being processed by the device. Data for this report is
collected from the Monitor Attribute table. For a device to report this data, the target member
must be mapped to this monitor attribute table.

Trend Chart - Trend charts for selected devices and attributes.

5.1.1.11. Metrics Reports

The list of default Metrics reports include the following:

CUE — Carbon Usage Effectiveness

EDF — Energy Distribution Factors

Eff UPS — UPS System Efficiency

ITL - IT Server Equipment Load Density
LD — Lighting Density

PUE — Power Usage Effectiveness

RH — Ambient Relative Humidity

RTI — Return Temperature Index

TMP — Temperature Supply and Return
ULF - UPS Load Factor

5.1.1.12. Service Reports

The list of default Service reports include the following:

Service Events Overdue — Provides a list of all events that have not been completed on schedule,
which is similar to the Services Scheduled report. The filter controls for this report and the
scheduled events report are the same. The output of this report is grouped by week and sorted
by day within the week grouping.

Service Events Scheduled — Provides an easy way to query the scheduled events and view in a
report format. You can define a date range to view Scheduled Services and select a specific City-
Building combination to filter the report output. The report output is grouped by week and then
sorted by day within the week grouping.

Warranty Expiration — Lists all warranty expiration dates stored in the system.
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5.1.1.13. System Reports
The list of default System reports include the following:

e License Compliance — Shows the device count quota being enforced by the license key and the
current total of devices managed in the application.

e License Detail — Provides list of devices which are using purchased licenses.

e Sizing Report — Summary of key application metrics such as devices, pots, cables, etc.

e User Account List — Defines all users and their basic attributes in the system.

e User Group List — Defines the User Groups and the members of the user group.

5.1.2. My Reports

My Reports is a user's personal report shortcut list. This report list contains reports that are marked as a
favorite by the user on the Reports List page. The Star icon next to the report name on the Reports List
page is used to toggle reports on and off the My Reports list. Users have the same Actions available for
reports on the My Reports list as they do for the full Report List page which are defined in the sections
above.

5.1.3. Recent Reports

The Recent Reports list shows a list of recent reports that have been run by the user and the time that
each report was run. Users can easily select the report from the list to view customizations, further
customize or save the report. By clicking the PDF or XLS icons next to the report name, user can
generate the output of the report once again.

5.1.4. User Defined Reports

The User Defined Reports feature allows users to define their own ad hoc reports by choosing fields,
applying filters, sort order, grouping and math to the resulting output as needed. When the menu item
is first selected users will be presented with a list of previously defined reports. Fields in the table
presented for this report list include:

e Actions — User can click the PDF or XLS icon to generate report output in the selected format.

e Report — Name of the custom report.

e Report Type — There are two types of reports which can be created with the User Defined
Report feature. Location Site Data allows users to report on actual, capacity and utilization data
for locations. Device Data allows users to report on any attribute defined in the application
related to devices.

e Report Group — Lists which group was defined to this custom report when it was saved.

e Description — Lists the description that was defined to this custom report when it was saved.

5.1.4.1. Create New Report

The New button will open the report configuration page which allows users to define standard
properties of the custom report. The following properties will be defined for the custom report.
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e Name — Name of the custom report. This name will be listed in the Reports List for the custom
report.

e Report Type - Device Data allows users to report on any attribute defined in the application
related to devices. Location Site Data allows users to report on actual, capacity and utilization
data for locations.

e Report Group — List of groups which can be used to organize the reports. This list by default is
the list of report groups included with the installation of the product.

e Description — Text string used to define the details included in the report.

e Row Limit — Defines the maximum number of records to return in the report output.

e Sort By — When first creating the custom report with the New function, this feature is not
available. Once the report has been created, this feature allows users to choose which attribute
included in the report output will act as the primary sort key for each group of records in the
report. Users will select the attribute and the Ascend| Descend option to define this sort order.

e Date Range — Allows the user to select a date range for evaluating monitored data. This setting
will not have an impact on standard attribute output such as Asset Tag, Serial Number, etc. If
users include Temperature, Humidity or Power, for example, in their output then the Date
Range will help to determine the Min, Max and Average of these data attributes for the report.

Once these fields are defined, the user will hit the Submit button and the new custom report will be
added to the report list. The user can then modify the report contents and configuration using the
Fields Definition and Rights Access features.

5.1.4.2. Editing Custom Reports

From the User Defined Reports list of custom reports, users can click the report name hyperlink to view
the configuration page for the report. The configuration page allows users to select fields, change field
order, define group by setting, filter report values, define calculated report fields and more.

5.1.4.2.1. Fields Definition

By default, the field definition list will include the Device Name field when the Device Data report type is
created and will include the Location Name field when the Location Site Data report type is created.
Users can then add more fields to the report and configure those fields by using the other report
features.

To add more fields which are already defined in the application to the report output, choose the Add
button, select the attribute to add in the Attribute field. By default, the attribute name will appear as
the column title for the field in the report, but users can assign an Alias to change the column title for
the selected attribute. Depending on the data type of the selected attribute (decimal, string, etc)
additional information can be defined such as the number of decimals to present.

To add a new calculated attribute to the report, select the Calculated radio button when adding a new
field. Define the formula to be used in the Formula section of the Add Field form by clicking the Insert
Function button. Choose the attribute to be used in the calculation and apply the math functions
directly in the Formula section.
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In the example, below a new Calculated Attribute is created for the report which will add the A and B
side Current Utilizations and divide the sum by 2. This attribute has an Alias of Average Current Util, will
display 1 decimal in the report output and will show the Current Value of the calculation when the
report is generated. Data in the report output will be filtered to only show records where this calculated
attribute has a value of 80 or greater.

Add Field
Attribute (@) Calculated

Formula * A Current Utilization+B Current Utilization/2 Insert Function

Clear

Alias
Decimal * 1
Show Value *  CurrentValue B

Filters Value greater or equal (<]

Submit Cancel

The Filters option allows users to limit the output in the report to records which only match the defined
filter criteria for the attribute. For example, filters can be Temperature is greater than 80 or Asset Tag
contains “POM”. This is an effective way to isolate data output in the reports to focus only on relevant
details for the custom report output.

Once the list of fields has been defined for the report, the following actions can be performed to further
configure the output of the report data:

e Configure the sort order by defining the Sort By attribute and direction. These settings are in
the top part of the user define report configuration page.

e Users can change the order of the fields in the report by using the up|down arrow icons to the
left of the field name.

e Users can group records in the output by one of the defined fields. Toggle on the Group By
indicator for the attribute which should provide the group category in the report. Note: only
one attribute can provide Group By status.

e |f the attribute is a value the user can define whether to use the Current Value, Min Value, Max
Value or Average Value. If an option other than Current Value is used, then the setting in the
top of the user defined report configuration page named Date Range will be used to determine
the Min, Max or Avg value to display in the report.

5.1.4.2.2. Managing Access Rights

The Rights Access tab allows users to define which users or user groups in the application should have
access to run the report. Click the Add button to be presented a list of Users and User Groups defined in
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the application. Choose the users and user groups to grant access for the report and then click the
Submit button.

To remove access for users simply select the user or user group to remove from the list and click the
remove button.

Note: Only View access can be granted to User Defined Reports. Other users can view and run the
report but the report configuration can only be updated by the user that defined the report.

Users that are granted permission to run a User Defined report defined by another user will see the
report listed in their general Reports List. These reports can be set as favorites, scheduled for delivery
and other standard report features.

5.1.4.2.3. Preview Custom Report

The Preview button at the top of the report is available to generate a preview of the report output. The
user will be presented with an on screen display of the report output with only 20 records of data. The
data contained in the preview report are actual data taken from the application database. Thisis a
useful way to ensure the fields, order, calculations, etc are configured properly on the report.

5.1.4.2.4. Saving Custom Reports

As configuration changes are made to the custom report, users can select the Submit button at the top
of the page to save the report.

5.1.4.3. Cloning Custom Reports

In some cases, users will want to make slight changes to an existing report. Instead of starting with a
new, blank user defined report template, uses have two options for reusing an existing report definition:

1. Onthe User Defined reports list select a report and click the Clone button at the top of the page.
A new entry will be added to the report list with the same name as the cloned report with a (1)
appended to the end of the name.

2. Inthe user defined report detail configuration page, users can choose the Save As button to
save the report with a different name. The new name will be added to the reports list on the
User Defined Reports page.

5.1.5. Scheduled Reports

The Scheduled Report feature allows users to schedule the delivery of reports to any user of the
application. The reports will be sent via email to the email address defined for the users. The email
server settings are defined during the installation process and are maintained in the configuration files
of the application. Destination email addresses for recipients are defined for each user when they are
provisioned to the system as a user.

5.1.5.1. Creating a New Scheduled Report

On the Scheduled Report page select the New button to define the configurations for the scheduled
report job. The following fields will be defined as part of this configuration:
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e Task Name — Name of the scheduled delivery job to be processed.

e Run Period — Start and end date when this job should be processed.

e Run Frequency — Allows the user to control the frequency of the report delivery. Options allow
the user to define Daily, Weekly, Monthly and Yearly job times.

e Run Time — Allows the user to define the time of day to run the job. Note the time defined is
based on the Master server timezone. Users can define more than one time of day to generate
and send the report by using the AND button to define more than one time.

Upon completion of these fields, the user will select the Submit button. This will allow the user specify
which reports to run and recipients of the scheduled delivery job.

5.1.5.2. Defining Report and Recipients

Users may add one or multiple reports to the scheduled delivery job definition. Click the Add button to
be presented a full list of the reports available to the user. Select the reports to be included in the job
and click the Submit button.

The Recipients tab allows users to define the recipients of the delivered reports. Click the Add button to
be presented a list of users and user groups. Choose the list of recipients and click the Submit button.
These users will receive the selected reports based on the configurations of the scheduled delivery job

5.1.5.3. Report Delivery Details

Scheduled report delivery will be sent to the recipients via the email address configured in the Users
page of the application. The recipients will receive attachments of the PDF and Excel output formats in
the emails delivered to their email inbox.

5.2. Graphs Menu Item

The Graphs option allows users to assemble data in the application into dashboards using a variety of
available components. These Graphs can then be associated with Monitoring Templates to apply them
to multiple devices. For previously defined Graphs, users can view the data as it relates to devices in the
application and make edits to the Graph definitions.

5.2.1. Graph Table List

The initial view presented when the Graphs menu item is selected is a list of defined Graphs. The table
list contains the following fields:

Table List Column Description

Actions Runs the Graph to show actual data as configured with the components.

Name Name of the Graph. Selecting this link will open the definition of the Graph and allow
user to make edits.

Type Shows the type of Graph defined. Options are Template or Specific Devices.

Monitoring Template Lists the Monitoring Template associated with the Graph.

Components Number of Graph components defined in the view.

Last Updated By Last user to update and save the Graph.

Last Updated Time the Graph was last updated and saved.
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Table List Button Description

New Create a New Graph to be viewed by users.
Delete Deletes the selected Graphs from the list.

5.2.2. Creating a Graph

To create a new Graph user can select the New button at the top of the Graph Table List page. This will
present a Graph detail page which is divided into two sections. The top of the page will contain fields
for standard form data to define attributes of the Graph and the bottom of the page represents the
Graph canvas where components can be placed, aligned and defined to create the Graph view.

5.2.2.1. New Graph Properties

When defining a new Graph, there are properties defined with the Graph which manage where and how
a user may access the Graph for viewing live data related to devices managed in the application.

Property Name Description

Name Name of the Graph. This will be visible at the device level so users can launch the
Graph to view real time data.
Type User can choose from two options to manage availability of the Graph:

e  Template — Graph will be associated with a Monitoring Template.
Monitoring Templates are applied to devices defined in the Monitoring
Template. Components of the Template option are only associated to an
Attribute and not to a specific device.

e  Specific Devices — Each component of the Graph will specify the Device and
Attribute of the device. These Graphs will be associated with devices that
have components included in the Graph. There is no association of a
Specific Device Graph with a Monitoring Template.

Monitoring Template If Type is set to Template, then this property is used to associate the Graph to an
existing Monitoring Template.
Description Description of the graph.

5.2.2.2. New Graph Components

The Graph is comprised of one or more graphical components to display data related to a device.
Graphs are accessed from the Device Central page for a selected device, so the data displayed in the
Graph is related to the device from which the Graph is generated. If the Graph is based on specific
devices, then the components will show the data related to the defined device and attribute
combination.

The following components are available for users to add to a Graph.
5.2.2.2.1. Circular Gauge

The Circular Gauge will provide a value for a single attribute of data related to a device. The attribute
must be numeric to be properly used with this component.
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Property Name Description

Label String to be displayed on the top left of the component when viewed in a Graph.
Minimum | Maximum The smallest and largest values to be displayed on the gauge.

5.2.2.2.2. Trend Chart

The Trend Chart displays historical time series data of one or more attributes of data related to the
device. The attribute must be numeric to be properly used with this component.

Property Name Description

Label String to be displayed on the top, left of the component when viewed in a Graph.
Default Default time interval to be displayed with the trend chart when viewed on a Graph.
Users may change this interval by clicking the calendar icon on the trend chart
component.
5.2.2.2.3. Table

The Table component allows users to present table data which is commonly reported with SNMP Table
and Table Column OID attributes.

5.2.2.2.4. Number Gauge

The Number Gauge will display the device name, attribute, value and unit for the device and attribute
associated to the component. The only property managed with this component is the Label which will
appear on the top, left of the component when viewed in a Graph.

5.2.2.2.5. Percentage Gauge

The Percentage Gauge will show the value of the attribute compared to a minimum and maximum range
defined with the graph component. A bar indicator will show the percentage of the actual value of the
attribute with the defined minimum and maximum values.

Property Name Description

Label String to be displayed on the top, left of the component when viewed in a Graph.

Default Default time interval to be displayed with the trend chart when viewed on a Graph.
Users may change this interval by clicking the calendar icon on the trend chart
component.

5.2.2.3. Adding Components to a Graph

After the Graph properties have been defined, users can click the Add Component button to create a
new component on the Graph.

5.2.2.3.1. Adding a Template Component

If the Graph type is for a Template, then users will need to choose from the list of Attributes defined on
the Monitoring Template. Multiple Attributes can be selected from this list to add multiple attributes to
the Graph in one step. Selecting a Table attribute will only enable the Table component option. Click
Next to choose the component type.
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Add Component

Select Attributes

This is required. You need to select ane or more items.

Attribute 15 Monitoring Template Data Type Monitor Type
Humidity Tampa Bacnet Scalar BACNET
Temperature Tampa Bacnet Scalar BACNET

5.2.2.3.2. Adding a Specific Devices Component
When adding a component for a specific device:

e Click Add to select a device

e Click Next to select an attribute on the device

e Click Next to select the type of component desired
e Click Submit to add that component to the graph

5.2.2.4. Component Types

The following Component types can be added to the Graph.

Value Type Unit

Decimal

Decimal °F

Component Description

Circular Gauge

Odometer style gauge which displays the actual value. A minimum and maximum
value of the gauge is defined for this gauge.

Trend Chart Historical trend chart for the values. All attributes can be added to a single chart or
each value can be assigned its own single line trend chart component on the graph.

Table Table of tabular column values. This option is only enabled when Tabular Column
data attributes are selected.

Single Value Displays the actual value and units of the selected attribute.

Utilization Gauge

Displays the actual value and percentage. The minimum and maximum values of the
gauge are defined when creating this component.

5.2.2.5. Editing Components on a Graph

Each component on the graph has three icons for editing:

. The Move Icon allows the user to drag the component to the desired location.

r.g

. The Edit Icon allows the user to modify the component using the same tools used for

creating the component.

. The Remove Icon allows the user to remove the component from the graph.
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5.2.3. Graphs Reflect Alarm Level Colors
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5.3. Capacity Plans Menu Iltem

The Capacity Plan feature allows users to model the impact of installing devices, decommissioning
devices or applying planned projects to locations managed in the application. AN analysis of key space,
power and cooling metrics will be presented based on the addition or removal of devices and ports as
part of the Capacity plan model.

5.3.1. Managing Capacity Plans

When users first access the Capacity Plan page, they are presented a list of previously defined Capacity
Plans which have been created and saved in the application. Users can add a New Capacity Plan to the
list by clicking the New button on the top of the page and completing the Name and Location fields.

e Name is the name of the Capacity plan configuration to analyze.

e Location defines the node of the location navigation tree to use for analyzing the capacity plan
configuration. To analyze capacity impact for all locations in the application select the World
node. To analyze capacity impact for a single area then select the Area name from the list.

To delete plans from the list, select one or more with the checkbox and click the Delete button.

5.3.2. Modifying Capacity Plans

There are three primary ways to define devices and ports which are applied to the defined Capacity
Plan. These options are New Devices, Existing Devices and Projects. Each option provides specific
capabilities for users to include Install, Move, Decommission, Port Connect and Port Disconnect
functions against the location defined in the plan.

5.3.2.1. New Devices

The New Devices option allows users to include devices which are not created in the application device
list to the capacity plan model. Users can select the Add and Remove buttons to define the new devices
to include in the capacity plan analysis.

When the Add button is selected the user is presented with a list of eligible Models from the full Model
database which can be added to the capacity plan. Users will click the checkbox next to the model
name, define the number of devices instances to add for the selected model and optionally define the
Energy Type, A-B Side and Power setting for the devices. Note: The default Power setting is set to the
nameplate Power settings for the selected model.

After adding or removing devices from the model the Submit button will commit the changes to the
capacity plan.

5.3.2.2. Existing Devices

The Existing Devices option allows users to either Install devices which are not in the selected location or
Decommission devices from the selected location. Using the Add button, the device list presented to
the user when this option is selected shows all devices defined in the application. The Action field will
indicate if the device would be added to the capacity plan (Install) or if the device will be removed from
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the capacity plan (Decommission). Users can optionally define the Energy Tyoe and A-B Side settings for
the devices as they are added to the capacity plan.Projects

The Projects option allows users to add and remove defined projects in the Workflow feature to the
capacity plan. The project may include multiple actions including install, move, decommission, port
connect, and port connect. Using the Add and Remove buttons projects will be added or removed from
the capacity plan. Actions defined within the selected projects will be applied as part of the Capacity
Plan analysis.

5.3.3. Analyze Plan Results

After the New Devices, Existing Devices and/or Projects are applied to the Capacity Plan, users can hit
the Analyze button to generate a table of metrics to evaluate the impact of the capacity plan to the
selected location node. The Analysis Report will have the following columns of data:

e Current Value — Represents the current value of the metric for the selected location BEFORE
applying the devices and projects included with the Capacity Plan.

e Modeled Value — Represents the future value of the metric for the selected location AFTER
applying the devices and project included with the Capacity Plan.

e Raw Change — Calculation of the raw data value difference in the Modeled and Current values.

e % Change — Calculation of the percentage difference in the Modeled and Current values.

5.3.4. Export Capacity Plan Results

Users can Export the Analysis Report table and calculations to Excel by using the main menu icon next to
the report tile. Click the report icon and then select the Export — Excel menu options to download the
report to an Excel file. This export will allow users to manage and further evaluate the data using the
Excel spreadsheet functions.

5.4. Power Project Plans Menu Item

Power Project Plans assist users in determining the overall power and rack unit requirements for a list of
devices. By leveraging the expansive model library, users can model power and rack space consumption
by adding multiple quantities of selected models to a power project plan. This tool is commonly used to
define rack and power distribution needs for racks.

The initial view presented when the Power Project Plans menu item is selected is a list of defined project
plans. The table list contains the following fields:

Table List Column Description

Name Name of the power project plan — click to view details and edit the plan
Customer User defined customer name for power plan

Total Devices Total number of devices identified in the project

Power (kW) Total power needs for all of the devices in kW

Heat Output (BTU/hr) Total heat output for all of the devices in BTUs per hour

RU Total Total number of rack units for the devices identified in the project
Creator Username of the person who created the plan

Create Date Date the plan was created
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Modify Date

Table List Button

New

Date the plan was last modified
Description
Create a New power project plan

Delete

Deletes the selected power project plans from the list

Note: Users can only view power project plans they have created. The admin user can see all power

project plans.

5.4.1. Creating a New Power Project Plan

Select the New button and a new Power Project Plan form is opened. The following screen is presented
to the user with the functions defined below.

< Power Project Plans - Main St Data Center Room 4 0 New  Submit  Delete  Export

Name

Total Devices

* Mainst

Heat Output (BTU/hr)

Device List

Quantity

Data Center Room s (@) Customer * acmenc. (@)

Total Power (kW) 374

127601.32 RU Total 60

© 0 0

Add  Remove  Custom

Manufacturer Product Line Model 15 Power (W) RU Height Total Power (kw) Total RU

Server - Rackmount Dell PowerEdge 1950 670 1 13.40

Server - Rackmount HP Proliant DL380 G7 1200 2 24.00 a0

The buttons on the upper right perform the following tasks:

a.

b
C.
d

New - Opens a form to create a new project

Submit - Submit the currently viewed project to the main project list

Submit & New - Submits the current project and opens a blank form for a new project
Export - Exports the current project to an Excel spreadsheet

Name - Enter the name for the power project plan

Customer - Enter the name of the customer
Add - Opens a window where devices can be selected from the full set of models supported in

the power project tool. Selected models along with the defined quantity will be added to the
power project plan detail table.

a.
b.

Filter the list to find the desired devices

Select the check box to choose the device and set the quantity. By default, the quantity
is set to 1.

Click Submit to add the devices to the device list in the project

Note: The Power setting can be edited on the device. In some cases, the power reading
for the model in the model library may be based on a high-performance power supply,
but other power supply options may exist.

Close will close the window without adding devices to the list
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= Model ° Submit Close °

Quantity Model 15 Type Manufacturer Product Line

Quantity Model Name Server - Ra Dell e Product Line Name

5 o | 1550 Server - Rackmount Dell PowerEdge
| 4 | 1650 Server - Rackmount Dell PowerEdge
0 1750 Server - Rackmount Dell PowerEdge
o] 1800 Rack-Mount Server - Rackmount Dell PowerEdge
0 1850 Server - Rackmount Dell PowerEdge
0 1855 Server - Rackmount Dell PowerEdge
0 1950 Server - Rackmount Dell PowerEdge
0 195011 Server - Rackmount Dell PowerEdge
o] 1950111 Server - Rackmount Dell PowerEdge
« <1 to 10 of 108 > »

5. Remove - Deletes entries from the table where the check box is selected
6. Custom — Adds a new record to the table which allows the user to define a model which is not
found in the model library. Users can assign attributes to this custom model as needed to
accommodate device requirements.
a. Please submit a model request to add this model to the application. This will allow all
users to leverage the model list for this model once it is updated in the application.
b. Fields are not mandatory. The values assigned to the new custom entry will be used
only if they are defined.
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6. Alarms

The initial view presented when the Alarms group menu item is selected is a list of current alarms.

By default, the alarm list is filtered for all alarms where the Severity does not include normal. The table
can be custom filtered using the column filter fields or the filter option.

< = Alarms Acknowledge  Clear

Devices Locations Filter OptIDI"I
Y All=severity does not contain normal
Run  Save | OR  AddSort
Q does not contain o ormal AND OR X
o X

Ack Severity 15 Alarm Source  Trigger/Attribute | Rules Column Filter Fields Last Updated Location Actions
. earc Searc 3 Startdate ~ End date[Z5] | 59 Add
Expansion
A Comment
Triangle Dis -
zeus.s
.ol

[ Unreachable | v T2 2020-01-02 08:47:16 EST
change this!)

Date Installed: Can't get value by OID:

| Unreachable | Date Installed 2020-01-02 08:47:16 EST
136121256315
Package Name: Can't get value by OID:

[ Unreachable | Package Name 2020-01-02 08:47:16 EST
136121256312

_ » Dis -localhost 1 2020-01-02 08:48:07 EST

« <1 to 50f 5 > »

The table list contains the following fields:

Table List Column Description

Ack Icon which indicates if the alarm has been acknowledged by a user.

Severity Shows the color-coded severity of the alarm. Green (Normal), Yellow (Warning) and
Red (Critical).

Expansion Triangle Click on the triangle next to the Severity label expands the alarm's details showing
each of the Trigger/Attributes

Alarm Source The device that is manifesting the alarm. This is a link that will open the device
details page.

Trigger/Attribute Name of the Trigger defined for the device.

Rules Specific rules included in the Trigger definition.

Details Information about the data which triggered the alarm.

Last Updated Timestamp of last data collection.

Location Location where the device exists

Actions Two icons are listed in the Actions section. One icon provides a history of the Device
or alarm Trigger. The other icon allows users to post a comment to the alarm.

Table List Button Description

Acknowledge Acknowledging an alarm will prevent further escalation of the alarm notifications if

multiple levels of escalation are defined in the alarm notification rules. Users can
select the checkbox next to the device or data point and click the Acknowledge
button to Acknowledge the alarm. The Alarm LED will maintain its color indicating
the severity of the alarm but will have an embedded “A” over the LED to indicate the
alarm has been acknowledged. Note: The Acknowledged status will be maintained
until the alarm is either Cleared or naturally returns to a Normal condition.

Clear Clears the alarm.
Note: If the device is still in an alarmed stated during the next polling cycle, the alarm
condition will return.
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7. Calendar

The initial view presented when the Calendar group menu item is selected is a list of all events for the
current day. The user can define complex filters to retrieve data regarding specific types of events
during a period and/or related to specific devices or users. The table list contains the following fields:

Table List Column Description

Icon Helps identify the event activity

Level Indicates the event level. Options include Critical, Info, Minor, Normal, Recovery,
Unmonitored, Unreachable and Warning.

Date The timestamp for the event

Category Indicates the event category. Options include Alarm, Devices, Discovery, Graphs,
Location, Monitor, Project, Service, System, User and Warranty.

Event Indicates what type of event is being reported.

Source Indicates the source of the event. For example, the source Web is reported when
items are manually created. Devices created through an import report the source as
Import Central.

Description Specific details about the event including the user and device names.
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8. Rights Access Menu Group

A key component to any implementation is the management of the users and access control rights they
have within the system. The Rights Access Menu Group lets administrators manage detailed access
controls for all users created in the system. These controls relate to all devices, locations, reports, and
other components of the instance.

8.1. Companies Menu Item

The Companies menu item in the Rights Access menu group lets administrators manage multiple
companies in the same instance. When users are created, a company designation is required to allow
controls for reports and access rights to be applied at the company level.

e To add a new company, click the New button and complete the fields shown in the main portion

of the screen.

e To delete a company, select the checkbox next to the company in the list and click the Delete

button.

The initial view presented when the Companies menu item is selected is a list of current companies. The
table list contains the following fields:

Table List Column Description

Table List Button
New

Company Company name in the list is also a link to open the form with additional details about
the company

Country The country where the company is located

State The state or province where the company is located

City The city where the company is located

Zip The company's zip code

Phone The company's phone number

Fax The company's fax number

Email A general email address for the company

Description
Presents a form for creating a new Company

Delete

Deletes the selected Company from the list
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8.1.1. Companies Function Tiles

Clicking a Company name in the initial table of Companies will present a page with function tiles and
data related to that Company. The function tiles for Companies are defined in the sections below.

8.1.1.1. Attributes

The Attributes tile provides a form with fields to define standard information related to the Company.
The form contains the following fields:

Form Field Name Description

Name Company name

Alias Alternative name to be used instead of the Company Name. This field can be helpful
if the application user has codes or other references for a company in another
system.

Address 1 First part of the building address for the Company.

Address 2 Second part of the building address for the Company, if needed.

Country The country where the company is located

State The state or province where the company is located

City The city where the company is located

Zip The company's zip code

Phone The company's phone number

Fax The company's fax number

Email A general email address for the company

Description Description of the Company for reference.

Password Expiration Days

Sets the default Password Expiration Days for a new user created
which is assigned to the Company.

Footer for Reports

Footer displayed on report output when generated by a user which
belongs to the Company.

Logo

Company.
Form Button Description

Logo to display on reports generated by a user which belongs to the

New Presents a form for creating a new Company
Submit Saves changes made to the form.
Delete Deletes the selected Company from the list
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8.1.1.2. Departments

The Departments function tile provides a list of Departments which belong to the Company. This page
also allows for users to manage the Department list with Add, Modify and Delete functions. The table
list presented to the user on this function tile contains the following fields:

Table List Column Description

Department

Department name

Company

Name of the Company to which the Department belongs.

Contact Name

Name of the primary contact in the Department.

Contact Phone

Phone Number of the primary contact in the Department.

Contact Fax

Fax number of the primary contact in the Department.

Contact Email

Email address of the primary contact in the Department.

Description

New

Table List Button Description

Description of the Department for reference.

Presents a form for creating a new Department

Delete

Deletes the selected Department from the list

8.1.1.3. Dashboard

The Dashboard function tile provides detail on power, space and environmental metrics for devices and
locations assigned to the Company. The Dashboard page is organized with summary data at the top in
the colored areas followed by a separate section of department specific power, space and cooling data
for each Department which belongs to the Company.

The summary data adds the following metrics for each Department which belongs to the Company and
presents them in the colored areas:

Summary Data Element Description

Breakers Provisioned

Total number of Breakers created on PDU or RPP devices which are assigned to the
Company.

Circuits Provisioned

Total number of Circuits which belong to Breakers created on PDU or RPP devices
which are assigned to the Company.

Current Rated

Sum of the Current Rated value for all Breakers created on PDU or RPP devices which
are assigned to the Company.

Current Derated

Sum of the Current Derated value for all Breakers created on PDU or RPP devices
which are assigned to the Company.

The Department specific information contains the following summary data:

Power Data Element
Breakers Provisioned

Description
Total number of Breakers created on PDU or RPP devices which are assigned to the
Department.

Circuits Provisioned

Total number of Circuits which belong to Breakers created on PDU or RPP devices
which are assigned to the Department.

Current Rated

Sum of the Current Rated value for all Breakers created on PDU or RPP devices which
are assigned to the Department.

Current Derated

Sum of the Current Derated value for all Breakers created on PDU or RPP devices
which are assigned to the Department.
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Each Breaker which is created and is assigned to the Department is listed in the table below this
department summary power information.

Space Data Element Description

Total Area Sum of all Areas which are defined in the Navigation tree and are assigned to the
Department.

Environment Data Element Description

Sensor Name Name of sensor device which is assigned to a Department of the Company.
Location Location in Navigation Tree where the sensor has been placed on a floorplan.
Rack Device on which the sensor has been placed or attached.

Height Height off the ground where the sensor is mounted to a device or rack.
Temperature Temperature value reported by the sensor.

Humidity Humidity value reported by the sensor.

8.1.1.4. Devices

The Devices function tile provides an asset list of all devices created in the application which have been
assigned to a Department which belongs to the Company. The table list provides the standard set of
asset fields for the devices.

8.2. Departments Menu Item

The Departments menu item in the Rights Access menu group lets users manage and report on devices,
based on the departments that own them. Each device is assigned to a department on the Device Tab,
and the options available for this assignment are based on the departments added to this list. In
addition, a department setting is assigned to all users added to the system.

e Toadd a new department, click the New button and complete the fields shown in the main
portion of the screen.

o To delete a department, select the checkbox next to the company in the list and click the Delete
button.
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The initial view presented when the Departments menu item is selected is a list of current departments.
The table list contains the following fields:

Table List Column Description

Department name

Department name in the list is also a link to open the form with additional details
about the department

Company

The company to which the department belongs

Contact Name

A contact name within the company

Contact Phone

A phone number for the contact

Contact Email

An email address for the contact

Description
Table List Button
New

Additional information about the company
Description
Presents a form for creating a new Department

Delete

Deletes the selected Department from the list

Submit & New

Increases efficiency when creating a number of departments sequentially by creating
a new form with existing values and presenting a blank new form.

8.2.1. Departments Function Tiles

Clicking a Department name in the initial table of Departments will present a page with function tiles
and data related to that Department. The function tiles for Departments are defined in the sections

below.

8.2.1.1. Attributes

The Attributes tile provides a form with fields to define standard information related to the Department.
The form contains the following fields:

Form Field Name Description

Name Company name

Alias Alternative name to be used instead of the Company Name. This field can be helpful
if the application user has codes or other references for a company in another
system.

Company Name of the Company to which the Department belongs.

Contact Name

Name of the primary contact in the Department.

Contact Phone

Phone Number of the primary contact in the Department.

Contact Fax

Fax number of the primary contact in the Department.

Contact Email

Email address of the primary contact in the Department.

Electricity Price

Price per kWh for any Breaker devices which are created and assigned to this
Department. This rate can be overridden by defining a different electricity price at
the Breaker device.

Description
Form Button
View Company
New

Description of the Department for reference.
Description

Link to view the Company page

Presents a form for creating a new Department

Submit

Saves changes made to the form.

Delete

Deletes the selected Department from the list
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8.2.1.2. Dashboard
The Dashboard function tile provides detail on power, space and environmental metrics for devices and

locations assigned to the Department. The summary data adds the following metrics for each Breaker
device which belongs to the Department:

Power Data Element Description

Breakers Provisioned Total number of Breakers created on PDU or RPP devices which are assigned to the
Department.

Circuits Provisioned Total number of Circuits which belong to Breakers created on PDU or RPP devices
which are assigned to the Department.

Current Rated Sum of the Current Rated value for all Breakers created on PDU or RPP devices which
are assigned to the Department.

Current Derated Sum of the Current Derated value for all Breakers created on PDU or RPP devices
which are assigned to the Department.

Following the summary power data is a table which lists each of the Breaker devices created which are
assigned to the Department.

Space Data Element Description
Total Area Sum of all Areas which are defined in the Navigation tree and are assigned to the
Department.

Environment Data Element Description

Sensor Name Name of sensor device which is assigned to the Department.

Location Location in Navigation Tree where the sensor has been placed on a floorplan.
Rack Device on which the sensor has been placed or attached.

Height Height off the ground where the sensor is mounted to a device or rack.
Temperature Temperature value reported by the sensor.

Humidity Humidity value reported by the sensor.

8.2.1.3. Devices

The Devices function tile provides an asset list of all devices created in the application which have been
assigned to the Department. The table list provides the standard set of asset fields for the devices.

8.2.1.4. Area

The Area function tile allows users to add areas to be assigned to departments and displays the areas
assigned to the department along with rack and power information for each area.
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8.3. User Groups Menu Iltem

User Groups are the central location for access rights control definition and are the primary location for
managing all Privileges to all components of the platform. Note: Users inherit their rights access based
on their membership in a User Group. If a user belongs to multiple groups, they will have effective rights
that represent a superset of the individual User Group rights. Properly defining User Groups helps
ensure that administrators have a flexible mechanism for managing all access control rights for all users
in the system.

Two system User Groups are installed within the system by default: Administrators and Public. The
Administrators user group has rights to ALL components of the application, and this access right cannot
be modified. Administrators should add only super-administrators of the platform to this group since
they will inherit rights to all parts of the system.

All users in the platform are assigned to the Public user group by default, and this group membership
cannot be removed. Any access rights granted to the Public User Group are automatically granted to ALL
users in the system. This feature provides an easy way for administrators to grant rights to certain parts
of the system to all users without editing all User Groups individually.

e Toadd a new user group, click the New button and complete the fields shown in the main
portion of the screen.

e Todelete a user group, select the checkbox next to the company in the list and click the Delete
button.

8.3.1. User Groups List

The initial view presented when the User Groups menu item is selected is a list of current user groups.
The table list contains the following fields:

Table List Column Description

Group Name Group name in the list is also a link to open the form where group rights access is
configured.

Users Number of users in the group.

Description Description of the group.

Table List Button Description

New Presents a form for creating a new Group.

Delete Deletes the selected Group from the list.
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8.3.2. User Group Form

Selecting an existing group or the New button presents the User Groups form. The User Group form has
static fields in the top section followed by tabs that present their own lists related to the group.

Fields
Name

Description
Name of the group.

Description
Table List Buttons

Information about the group.
Description

New Presents a form for creating a new Group.
Submit Creates the new group with information from form.
Submit & New Increases efficiency when creating a number of groups sequentially by creating a new

form with existing values and presenting a blank new form.

*n
i

These buttons collapse and expand the upper area of the form to provide more space
for the tables.

8.3.2.1. Users Tab

The initial view presented when the Users Tab is selected is a list of current members of the current
User Group. The table list contains the following fields:

Users Tab List Column

User List Buttons
Add

User Name Name of the user is also a link to open the form with additional details about the
user.

User Group List of groups to which the user belongs.

Company Company to which the user belongs.

Departments Departments to which the user belongs.

Adds user to group. Check users to be added from list and click Submit to save. Close,
closes the window and does not save.

Remove

Removes user from the group.

8.3.2.2. Components Tab

The initial view presented when the Components Tab is selected is a list of System Components and
Rights Access levels for the current User Group. The table list contains the following fields:

Components Tab List Column

System Component

A list of all the Menu Groups and Menu Items.

Rights Access

Check boxes to assign rights access levels for each component.

User List Option

Check All

Checks all the Rights Access check boxes, providing full access to everything.
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8.3.2.3. Locations Tab

The initial view presented when the Locations Tab is selected is a list of locations from the navigation
tree and Rights Access levels for the current User Group. The table list contains the following fields:

Locations Tab List Column

Location Hierarchical list of location nodes.

Rights Access Checkboxes to assign rights access levels for each location.

Please note the following rules for selecting rights on the Location page:

e View selection will be inherited to nodes up the navigation tree. For example, if you choose
View for a Floor, then View rights will be automatically granted for Country, State, City and
Building related to the Floor selection.

e View rights granted to a floor will automatically grant View rights to Areas within the floor.
Users can turn off Area view rights if they are not needed.

e Edit rights for Areas are managed by granting Edit rights to the floor. There is no explicit option
to grant Edit rights to an individual Area.

e Edit rights are not inherited to other nodes of the navigation tree with the exception of Areas
inherit from the Floor.

8.3.2.4. Groups Tab

The initial view presented when the Groups Tab is selected is a list of Device Groups, Rack Groups and
Rights Access levels for the current Group. The table list contains the following fields:

Locations Tab List Column

Group Name Name of the group is also a link to open the form with additional details about the
group.

Category Displays if it is a Device Group or Rack Group.

Devices Lists the number of devices in the group.

Device Name filter in the filter bar allows you to enter a Device Name and it will filter
to show only the groups to which that device belongs.

Access Check boxes to assign rights access to Device and Rack Groups for the current User
Group.

8.3.2.5. Devices Tab

The initial view presented when the Devices Tab is selected is a list of Devices that correspond to the
Device and Rack Group selected for the current User Group. The table list contains the following fields:

Devices Tab List Column

Device Name Name of the device is also a link to open the form with additional details about the
device.

Device Group Displays the device groups to which the device belongs.

Lifecycle Status Displays the device's lifecycle - Operational, Available, etc.

Rights Access Displays the Rights Access for the device by the current User Group. The values
cannot be changed. The values are controlled in the Groups tab at the Device Group
level.
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8.3.2.6. Reports Tab

The initial view presented when the Reports Tab is selected is a list of the Standard Reports and Rights
Access levels for the current Group. The table list contains the following fields:

Reports Tab List Column

Report Name

Name of the report.

Rights Access

Check boxes to assign rights access to Reports for the current User Group.

8.3.2.7. Floor Layers Tab

The initial view presented when the Reports Tab is selected is a list of the Standard Reports and Rights
Access levels for the current Group. The table list contains the following fields:

Floor Layers Tab List Column

Layer Name

Name of the floor layer.

Rights Access

Check boxes to assign rights access to Floor Layers for the current User Group.

8.4. Users Menu Item

The initial view presented when the Users menu item is selected is a list of current users. The table list

contains the following fields:

Users List Column Description

User Name Name of the user is also a link to open the form with additional details about the
user.

First Name Displays user first name.

Middle Name Displays user middle name.

Last Name Displays user last name.

Company Company to which the user belongs.

Department Departments to which the user belongs.

Phone Number

Displays phone number.

Email

Displays email address.

Description

Table List Button Description

Displays description.

Presents a form for creating a new User.

Delete

Deletes the selected User from the system.
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8.4.1. User Form

Selecting an existing user or the New button presents the User form. The User form has static fields in
the top section followed by tabs that present their own lists related to the user.

Fields Description

User Name Login user name.

First Name Displays user first name.

Middle Name Displays user middle name.

Last Name Displays user last name.

Company Company to which the user belongs.

Department Departments to which the user belongs.

Description Displays description.

Phone Number Displays phone number.

Email Displays email address.

Password Enter or reset a password for the user. It is not displayed.

Confirm Password Re-enter the password for the user. It is not displayed. You will get an error if it does
not match.

Require change to password Check the box to require change to password after the first login.

Checkbox

Password Expiration Date Displays when the password will expire. Linked to Password Expiration Days in the
Settings menu group, System Settings menu item.

Account Expiration Date Displays the date that the account will expire.

New Presents a form for creating a new Group.

Submit Creates the new group with information from form. Submit also saves changes to an
existing user's form.

Submit & New Increases efficiency when creating a number of users sequentially by creating a new
form with existing values and presenting a blank new form.

Delete Delete the checked user from the list or the user who's form is open.

2 . These buttons collapse and expand the upper area of the form to provide more space

for the tables.

8.4.1.1. User Groups Tab

The initial view presented when the User Groups Tab is selected is a list of system user groups.

Group — Lets administrators assign User Group membership to a user. All access control rights for a user
are inherited based on the User Groups to which they belong. All users are members of the Public group
by default, and this setting cannot be changed.

You can manage User Group membership by selecting User Groups from the group lists and selecting
the Add or Remove buttons as needed. You can select multiple User Groups by using the Shift or Ctrl
shortcut keys.
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e Check the box next to the groups where you want to add the User and click Submit to save.

The table list contains the following fields:

User Group Tab List Column

Group Name

Name of the group is also a link to open the form with additional details about the
group.

Users

Lists the number of users in the group

Description

Displays description of the group.

8.4.1.2. Components Tab

The initial view presented when the Components Tab is selected is a list of System Components and
Rights Access levels for the current User based on the User Groups to which they belong. These cannot
be edited here. The table list contains the following fields:

Components Tab List Column

System Component

A list of all the Menu Groups and Menu Items.

Rights Access

Check boxes displaying the user's rights access levels for each component.

8.4.1.3. Locations Tab

The initial view presented when the Locations Tab is selected is a list of locations from the navigation
tree and Rights Access levels for the current User based on the User Groups to which they belong.
These cannot be edited here. The table list contains the following fields:

Locations Tab List Column

Location

Hierarchical list of location nodes.

Rights Access

Check boxes indicate the rights access for the current user. View rights indicate the
user will be able to view the node in location lists and can view location level data.
Edit rights allow users to update settings for the location, create subnodes on the
location and place devices to the location if it is a Floor or Area.

8.4.1.4. Groups Tab

The initial view presented when the Groups Tab is selected is a list of Device Groups, Rack Groups and
Rights Access levels for the current User based on the User Groups to which they belong. These cannot
be edited here. The table list contains the following fields:

Locations Tab List Column

Group Name Name of the group is also a link to open the form with additional details about the
group.

Category Displays if it is a Device Group or Rack Group.

Devices Lists the number of devices in the group.
Device Name filter in the filter bar allows you to enter a Device Name and it will filter
to show only the groups to which that device belongs.

Access Check boxes indicate the rights access for the current user.
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8.4.1.5. Devices Tab

The initial view presented when the Devices Tab is selected is a list of Devices that correspond to the
Device and Rack Group selected for the current User based on the User Groups to which they belong.
These cannot be edited here. The table list contains the following fields:

Devices Tab List Column

Device Name Name of the device is also a link to open the form with additional details about the
device.

Displays the device groups to which the device belongs.
Displays the device's lifecycle - Operational, Available, etc.
Check boxes indicate the rights access for the current user.

Device Group
Lifecycle Status
Rights Access

8.4.1.6. Reports Tab

The initial view presented when the Reports Tab is selected is a list of the Standard Reports and Rights
Access levels for the current User based on the User Groups to which they belong. These cannot be
edited here. The table list contains the following fields:

Reports Tab List Column

Report Name Name of the report.
Rights Access Check boxes indicate the rights access for the current user.

8.4.1.7. Floor Layers Tab

The initial view presented when the Reports Tab is selected is a list of the Standard Reports and Rights
Access levels for the current Group. The table list contains the following fields:

Reports Tab List Column

Report Name Name of the report.
Rights Access Check boxes to assign rights access to Reports for the current User Group.

8.5. Owners Menu ltem

The Owner attribute serves the purpose of allowing users to track the ownership of devices and
projects. On this page Owners can be created and devices can be bulk assigned to them for tracking. An
owner must be created before it can be associated with a device on the device's form.

The initial view presented when the Owners menu item is selected is a list of current owners. The table
list contains the following fields:

Table List Column Description

Owner Name

Displays owner name.

Phone Number

Displays phone number.

Email

Displays email address.

Devices

Displays the number of devices belonging to the owner. The Device Name filter in the
filter bar allows you to enter a Device Name and it will filter to show only the owner
to which that device belongs.
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Projects

New

Table List Button Description

Displays the number of project belonging to the owner. The Projects filter in the filter
bar allows you to enter a Project Name and it will filter to show only the owner to
which that project belongs.

Presents a form for creating a new Owner.

Delete

Deletes the selected Owner from the system.

8.5.1. Owners Form

Selecting an existing owner or the New button presents the Owner form. The Owner form has static
fields in the top section followed by tabs that present their own lists related to the owner.

Fields Description

Name

Owner name.

Phone Number

Displays phone number.

Email

Displays email address.

Description

Table List Buttons Description

Displays a description of the owner.

New Presents a form for creating a new Owner.

Submit Creates the new owner with information from form. Submit also saves changes to an
existing owner's form.

Submit & New Increases efficiency when creating a number of owners sequentially by creating a
new form with existing values and presenting a blank new form.

Delete Delete the checked owner from the list or the owner who's form is open.

L

These buttons collapse and expand the upper area of the form to provide more space
for the tables.

8.5.1.1. Devices Tab

The initial view presented when the Devices Tab is selected is a list of Devices that belong to the current
owner. Users can add and remove devices. The table list contains the following fields:

Devices Tab List Column

Device Name

Name of the device is also a link to open the form with additional details about the

device.
Type Displays the device's type name.
Manufacturer Displays the device's manufacturer name.

Product Line

Displays the device's product line name.

Model Displays the device's model name.
Lifecycle Status Displays the device's lifecycle status - Available or Operational
Description Displays the device's description.

Table List Buttons Description

Add Presents the list of devices and users check the box to bulk assign them the current
owner, click Submit to assign or Close.
Remove Removes the association between the selected devices and the owner.
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8.5.1.2. Projects Tab

The initial view presented when the Project Tab is selected is a list of Project that belong to the current
owner. The table list contains the following fields:

Projects Tab List Column

Project Name Displays the name of the project.

Project Number Displays the number assigned to the project.
Status Displays the project department.

Start Date Displays the project start date.

Filter bar allows user to enter a start date and end date range which filters for
projects with a start date is in that range.

End Date Displays the project end date.

Filter bar allows user to enter a start date and end date range which filters for
projects with a start date is in that range.

8.6. Current Users Menu Item

The Current Users menu item lets administrators see who is actively using the application. The IP
Address, Login Time, and Last Active timestamps are displayed for all currently connected users to the
system.

You can terminate User sessions by selecting the check box in the Select column and clicking the
Terminate button. Users are notified that their session is terminated and are returned to the login
screen.

The initial view presented when the Current Users menu item is selected is a list of current users. The
table list contains the following fields:

Table List Column Description

User Displays user's login name.

First Name Displays user's first name.

Last Name Displays user's last name.

Email Displays user's email address.
Phone Displays user's phone number.

IP Address Displays user's IP address.

Login Time Displays the time the user logged in.

Filter bar allows user to enter a start date and end date range which filters for users
with a login date is in that range.

Last Active Displays when the user was last active on the system.

Filter bar allows user to enter a start date and end date range which filters for users
with a last active date is in that range.

Table List Button Description
Terminate Ends the session for the selected user and forces them back to the login prompt.
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9. Groups Menu Group

The Groups feature allows users to define Device Groups, Rack Groups and Camera Groups to help
manage user rights access and dashboard views for devices.

Note: Devices that do not have a device group setting can be managed only by users in the
administrators group. Other users can only view and manage devices where they have explicitly been
granted rights to the device's Device Group in their User Group rights access settings.

Device Groups let administrators manage rights access to all devices created in the application.
Grouping several devices together in a device group lets administrators assign create, modify, delete,
and view rights to these groups. These access rights are managed in the User Groups menu item under
the Rights Access menu group.

Rack Groups are available to allow users to access Rack Group dashboard views and easily track power,
space and cooling information related to racks. These dashboards are accessed when users select a
Rack device in the navigation tree. The rack group name is shown in parentheses next to the rack name
and a Rack Group button is available to view the Rack Group dashboard. The setting for the Rack Group
can be defined at the group by adding a device to the group or at the device by adding the group to the
device.

Camera Groups allow users to configure multi camera views in the Camera Studio feature of the
application. Cameras which belong to the same Camera Group can be viewed in a single camera
dashboard.

The initial view presented when the Groups menu group is selected is a list of current groups. The table
list contains the following fields:

Table List Column Description

Group Name The group name in the list is also a link to open the form with additional details about
the group

Category Displays if this is a Device Group or Rack Group

Devices Displays the number of devices belonging to the group. The Device Name filter in the

filter bar allows you to enter a Device Name and it will filter to show only the groups
to which that device belongs.

Description Displays the text in the group's description
Table List Button Description

New Presents a form for creating a new group
Delete Deletes the selected group from the list
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9.1.1. Devices Tab

The Devices Tab displays a list of Devices that correspond to the current Camera, Device or Rack Group.
The table list contains the following fields:

Devices Tab List Column

Device Name Name of the device is also a link to open the form with additional details about the
device.

Type Displays the device's type name.

Manufacturer Displays the device's manufacturer name.

Product Line Displays the device's product line name.

Model Displays the device's model name.

Lifecycle Status Displays the device's lifecycle status - Available or Operational

Description Displays the device's description.

Table List Buttons Description

Add Presents the list of devices and users check the box to bulk assign them the current
group, click Submit to assign or Close.

Remove Removes the association between the selected devices and the group.
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10. Devices Menu Group

The Devices Menu Group contains menu items for creating, deleting and managing devices.

10.1. Devices Menu Item

The Devices Menu Item displays a list of all the devices in the system. The table list contains the
following fields:

Table List Column

Device Name Name of the device is also a link to open the Device Central panel that contains the
device's attributes list, function tiles and monitoring details.

Type Displays the device's type name.

Manufacturer Displays the device's manufacturer name.

Product Line Displays the device's product line name.

Model Displays the device's model name.

Lifecycle Status Displays the device's lifecycle status - Available or Operational

Asset Tag Displays the contents of the Asset Tag attribute.

Serial Number Displays the contents of the Serial Number attribute.

IP Address Displays the contents of the IP Address attribute.

Location Displays the location where the device has been placed.

Table List Buttons Description

Import Presents the Import Wizard for bulk loading of devices. For further instructions see
the Import Central section.

New Presents the form for creating a new device.

Clone Duplicates the selected devices.

Delete Deletes the selected devices from the system.

10.1.1. Managing Device Table Fields

A Settings icon o can be found at the bottom, left of the Device Table. Selecting this icon opens a list
of Attributes which can be selected and re-ordered for the Device Table. The list of Attributes on the
left are available to add to the Device Table. The list of Attributes on right are Attributes currently
defined in the Device Table. The following actions can be taken with this list of Attributes:

e Add Attributes to the Device Table — Select the checkbox next to the Attribute in the list on the
left and click Submit.

e Remove Attributes from the Device Table — Click the Delete icon next to the Attribute on the list
on the right.

e Change Order of Attributes on Device Table — Click the Up | DOWN arrow icons next to the
Attribute in the list on the right to set the order of Attributes in the Device Table.

Note: A horizontal scroll bar will be added if too many fields are selected to fit on the page.
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10.1.2. Exporting Devices

Exporting devices is useful for making bulk changes or as a method of identifying the syntax for creating
spreadsheets for bulk importing. Exporting devices is done using the Export option from the Devices

table list menu.

1. Filter the device list so it displays the list of items you wish to export
2. Click on the table filter button, select Export > Excel
3. The Excel file will be in your Downloads folder

< = e/]ces

Refresh List

Create Favorite
ATSOUT-H

Transfer Swi

Rackmount

10.1.3. Device Form

Selecting the New button presents the New Device form. The New Device form has static fields on the
left section and a groups table for associating the device with rack and user groups.

Fields Description

Name Device name

Quantity Number of devices to be created

Type Enter the device's type name.
Manufacturer Select the device's manufacturer name.

Product Line

Select the device's product line name.

Model Select the device's model name.
Lifecycle Select Available or Procurement
Owner Select an owner

Department Select a department

Energy Device Type

Select Energy Device Type - see list below for a description of options.

Energy Data Source

Select Energy Data Source - - see list below for a description of options.

Description

Group Name

Group Table List Columns Description

Enter user defined description for device.

User Group hame

Category Displays if it is a device or rack group

Devices Displays the number of devices belonging to the group. The Device Name filter in the
filter bar allows you to enter a Device Name and it will filter to show only the groups
to which that device belongs.

Description Displays the text in the group's description field.

Table List Buttons Description

New Presents a form for creating a new device.

Submit Creates the new device with information from form. Submit also saves changes to an
existing device's form.

Submit & New Increases efficiency when creating a number of devices sequentially by creating a

new device with existing values and presenting a blank new form.
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10.1.3.1. Energy Settings for Reporting

Energy settings are used to define how certain power attributes should be reported in the reporting
system. Several options for defining Energy provide a flexible way to control how values are aggregated
and reported. Note: Energy settings defined at the Model level are inherited by default on all created
devices based on that model. However, these settings can be overridden at the device level.

Energy Type — Each device is assigned an Energy category which allows the application to group similar
devices for reporting. These categories allow for a series of data center efficiency metrics to be
calculated. The options for this setting are as follows:

Energy Monitor — This value is a monitoring probe that collects energy data from devices.
Energy Source — This value defines the amount of power delivered to the facility. For efficiency
purposes, this value allows us to understand the total power consumed at the facility and will
inform users of how efficiently power is being delivered to end devices.

Energy Transport — All devices used to deliver power form the source to the end devices fall into
this category. For example, PDU, UPS, switch gear and other similar devices will deliver power
thru the facility to the end devices.

IT Device — This value is the target of the power provided to the facility. For example, servers,
storage and network gear would typically be assigned this category.

Non-IT Device — In some instances, computers, monitors and other IT devices are located in the
data center but are not the end user IT devices which the data center is designed to support. An
example of a Non-IT device would be the system administrator’s computer which is located in a
cube within the data center facility.

IT Cooling Device — This value is any type of cooling device used in the data center. This device is
tracked separate from other facility devices to better understand the impact that cooling power
consumption has on the data center and allows for cooling specific efficiency calculations.
Non-IT Cooling Device — In some instances there are cooling devices which serve locations other
than the Data Center which are served by the data center power source. These devices are also
tracked separately to improve the accuracy of the efficiency calculations used for the data
center facility.

Energy Source — Defines where the values should be collected to report on Energy attributes. Available
options are as follows:

Monitor — Use values collected from monitoring probes to calculate energy for the device.
Static — Use the nameplate attributes defined in static attributes for the device.
None (or null) — Do not include this device in Energy reporting.
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10.1.4. Device Central for Existing Devices

When a device name link is selected in the Devices Menu Item list or any other device list, the user is
presented with the Device Central device page.

< = Devices- ePDU- G619K11068 Firmware ~ PDUConfig  New  Delete

Basic Information Submit

Item Value

Name PDU - G619K11068 Capaity
Alias Metrics Actual Rated % Utilization Derated 9 Utilization

wuiD 06781¢18-721d-3503 Power (W) 17.00 159200 09% 1,9200 09%
80a5-f2654ecc366a

Type PDU - Rackmount [ Content Area ] Power Path  Connect

MQHMSE(Uk Eaton
Produstbine  cPDU 63 Managed Metrics Total Used Reserved Available % Utilization

Model EMA114-10 Power Port 24 0 0 24 0.0

Life Cycle Available o

AssetTag

Serial Number | G619K11068 Phase Current (8) &5 | Load n | Crest Factor @i Voltage @ Input Power i | Input Power VA

Device Central initially displays the areas detailed below and the content area that changes as function
tiles are selected.

10.1.4.1. Basic Information

The Basic Information attributes list contains some editable fields, links to Type, Manufacturer, Product

Line, Model, Floor, Area and Rack. Use the | button to hide/show the Basic Information attributes list.
10.1.4.1.1. Decommissioning Devices
Devices can be decommissioned throughout the application:

e In the basic information area, the Life Cycle field can be changed to Decommissioned.

e Devices can be decommissioned in bulk with the Life Cycle attribute in the import spreadsheet.

e The rack manager page has a Decommission icon to decommission selected devices.

e The rack view pages on the navigation tree have a Decommission button to decommission
selected devices.

10.1.4.2. Buttons on Upper Right

The buttons on the upper right corner include a New and Delete button and then other features
depending on the type of device selected. The View On Floor button appears when a device is
operational with a location.

10.1.4.3. Function Tiles
When a Function Tile is selected the data for the specific device is displayed.
10.1.4.3.1. Dashboard Function Tile

Displays the enhanced dashboard for some device types or the Real-time monitoring data for others.
Dashboards report device conditions and can provide device controls. For details regarding the
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enhanced dashboards for specific device types please refer to the Device Dashboards section of this
document. Devices with enhance dashboards include:

e PDUs - Floor and Rackmount

e Racks

e Rack Groups

e  UPSs Rackmount

e Servers

e Switches

e Access Control Devices (cabinet locks)

10.1.4.3.2. View in Rack Function Tile

For rack mounted devices a view in rack function tile is available. When selected the rack page displayed
has the rack image and access to rack management functions. See the floor Racks Function Tile section
to details.

10.1.4.3.3. Graphs Function Tile

Displays the graphs associated with the device. Most devices include a Real-time Monitoring Data graph
that can be played to view the real-time monitoring table. See the Graphs section for details on creating
graphs. Click the play button to see the graph with the device's monitored data.

= Graphs
T all
Actions  Name 1T Type
m Real-time Maonitoring Data Specific Devices

10.1.4.3.3.1. Tabular Data

When the value for a data source is tabular, a table icon is shown in the value column. Selecting the icon
will display the relevant table with the individual values in the corresponding rows. In cases where the
value is reported over time there will be an associated trend chart accessed via the trend chart icon.

Actions  Attribute [T Data Source Value Unit

nput Phase Name Rackmount PDU Eaton

nput Power Rackmount PDU Eaton = w
Input Power L1-2-3 Rackmount PDU Eaton 17.00 w
nput Power VA Rackmount PDU Eaton = VA
nput Power VA 11-2-3 Rackmount PDU Eaton 0.03 kvA
nput Voltage Rackmount PDU Eaton = v
Outlet Control Off Cmd Rackmount PDU Eaton

Outlet Control On Cmd Rackmount PDU Eaton =

Outlet Control Reboot Cmd Rackmount PDU Eaton =

Outlet Current Rackmount PDU Eaton A

Outlet Energy Rackmount PDU Eaton = wh
Outlet ID Rackmount PDU Eaton =
Outlet Name Rackmount PDU Eaton

Outlet Power Rackmount PDU Eaton B w
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Data X

Outlet Name Outlet Power

Outlet AL 0.00W

Outlet A2 0.00W

Outlet A3 o 0.00W

Outlet A4 fia 0.00W

Outlet AS o 0.00W

Outlet A6 fia 0.00W

Outlet A7 i 0.00W

Outlet A8 o 0.00W

Outlet A9 fia 0.00W

Outlet A10 i 0.00W =

10.1.4.3.4. Ports Function Tile

10.1.4.3.4.1. Port Management Buttons

Circuit Trace Power Path Network Path Connect New Submit Delete

The buttons on the upper right area of the Ports tab provide the following functions:

e  Circuit Trace displays a detailed flow chart for the selected port

Server001 PatchPanel001 PatchPanel002
o o L]
nit no 01 no01[B. no 01[B.

e Power Path displays the power flow chart for the device

< = Power Path - serveroo1

(») Show Cable Color Show A-B Side
Total Devices: 3
Total Cables: 2

REkLF3 01

aarvjroot

=

e
L]
nn
|

Note: Each node has an "i" information icon and when clicked it will show node details including
buttons to show the power and network path for that device.

81 Devices Menu Group



EF.T°N

Powering Business Worldwide

Information X

Device Name RackUPS 01
Type UPS - Rackmount
IP Address

Location DC, 1, 1 Main St

Power Path MNetwork Path

Note: A triangle at the base of a node indicates it has additional connections. Clicking on the
triangle expands the flow chart to include the nodes additional connections.

= < = =

o Network Path displays the network flow chart for the device

Server001 PatchPanel001 PatchPanel002

= o“ > &

e Connect opens the port mapping page with the source filtered for the device
o New allows the user to create new ports for the device

e Submit becomes available when any changes have been made and will save them when
selected

e Delete becomes available when the selected port can be deleted. Some ports defined in the
model cannot be deleted and when selected they will not activate the delete button

10.1.4.3.4.2. Definition Tab

Displays and manages the ports list for the device.

10.1.4.3.4.3. Connections Tab

Displays a list of the connected and reserved ports with details and cable information.
10.1.4.3.5. Alarms Function Tile

Displays the alarm table list filtered for the device. See the Alarms section for details.

82 Devices Menu Group



EF.T°N

Powering Business Worldwide

10.1.4.3.6. Traps Function Tile

Displays the traps associated with the device.

10.1.4.3.7. Calendar Function Tile

Displays the calendar log for filtered for the device. See the Calendar section for details.
10.1.4.3.8. Attributes Function Tile

Displays the list of attributes designated for the device in the device's model. Users can edit existing
attributes and add/remove attributes from the system's attribute list to the device list with the Add
button. If a desired attribute is not available then users can create new attributes with the Attribute
Manager. See the Attribute Manager section for additional details.

10.1.4.3.9. Monitor Function Tile: Configuring Device for Monitoring

Displays the monitoring settings for the device.

10.1.4.3.9.1. Monitoring Config Tab
= Monitor Configuration Verify  Submit
Monitor Config Monitoring Templates Attributes Triggers Actions

IP Address *| 192168111194

v SNMP 8
Port *1e1

MODBUS

Protocol *| upp (]
BACNET

1PV Version # | SNMP_VERSION_1 o

Probe *| §P192.168111170
Probe Interval * 1205

Retries 2 APC Rack Access

Get Community ~ sesees
Flat File
Timeout (sec) * 80

setCommunity  sessses
HTTP/XML

Monitored [ @)

API Input Security Level authNoPriv @

QOO0000S

profile ID opC

User Name
OPCUA

Password

Regardless of the protocol to be configured, the following monitoring attributes are defined for the
device.

1. IP Address - Defines the IP address of the device providing the data for the device.
Note: If gateways or aggregators are used to provide data, use the IP Address of these devices
and not the end device.

2. Probe - Determines which probe engine will be the primary source for collecting the raw data
from the device.

3. Probe Interval - Defines the probe interval for the polling engine to use to collect data from the
device. By default, this is set to 60 seconds.
Note: If this setting is changed then the historical trend data will be reset, and all previous
collected trend data will no longer be available. Please use caution when changing this
setting.
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4. Retries - If selected, the polling engine retries a polling attempt that did not respond during the
timeout period. If the specified number of retry attempts also fails to get a response from the
device, the probe stops trying for a response on this polling attempt.

5. Timeout (sec) - Defines the period of time in which the polling engine considers the device to be
unreachable for a specific polling attempt if no response is received from the target device.

6. Monitored - Switch indicates if the device should be actively polled for data if monitor
configuration is provided.

7. Profile ID - Enter the VDC UUID for the device to have it included in the Eaton Predict Pulse
synchronization.

8. Protocol List — Any available protocols to be used for a device are listed in the column.

9. Protocol Configuration - The configuration requirements for the selected protocol are listed and
often filled with default values. These should review and updated as needed for the current
environment.

Note: For SNMP Traps the Trap Community string is the last attribute in the SNMP Protocol
configuration list.

10.1.4.3.9.2. Monitoring Templates Tab

Displays the list of monitoring templates assigned to the device and manages which templates are
active. Use the Add button to assign additional templates to the device.

10.1.4.3.9.3. Attributes Tab

Displays the list of monitored attributes with the configuration details.
10.1.4.3.9.4. Triggers Tab

Displays the list of associated triggers with high level details.
10.1.4.3.9.5. Actions Tab

Displays the list of associated actions with high level details.
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10.1.4.3.10. Applications Function Tile

Displays the list of applications that have been manually associated with the device. Applications are
managed by the Setting Menu Group > Applications Menu Item. See the Applications Menu Item section
for details.

10.1.4.3.11. Images Function Tile
Displays the images associated with the device's model.
10.1.4.3.12. Groups Function Tile

Displays the list of device groups associated with the device and allows the user to add more group
associations.

10.1.4.3.13. Links Function Tile

Displays existing links and allows the user to associate a URL or local file to the device.
10.1.4.3.14. Projects Function Tile

Displays any project information associated with the device.

10.1.4.3.15. Root Cause Function Tile

Displays an indented hierarchical view of devices that are upstream from the selected device shown at
the bottom of the table. You can use this tool to find out which upstream device(s) are tied to a
particular device and which devices are affected.

e Network button will display the network connections upstream.

e Power button will display the power connections upstream.

e The left most button will change between Network Path and Power Path to show the respective
full path when selected.

10.1.4.3.16. Impact Function Tile

Displays an indented hierarchical view of devices that are downstream from the selected device shown
at the top of the table. You can use this tool to find out which downstream device(s) are tied to a
particular device and which devices are affected.

e Network button will display the network connections downstream.
e Power button will display the power connections downstream.

The left most button will change between Network Path and Power Path to show the respective full
path when selected.

10.1.4.3.17. Services Function Tile

Displays the device’s service Schedules, Calendar and Service History records on separate tabs for the
current device.
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10.1.4.3.18. Warranty Function Tile

Displays and allows editing of the warranty information for the current device.

10.1.4.3.19. Peripherals Function Tile

Users can manually add devices to indicate that they are associated with the current device.
10.1.4.3.20. Rack Device Function Tiles and Features

These items are available in device central when the device is a rack.

10.1.4.3.20.1. Rack Group Function Tile

b The Rack Group function tile is only available with racks and only active if the rack belongs to a
= rack group. Selecting the tile displays the Rack Group dashboard. For details see the Rack
Group Dashboard section of this document.

10.1.4.3.20.2. Devices Function Tile

The Devices function tile is only available with racks. The Devices page displays details about
the devices mounted in the rack.

10.1.4.3.20.3. Capacity Function Tile

Copety The Capacity function tile is only available with racks. The capacity page displays RU & Weight,
RU Fragmentation, Port and Power summary tables and the list of mounted IT devices within
the rack.

10.1.4.3.20.4. Manage Rack Button

View On Floor Manage New Delete

The Manage button opens the rack manager page for the selected rack. For details see the Rack
Manager Menu ltem section.

10.1.4.3.20.5. Rack View Tab
When the device is a rack the area that normally contains basic information has two tabs.

o View tab - displays the image of the rack.
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e Data tab - displays the rack's basic information.
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10.1.4.3.21. Floor PDU Device Function Tiles and Features
These items are available in device central when the device is a floor mounted PDU.
10.1.4.3.21.1. Panels Function Tile

Pancls Selecting the tile displays the list of previously created panels. Use the New button to create a
E! new panel or the Delete button to remove an existing panel. For details see the Branch Circuit
Monitoring section of this document.

10.1.4.3.21.2. Breakers Function Tile

Selecting the tile displays the list of previously created breakers. Use the New button to create
a new breaker or the Delete button to remove an existing breaker. For details see the Branch
Circuit Monitoring section of this document.

10.1.4.3.21.3. Circuits Function Tile

s Selecting the tile displays the list of previously created circuits. Use the New button to create a
@ new circuit or the Delete button to remove an existing circuit. For details see the Branch
Circuit Monitoring section of this document.
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10.2. Types Menu ltem

The Types Menu Item displays a list of all the device Types in the system. The table list contains the
following fields:

Table List Column Description

Type Displays the type name. The type name is also a link to the type's form.
Icon Displays a representative icon for the type.
Manufacturer Displays the number of manufactures with models of the type. The Manufacturer

Name filter in the filter bar allows you to enter a Manufacturer Name and it will filter
to show only the types which have models for that manufacturer.

Product Line Displays the number of product lines with models of the type. The Product Line
Name filter in the filter bar allows you to enter a Product Line Name and it will filter
to show only the types which have models for that product line.

Model Displays the number of models of the type. The Model Name filter in the filter bar
allows you to enter a Model Name and it will filter to show only the types which have
that model.

Device Displays the number of devices in the database belonging to the type. The Device
Name filter in the filter bar allows you to enter a Device Name and it will filter to
show only the types with device names that match the filter.

Description Displays the text from the type's description field.

10.2.1. Types Form

Selecting an existing type presents the Types form. The Types form has static fields in the top section,
the icon associated with the type followed by tabs that present their own lists related to the type.

Fields Description

Name Displays the name of the type.

uuiD Displays the unique identification string for the type.

Description Displays the text from the type's description field.

Table List Buttons Description

Submit If a form field is editable the Submit button becomes active and is used to update the
form.

& . These buttons collapse and expand the upper area of the form to provide more space

for the tables.

10.2.1.1. Attributes Tab

The initial view presented when the Attributes Tab is selected is a list of attributes for the device Type.

List Column

Attribute Attribute name is also a link to the attribute's form.

Category Displays the attribute's category. Options are Capacity, Common, Electrical/Power,
Environmental, Global, Location, Network, Port, Rack or Server.

Attribute Type Displays if the attribute is System or Custom.

Description Displays the text from the attribute's description field.

User List Buttons
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Add Adds attributes to the type. Check attributes to be added from list and click Submit to
add to list. Close, closes the window and does not save. Click Submit on the type
form to save.

Remove Removes attribute from the list. Click Submit on the type form to save.

10.2.1.2. Manufacturers Tab

The initial view presented when the Manufacturers Tab is selected is a list of manufacturers of devices

of the current Type.

List Column

Manufacturer

Manufacturer name is also a link to the manufacturer's form.

Type

Displays the number of devices of the current type for the manufacturer in the
database.

Product Line

Displays the number of product lines of the current type for the manufacturer in the
database.

Model Displays the number of models of the current type for the manufacturer in the
database.

Device Displays the number of devices of the current type for the manufacturer in the
database.

Description Displays the text from the attribute's description field.

10.2.1.3. Product Lines Tab

List Column

Product Line Displays the product lines for the type.

Type Displays the type.

Manufacturer Displays the manufacturers name.

Model Displays the number of models in the product line. The Model Name filter in the filter
bar allows you to enter a Model Name and it will filter to show only the product lines
which have that model.

Device Displays the number of devices in the system. The Device Name filter in the filter bar
allows you to enter a Device Name and it will filter to show only the product lines
with device names that match the filter.

Description Displays the text from the description field.

10.2.1.4. Models Tab

The initial view presented when the Models Tab is selected is a list of all the models of the current Type.

List Column

Model Displays the model name. The model name is also a link to the model's form.
Type Displays the model's type.
Manufacturer Displays the model's manufacturer.

Product Line

Displays the model's product line.

Device

Displays the quantity of devices in the database using that model.

Description

Displays the text from the model's description field.
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10.2.1.5. Devices Tab

The initial view presented when the Devices Tab is selected is a list of all the devices of the current Type.

List Column

Device Displays the device name. The device name is also a link to the device's form.
Type Displays the device's type.
Manufacturer Displays the device's manufacturer.

Product Line

Displays the device's product line.

Model

Displays the device's model.

Lifecycle Status

Displays the device's lifecycle status. Options include Operational, Available,
Procurement and Reserved Procurement.

Device Group

Display's the device groups to which the device belongs.

Description

Displays the text from the device's description field.

10.3. Manufacturers Menu Item

The Manufacturers Menu Item displays a list of all the manufacturers in the system. The table list

contains the following fields:

Table List Column Description

Manufacturer Displays the name of manufactures. The manufacturer name is also a link to the
manufacturer's form.
Type Displays the number of device types that manufacturer has in the system. The Type

Name filter in the filter bar allows you to enter a type and it will filter to show only
the manufactures which have models of that type.

Product Line

Displays the number of product lines for the manufacturer. The Product Line Name
filter in the filter bar allows you to enter a Product Line Name and it will filter to
show only the manufacturers which have models for that product line.

New

Model Displays the number of models of the type. The Model Name filter in the filter bar
allows you to enter a Model Name and it will filter to show only the types which have
that model.

Device Displays the number of devices in the database belonging to the type. The Device
Name filter in the filter bar allows you to enter a Device Name and it will filter to
show only the types with device names that match the filter.

Description Displays the text from the type's description field.

Table List Button Description

Presents a form for creating a new manufacturer.

Delete

Deletes the selected manufacturer from the system.

10.3.1. Manufacturers Form

Selecting an existing manufacturer presents the Manufacturers form. The Manufacturers form has static
fields in the top section followed by tabs that present their own lists related to the manufacturer.

Fields Description

Name

Displays the name of the manufacturer.

Address

Displays the address of the manufacturer.

Contact Information

Displays the contact information for the manufacturer.

Phone

Displays the phone number for the manufacturer.

Fax

Displays the fax number for the manufacturer.
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Email Address

Displays an email address for the manufacturer.

Web URL Displays the URL for the manufacturer.

Description Displays the description for the manufacturer.

Table List Buttons Description

New Displays an empty manufacturer form to create a new manufacturer.

Submit If a form field is editable the Submit button becomes active and is used to update the
form.

Delete Deletes the current form.

L

s

These buttons collapse and expand the upper area of the form to provide more space
for the tables.

10.3.1.1. Types Tab

List Column Description

Type

Displays the type name. The type name is also a link to the type's form.

Manufacturer

Displays the number of manufacturers with models of the type. The Manufacturer
Name filter in the filter bar allows you to enter a Manufacturer Name and it will filter
to show only the types which have models for that manufacturer.

Product Line

Displays the number of product lines with models of the type. The Product Line
Name filter in the filter bar allows you to enter a Product Line Name and it will filter
to show only the types which have models for that product line.

Model Displays the number of models of the type. The Model Name filter in the filter bar
allows you to enter a Model Name and it will filter to show only the types which have
that model.

Device Displays the number of devices in the database belonging to the type. The Device
Name filter in the filter bar allows you to enter a Device Name and it will filter to
show only the types with device names that match the filter.

Description Displays the text from the type's description field.

10.3.1.2. Product Lines Tab

List Column

Product Line Displays the product lines for the manufacturer.

Type ?7?

Manufacturer Displays the manufacturers name.

Model Displays the number of models in the product line. The Model Name filter in the filter
bar allows you to enter a Model Name and it will filter to show only the product lines
which have that model.

Device Displays the number of devices in the system. The Device Name filter in the filter bar
allows you to enter a Device Name and it will filter to show only the product lines
with device names that match the filter.

Description Displays the text from the description field.

10.3.1.3. Models Tab

The initial view presented when the Models Tab is selected is a list of all the models of the current Type.

Model Displays the model name. The model name is also a link to the model's form.
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Type

Displays the model's type.

Manufacturer

Displays the model's manufacturer.

Product Line

Displays the model's product line.

Device

Displays the quantity of devices in the database using that model.

Description

Displays the text from the model's description field.

10.3.1.4. Devices Tab

The initial view presented when the Devices Tab is selected is a list of all the devices of the current Type.

List Column

Device Displays the device name. The device name is also a link to the device's form.
Type Displays the device's type.
Manufacturer Displays the device's manufacturer.

Product Line

Displays the device's product line.

Model

Displays the device's model.

Lifecycle Status

Displays the device's lifecycle status. Options include Operational, Available,
Procurement and Reserved Procurement.

Device Group

Display's the device groups to which the device belongs.

Description

Displays the text from the device's description field.

10.4. Product Lines Menu Item

The Product Lines Menu Item displays a list of all the product lines in the system. The table list contains

the following fields:

Table List Column Description

Product Line

Displays the product lines available in the system. The product line name is also a link
to the product line's form.

Type Displays the number of device types that product line has in the system.
Manufacturer Displays the name of the manufacturer.

Model Displays the number of models in the product line.

Device Displays the number of devices in the database belonging to the product line.
| Description | Displays the text from the type's description fied. |

Table List Button Description

Presents a form for creating a new manufacturer.

Delete

Deletes the selected manufacturer from the system.

10.4.1. Product Lines Form

Selecting an existing product line presents the Product Lines form. The Product Lines form has static
fields in the top section followed by tabs that present their own lists related to the product line.

Fields Description

Name Displays the name of the product line.
Manufacturer Displays the manufacturer of the product line.
Decription Displays the description of the manufacturer.

Table List Buttons Description
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New Displays an empty product line form to create a new product line.

Submit If a form field is editable the Submit button becomes active and is used to update the
form.

Delete Deletes the current form.

L8

-~

These buttons collapse and expand the upper area of the form to provide more space
for the tables.

10.4.1.1. Types Tab

List Column Description

Type

Displays the type name. The type name is also a link to the type's form.

Manufacturer

Displays the number of manufacturers with models of the type. The Manufacturer
Name filter in the filter bar allows you to enter a Manufacturer Name and it will filter
to show only the types which have models for that manufacturer.

Product Line

Displays the number of product lines with models of the type. The Product Line
Name filter in the filter bar allows you to enter a Product Line Name and it will filter
to show only the types which have models for that product line.

Model Displays the number of models of the type. The Model Name filter in the filter bar
allows you to enter a Model Name and it will filter to show only the types which have
that model.

Device Displays the number of devices in the database belonging to the type. The Device
Name filter in the filter bar allows you to enter a Device Name and it will filter to
show only the types with device names that match the filter.

Description Displays the text from the type's description field.

10.4.1.2. Models Tab

The initial view presented when the Models Tab is selected is a list of all the models of the current

Product Line.

List Column

Model Displays the model name. The model name is also a link to the model's form.
Type Displays the model's type.
Manufacturer Displays the model's manufacturer.

Product Line

Displays the model's product line.

Device

Displays the quantity of devices in the database using that model.

Description

Displays the text from the model's description field.

10.4.1.3. Devices Tab

The initial view presented when the Devices Tab is selected is a list of all the devices of the current

Product Line.

List Column

Device Displays the device name. The device name is also a link to the device's form.
Type Displays the device's type.
Manufacturer Displays the device's manufacturer.

Product Line

Displays the device's product line.

Model

Displays the device's model.
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Lifecycle Status Displays the device's lifecycle status. Options include Operational, Available,
Procurement and Reserved Procurement.

Device Group Display's the device groups to which the device belongs.

Description Displays the text from the device's description field.

10.5. Models Menu Item

The Models Menu Item displays a list of all the models in the system. The table list contains the
following fields:

Table List Column Description

Model Displays the models available in the system. The model name is also a link to the
model's form.

Category Displays the model's category.

Type Displays the model's type.

Manufacturer Displays the model's manufacturer.

Product Line Displays the model's product line.

Device Displays the number of devices in the database based on the model.

Description Displays the text from the model's description field.

Import Takes you to the Import Wizard to import model packages.

New Presents a form for creating a new model.

Clone Clones the selected model to a new model appended with a number in parenthesis
(1).

Delete Deletes the selected model from the system.

10.5.1. Model Form

Selecting an existing model presents the Models form. The Models form has static fields in the top
section followed by tabs that present their own lists related to the model.

Fields Description

Model Displays the name of the model.

uuiD Displays the model's unique identifier in the database.

Energy Type Select Energy Type from drop-down list that includes: Energy Monitor, Energy
Source, Energy Transport, IT Cooling Devices, IT Device, Lighting, Non-IT Cooling
Device.

Energy Source Select Energy Source from drop-down list that includes: Monitor, None, Static.

Type Displays the model's type.

Manufacturer Displays the model's manufacturer.

Product Line Displays the model's product line.

Description Displays the description for the model.

Table List Buttons Description

Displays an empty model form to create a new model.

Submlt If a form field is edited the Submit button becomes active and is used to update the
form.
Delete Deletes the current form.

These buttons collapse and expand the upper area of the form to provide more space
for the tables.

L
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10.5.1.1. Attributes Tab

The initial view presented when the Attributes Tab is selected is a list of attributes for the model.

List Column

Attribute Attribute name is also a link to the attribute's form.

Category Displays the attribute's category. Options are Capacity, Common, Electrical/Power,
Environmental, Global, Location, Network, Port, Rack or Server.

Value Displays the value for the attribute.

Unit Displays the unit of the value.

User List Buttons

Adds attributes to the model. Check attributes to be added from list and click Submit
to add to list. Close, closes the window and does not save. Click Submit on the type
form to save.

Remove

Removes attribute from the list. Click Submit on the type form to save.

10.5.1.2. Images Tab

The initial view presented when the Images Tab is select displays the front, rear, left, right, top and

bottom images for the model.

10.5.1.3. Links Tab

The initial view presented when the Links Tab is selected is a list of links associated with the model.

List Column

Label Display's the label for the link.
Link Type Displays the link type as either a Local File or a URL.
Content The actual path to the file or the URL.

User List Buttons

Displays an empty form to create a new link.

Deletes

Deletes the selected links from the list.

10.5.1.4. Devices Tab

The initial view presented when the Devices Tab is selected is a list of all the devices based on the

current model.

List Column

Device Displays the device name. The device name is also a link to the device's form.
Type Displays the device's type.
Manufacturer Displays the device's manufacturer.

Product Line

Displays the device's product line.

Model

Displays the device's model.

Lifecycle Status

Displays the device's lifecycle status. Options include Operational, Available,
Procurement and Reserved Procurement.

Device Group

Display's the device groups to which the device belongs.

Description

Displays the text from the device's description field.

User List Buttons
New Displays a form to create a new device based on the current model.
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| Deletes | Deletes the selected device from the list.

10.5.1.5. Ports Tab

The initial view presented when the Ports Tab is selected is a list of all the ports on the current model.

List Column

Port Number Displays a list of the port numbers on the current model.
Port Name Displays the port name for each port on the current model.
Port Type Displays the port type for each port on the current model.
Description Displays the text from the port's description field.

User List Buttons

New Displays a form to create a new port for the current model.
Deletes Deletes the selected port from the list.

10.5.1.6. Associated Model Tab

The initial view presented when the Associated Model Tab is selected is a list of all models associated
with the current model.

Table List Column Description

Model Displays the name of the associated model. The model name is also a link to the
model's form.

Type Displays the model's type.

Manufacturer Displays the model's manufacturer.

Product Line Displays the model's product line.

Device Displays the number of devices in the database based on the model.

Description Displays the text from the model's description field.
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10.6. Manage Menu ltem

The Manage feature allows users to maintain a library of firmware files to upload to one or many
devices and allows for the bulk configuration of device attributes for supported devices. The features in
this menu will only work for devices created in the application which are also configured with
monitoring settings. The application must be able to communicate with the end devices to manage the
firmware and configuration changes.

The Manage page contains three separate tabs which allow for the following actions:

e Upload Jobs Tab — Users can upload firmware or bulk configuration change files to supported
devices.

e Library Tab — Users manage the library of firmware files available to use with the supported
devices.

e Configuration Tab - Users can perform bulk password resets for supported devices.

10.6.1. Upload Jobs Tab

The Upload Jobs page will display a list of all jobs and related job information which have been defined
in the past. Clicking the Import Type link for the job will present the summary information and error
messages, if applicable, for the job process. User can remove jobs from the job list by clicking the
checkbox and selecting the Clear button at the top of the page.

Users can define new jobs by clicking the New button at the top of the page. The Import Type is Device
Firmware.

10.6.1.1. Device Firmware Upload

For this type of upload job, users will define the Manufacturer from the supported manufacturer
dropdown list and choose the Device Type from the list of supported device types. When these are
selected a list of devices in the application which meet the choices will be presented in the device list
table. Note: If the device is not configured with monitoring settings, the checkbox for that device will be
disabled. Devices must be monitored in the application in order for this feature to support the device.

Using the Search filters at the top of the columns, users can easily find the devices to select for the
firmware upload job. A Select All checkbox can be found in the column headings to simplify bulk device
selection. When devices are selected, choose the Next button at the top of the page.

Based on the Manufacturer and Device Type selected in the previous step, a list of supporting firmware
files which have been loaded to Library will be presented to the user. Select a file from the list and hit
the Next button at the top of the page. In order for the application to successfully upload the firmware
file to the device, the user must enter an Admin user and password to enable the file transfer.

Note: The user and password must be the same for all selected devices or the upload job will fail.

Once the password is defined, the user is presented the job summary page. This page is fully
documented in the Import Central section of this user documentation. Users will be able to quickly view
success/failure results of the upload job and access details of failures if they are reported.
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10.6.2. Library

The Library is a file repository for firmware files to be uploaded to devices when defining a firmware
upload job. Users can add and remove files from the library using the Add and Remove buttons at the
top of the page. When adding files to the library, users will define which device type is supported by the
file and the version of the file upload. These attributes will help with searching the library for the
correct files when an upload job is being defined.

10.6.3. Configuration Tab

This function works with Eaton rackmount UPSs with Eaton M2 Gigabit Network cards. Follow the steps
below to configure the rackmount UPSs.

1. From the Devices menu group, Select the Manage menu item and then Select the Configuration
tab

This is a Demo copy of the software licensed for company Eaton. This instance is not licensed for production use. All asset information, monitored data and analytic

E;T.Nv & purposes only.

OMGCHEOMON ¢ = Manage

& Home < Upload Jobs Library Configuration

il Data Analysis Type Description Submitter

Q.‘- Alarms v | Search... =4

. Device Configuration Upload tlong

(%) calendar
Device Configuration Upload tleng

(. Rights Access Device Configuration Upload tlong
Device Configuration Upload tlong

#3 Groups

& Devices

Devices

Types
Manufacturers
Preduct Lines

Models

(0 Maintenance

= - .
& Virtual Devices

l__] Racks
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2. From the Manufacturer pull-down menu select Eaton and from the Type pull-down menu select

UPS — Rackmount. The results table will display the UPS rackmount devices with Eaton M2
Gigabit network cards.

< = Manage Reset Password Update Configuration
Upload Jobs Library Configuration
Manufacturer ~ *  Eaton v Type * | UPS-Rackmount v
YA
A | B Power Device 15 Maodel Serial Number  IP Address Daisy Chain # Owner Device Group Firmware Ver.. Rack
elJPS - 5P 1550 5P1550G 795004031 10.127.126.22 Public 072.04.0011 Forum S-EBC 2
G 3 Post Rack

Public,Forum E
SUPS-SPL300 co1s00R Lidon 6126144003 20‘127‘126'22 BCReal UPSRz  1.7.5 Forum S-EBCR

Li-ion ack
ckmounts
Public,Forum E

eUPS-5PS50R  SP550R 6127646131 10‘127‘125'22 MC,Real UPSR  02.10.0020 ;:;Em ZEMC
ackmounts

elUPS - 5P750R SPI5ORC 147148034 10.127.126.22 Public 2.05 Forum 2-EMC

C 0 Rack
Public,Forum E

eUPS-9PX6K  9PXGKSP R242E18011 10.127.126.23 BC,Real UPSRa  2.0.5 Forum S-EBC 2

1 Post Rack

ckmounts

Cime e ananT ans A Public,Facility,R e R

»
« < 1 to 6of 68> »

3. Select the UPS devices in the list you want to bulk configure. The configuration of the UPS that
you FIRST select in the list will load in the next screen and be the main UPS configuration that
you will push out to the following selection of network cards. Once the devices are selected hit
the Update Configuration button in the top right-hand corner of the screen.

4. You will need to authenticate with the network cards, and they all must have the same
username and password. For the Passphrase field, this can be any string of letters and numbers
you desire, but it must be no shorter than 8 characters. The passphrase is used as a security field
to encrypt the data and does not need to be the same each time.

cturer ¥ Eaton > Type * | UPS - Rackmount

Set Access Info

3 Power Devic . ) ar Device Group
Admin User *  admin
rch... Searc ch... Search...
Admin Password *  essesssssss
ZUPS Public
Passphrase #  Xm0293) )
“UPS Public,Forum
i BC,Real UPS F
Li-ion
ckmounts
Public,Forum
elUPS 0K Cancel MC,Real UPS
ackmounts
EU [R=E1PrEl:3 5P750RC G142]48034 é{). T Public
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5. A pop-up box will open with all the objects of the UPS network card you first chose from the

6.

previous list. Click the check boxes of the network card objects you wish to push out to all of the
other UPS device network cards. You can click on the triangles to open the objects and review or
change. You can change any of the objects you wish to configure in the box on the right-hand
side. Select Submit to push the configuration to your UPS network cards.

Configuration File

Q Properties Value Data Type
» measure [1] -
»matt [1] name public string
»powerOutagePolicy [2 enabled True ~ | boolean

»radius [6]
» remoteuser [1]
»schedule [0]

P sessionsService [2

»smtp [10]

B vsomp [5]
P enabled: true [0]
> port: 161 [0
Y1 2]

¥ enabled: true [0]
¥ communities [2]
¥ readonly [2]
¥ name: public [0

»-enabled: true [0

¥ readWrite [2]

¥ name: private [0]

»-enabled: true [0

>3 2]
»traps [1]
»syslog [3]

» webserver [1]

Submit

After the card pushes the configuration you will see a screen showing if the pushes were
successful or failed and to which devices.

< Import Central - Device Configuration Upload

Submit Time:2021-03-08 16:26:01 Submitter:tiong Status:Finished Overall:configFile Start Ti
Description:
Reports
File Description
Configuration.json Original
Summary
Device Status
10.127.126.223 Successful
10.127.126.221 Successful
10.127.126.220 Successful
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10.6.3.1. Important Notes on Bulk Configuration Features

e This version only supports the M2 communication card and the M2 Industrial Gateway
communication card from Eaton. The Eaton MS communication card is not supported in this
release.

e View the Import | Export page to see specific details on errors which have occurred.

e The Upload Configuration process will restart the communications card on the UPS Rackmount
device. There will be a 2-3 minute restart time until the card is reachable via the web again.

10.6.4. Reset Password

For the Reset Password function, users will define the Manufacturer from the supported manufacturer
dropdown list and choose the Device Type from the list of supported device types. When these are
selected a list of devices in the application which meet the choices will be presented in the device list
table. Note: If the device is not configured with monitoring settings, the checkbox for that device will be
disabled. Devices must be monitored in the application in order for this feature to support the device.

Using the Search filters at the top of the columns, users can easily find the devices to select for the
firmware upload job. A Select All checkbox can be found in the column headings to simplify bulk device
selection. When devices are selected, choose the Reset Password button at the top of the page.

Enter the admin username, current admin user password and then provide the new password and
password confirmation fields. Click OK to process the password changes for all selected devices. The
Import Wizard page will report the status as the Password Reset list is processed. Each device will
report a success or failure message in the Summary column of this page.
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11. Maintenance Menu Group

The Maintenance Menu Group contains menu items for managing the Service and Warranty functions.

11.1. Calendar Menu Item

Displays all the services events including historical and future service events. By default, it displays
today's service events. Users can add and remove records.

11.2. Service Schedules Menu Item

User can view, modify, delete and create new services schedules for devices and bulk export/import
service schedules. User can view list of defined service schedules and view service schedules by device.
Click on a schedule name to edit. Create new service schedule with the New button. Select schedules
from the list and delete them.

11.2.1. Devices Tab

Displays a list of the devices with scheduled service events.

11.2.2. Schedules Tab

Displays a list of the scheduled service events.

11.3. Service History Menu Item

Displays a list of all the service records in the system for the date range specified.

11.4. Warranty Menu ltem

Displays a list of all devices with warranty information.
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12. Virtual Devices Menu Group

The Virtual Devices Menu Group contains menu items with dashboards for viewing virtual machines
linked via VCenter.

To populate the dashboard users must first use the Discovery tool to link to their instance of VCenter
(see the Discovery section for more details).

Once VCenter is discovered and linked:

e The VMware Hosts and Guests are visible from within the application

e The Virtual Devices Menu Group dashboards display virtual device details

e Virtual devices can be controlled by actions triggered by alarm conditions and traps (see Actions
section for more details)

Note: Performing actions on your company’s virtual machines can be dangerous. Please contact support
to discuss your use of the virtual device tools before proceeding with configuration.

12.1. VMware VCenter Menu ltem

The VMware VCenter Menu Item dashboard displays information tiles reporting VCenter statistics at a
glance including the number of Hosts, Guests and Clusters, CPU, Memory and Storage use. Tabs for
Clusters, Hosts and Guest display details for each of those items and selecting the item name provides
additional details.

12.2. VMware Hosts Menu Item

The VMware Hosts Menu Item displays the list of VM hosts with details including IP, Cluster, Guests,
Connect Status, Power Status, CPU, Memory, Storage, Uptime, Version and Device. Selecting the host
name opens a dashboard with the details of the guests on that host.

12.3. VMware Guests Menu Item

The VMware Guests Menu Item displays the list of VM Guests with details including IP, Host, Cluster,
Connect Status, Power Status, CPU, Memory, Storage, Uptime and VMware Tool. Selecting the guest
name opens a dashboard with basic information and capacity graphs.

12.4. Configuration Groups Menu Iltem

The Configuration Group Menu Item displays the list of configuration groups with their priority level, the
number of guests and a user defined description. Selecting the configuration group name displays the
group page and allows editing.

When creating a new configuration group users assign a priority to identify the importance of each
group in relationship to the others when actions are performed. Value of 0 has the highest priority and
value 1000 is the lowest.
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12.5. Action History Menu Iltem

The Action History Menu Item displays a list of the triggered actions and if they succeeded or failed.
Each row can be expanded to display the details and commands of each action.
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13. Racks Menu Group

The Racks Menu Group contains menu items for rack building and audit management which are
important features for helping to manage devices mounted into racks.

13.1. Rack Manager Menu Item

The Rack Manager Menu Item allows users to manage devices within the rack and to view rack detail
and capacity information. The rack building function is a key asset management feature of the
application and the graphical, drag and drop features provide intuitive methods to manage rack-
mounted devices. Note: Data in the tables can be selected and copied to be used in other fields or
applications with standard Windows copy and paste shortcuts.

On the Rack Manager page there are the following key areas of the page for the user to manage and
view devices and data:

e Racks List Tab

e Devices List Tab

e Model List Tab

e Rack View

e Rack Capacity Table
e Properties Table

13.1.1. Racks List Tab

This part of the page will list Rack devices managed in the application based on search and filter criteria.
Entering text to the search bar above the list will filter the Racks list using “contains” search logic for the
Device Name of the Rack. The * character is a wildcard character in the search list. Additional filter
options are available by clicking the filter icon next to the Search bar above the Rack List.

Users can select one or more racks in the list using the checkbox next to the rack name. This will add the
selected racks to the Racks View area on the page. To remove a rack from the Rack View simply uncheck
the checkbox next to the Rack Name. Racks will appear in the Rack View area in the order they are
selected in the Racks list. The first rack selected will be on the far left of the Rack View area and the last
rack selected will be on the far right of the Rack View area.

If multiple Racks need to be selected in the same Rack Group, then users can toggle the Racks list to a
list of Rack Groups by selecting the Rack Group radio button at the top of the list. Racks in the selected
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Rack Group will be displayed in the Rack Manager.

Racks Devices Models

Rack | () Rack Group

Group Name Racks

-
Buck Rack Group 7
Public 0
RG1 0

13.1.2. Devices List Tab

This part of the page will list all non-Rack devices managed in the application based on search and filter
criteria. This list represents devices which have already been created and are in the Devices list. Entering
text to the search bar above the list will filter the Devices list using “contains” search logic for the Device
Name of the Rack. The * character is a wildcard character in the search list. Additional filter options are
available by clicking the filter icon next to the Search bar above the Device List. Radio buttons are
available to easily filter the list for All Devices, Available devices only or a list of devices in the currently
selected racks.

13.1.3. Models List Tab

The Models List is used to create devices based on a model. In this use case, the device has not already
been created in the application so a user can create the device and mount the device into the rack with
a single action. The Model List contains a full list of all non-Rack models.

Entering text to the search bar above the list will filter the Models list using “contains” search logic for
the Device Name of the Rack The * character is a wildcard character in the search list. Additional filter
options are available by clicking the filter icon next to the Search bar above the Model List.

13.1.4. Rack View

When one or more racks are selected from the Rack list the rack images and views of the mounted
devices will be presented to the user. The order of racks on the screen will match the order in which the
racks are selected in the Rack List. Users can reorder the racks in the Rack View by using the up|down
arrow icons in the Capacity table to drag and drop the racks within the list. The following features are
provided on the rack view portion of the page:

e Pan Rack Images — Right click the mouse and drag the racks.
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devices.

Zoom Rack Images — Use the mouse scroll wheel to zoom into the racks to view details of

Rotate Rack Images — Users can rotate 3D views of the racks by using the left mouse button and

moving the mouse.

Selecting Racks — Racks can be selected to allow users to perform an action on the rack such as
changing views. Users can select a rack by using a single click of the left mouse button. This will
highlight the rack with a red outline. Multiple Racks can be selected by holding the Ctrl key and
clicking subsequent racks with the left mouse button. Each selected rack will be outlined with

the red lines.

o When clicking the rack be sure not to click a device within the rack. Selecting a
rackmount device will not select the entire rack.

Icon Bar — There are several functions which can be performed in the Rack View with the icons
presented on the toolbar. The following actions are supported with the toolbar:

Toolbar Icon Description

Reset View Resets the 3D orientation view of all the racks to a 2D view.

Layers By default, device images are presented in the Rack View. The Layers icon allows
users to toggle from the Device Image to the Device Name.

View The View icon allows users to change views of the selected racks. For example to
view the Rear of racks users can select one or more racks and choose the View-
Rear option from the list.

Full Screen Toggles the view of the Rack Manager from Full Screen to the default view.

Snap RU Snap RU allows users to manage the granularity of the U Position when assigning

devices to Racks. By default, Snap RU is on and forces devices into the full U
position (ie 5.0, 6.0, 7.0, etc). If the Snap RU is off, users can assign devices into
the partial U positionsie 5.0, 5.1, 5.2, 6.0, 6.1, etc).

Select All Racks

Selects all of the racks displayed in the Rack View.

Flip Horizontal

If a Rack is selected then the selected Racks will rotate between Front, Left, Rear
and Right views. If a rackmount device is selected, the device will toggle between
front and rear views of the device.

Flip Vertical If a Rack is selected then the selected Racks will rotate between Front, Left, Rear
and Right views. If a rackmount device is selected, the device will rotate vertically
while maintaining the same front or rear view within the rack.

Remove Users can select devices mounted to the rack and then click the Remove button.

This action removes the devices from the Racks but does not Delete them from
the application.

Hide Racks | Hide Rack
Group

Selected Racks will be removed from the Rack View and
deselected in the Rack List. If a Rack Group is being viewed this
icon will change name and can be used to hide the racks which
belong to the selected Rack Group.

Decommission

Changes the Lifecycle Status of the selected rackmount devices
to Decommission status.

Save

Saves all changes made to the racks.

Front Devices

This toggle button allows users to show or hide devices which are mounted to the
front of the rack.

Rear Devices

This toggle button allows users to show or hide devices which are mounted to the
rear of the rack.
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13.1.5. Rack Capacity Table

The Rack Capacity Table provides details of the space, power and cable metrics for the selected racks.
The order of the racks in the table list is determined by the order the racks are checked in the Rack List.
Metrics listed in the table represent the configurations of the racks including unsaved install and
decommission actions performed in Rack Manager. Metrics in this table will update with each device
install or decommission action performed by the users.

13.1.6. Properties Table

The Properties table is located on the right side of the page. When a rack or device is selected in the
Rack View, the properties able will update with relevant asset information for the selected device.

Users can show or hide the Properties table using the expand/collapse icon located in the top, left of the
table.

At the bottom of the Properties table an image of the selected device in the Devices List will be
displayed to the users. If the device needs to be rotated vertically prior to mounting into the rack, users
can rotate the devices using this image window and then mount the device to the rack. This rotate
feature will also work for selected devices which are already mounted into the rack.

13.1.7. Adding Devices to Rack

There are three methods which can be performed by users to install devices to a Rack. In all cases, the
Rack View must be set based on the desired side of the rack to which you want to mount the device.
For example, to place devices on the rear of the rack, the rack must be set to Rear View prior to
assigning the device. As devices are being mounted to the target rack, the Current Rack, Current View
and Current U Pos data on the toolbar will display the details of where the device will be assigned if the
device is placed in that location. The device is mounted to the rack when the mouse cursor is released
as part of the drag and drop action.

13.1.7.1. Devices List Installs

Find devices to place into the rack using the Device List feature. Drag and drop the device from the list
onto the rack in an available position. A red indicator will appear if the device is overlapping existing
devices and is not able to be assigned the position. An orange indicator will appear if the device can
successfully be assigned the position.

13.1.7.2. Models List Installs

Find the model of the device to be created and mounted into the rack by using the Models list. Drag
and drop the model to the available position on the rack. A New Device form will be presented to allow
the user to define key device attributes for the newly created device.
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13.1.7.3. Graphical Device Moves

When users have more than one rack selected and in the Rack View, they can drag and drop devices
from one rack to the other rack graphically. Click and drag a device from one rack onto the other rack to
assign the device a new location. This method can also be used to reposition a device within the same
rack if needed.

13.1.8. Removing Devices from Rack

Devices can be removed from a rack position by single clicking the device in the rack and then clicking
the Remove icon in the toolbar. Please make sure to hit the save button prior to navigating to a new
node of the navigation tree to save the changes. Note: This action does not remove the device from the
device list. The device will change its device status from Operational to Available.

To fully Decommission a device, select a device in the rack and click the Decommission icon at the top of
the Rack View.

13.1.9. Print Rack Configurations

A PDF report can be generated for all of the selected racks by choosing the main menu option for Export
— PDF. The selected racks will be documented with each rack view and a full list of all devices with
relevant information in a single PDF document.

13.2. Audit Manager

The Audit Manager Menu Item displays a list of all the audits in the system. Audits are performed to
validate and update the assets which are mounted into racks in the locations being managed with the
application. Audits can be defined for floors, areas, rows of racks, individual racks, etc. The table list
contains the following fields:

Devices Tab List Column

Status Displays the status of the audit.

Audit Name Displays the user defined named of the audit.

# Racks Displays the number of racks included in the audit.

% Complete Displays the progress of the audit.

Created By Displays the name of the user that created the audit.

Created Displays the date the audit was created.

Start Date Displays the date the audit was started.

Completion Date Displays the date the audit was completed.

Actions Displays icons to produce an audit report PDF, export audit
details to excel and delete the audit.

Table List Buttons Description
New Presents the form for creating a new audit.
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13.2.1. Audit Form

Selecting the New button presents the Audit form. The Audit form has a static fields in the top section
followed by tabs that present their own lists related to the model.

Fields Description

Audit name is also a link to the audit form with details.

Table List Buttons Description

New Presents a form for creating a new audit.

Submit Creates the new audit with information from form. Submit also saves changes to an
existing audit's form.

Submit & New Increases efficiency when creating a number of audits sequentially by creating a new
audit with existing values and presenting a blank new form.

13.2.1.1. Racks Tab

The initial view presented when the Racks Tab is selected is a list of racks to be included in the audit.

List Column

Name Displays the name of the rack.

Model Displays the rack's model name.

Product Line Displays the rack's product line.

Manufacturer Displays the rack's manufacturer.

Serial Number Displays the rack's serial number.

Asset Tag Displays the rack's asset tag.

Groups Displays the names of the groups to which the rack belongs.
Location Displays the racks location.

User List Buttons

Add Add displays a table list of available racks to add to the audit. Click the check boxes to
select racks to be added to the audit. Click Submit to save the selected racks to the
list of racks for the audit. Close, closes the window and does not save.

Remove Removes the selected rack from the rack list.

13.2.2. Executing an Audit

Please refer to the Mobile Audit Manager documentation for instructions on how to execute an audit.
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14. Connections Menu Group

The Connections Menu Group contains menu items for port mapping between devices.

14.1. Cables Menu Item

The Cables Menu Item displays a list of existing cable connections available for editing and
disconnecting.

List Column

Cable Name Displays the name of the cable. The field can be edited directly in the list.
Status Displays if the status is Operational or Reserved.

Type Displays cable type.

Source Device Displays the name of the source device.

Source Port Displays the port name on the source device.

Destination Device Displays the name of the destination device.

Destination Port Displays the port name on the destination device.

Color Displays the cable color. Color can be changed directly in the list.

Serial Number Displays cable's serial number. The field can be edited directly in the list.
Length Displays the length specified for the cable. The field can be edited directly in the list.
Description Enter user defined description.

Action Edit icon opens the cable's form for editing.

Submit Saves any changes made to the editable fields.

Disconnect Disconnects the selected cable.

14.2. Port Mapping Menu Item

The Port Mapping Menu Item allows users to create mappings between power ports and network ports
using the port mapping feature. If a device does not have an appropriate port listed, ports can be added
in device central by through the Ports function tile for the device.

The port mapping feature page is divided into two sections. The left section for specifying the first
device port and the right section for the second device port. Both tables are empty to start. Using the
search fields in the second row of the right table, sort for the first device.

Toggle the triangle next to the device name to show and hide the available ports.

< = Port Mapping
Total Selected: 0 Port Category Al ~ Side Front @
Device 15 Port Name 1F  Port Status Port Type Speed (MB/s) VLAN Device Type Asset Tag
Buck-ATS
¥ Buck-AT5001 Transfer Switch
pil Available Power Port
pi2 Available Power Port

* pol Available Power Port
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Left Table Fields and Options
Total Selected

Displays the number of ports selected in the table.

List Column

Port Category Filters what ports are listed for the device. Options are All, Copper Port, Fiber Port,
Power Port or Storage Port.
Side Specifies that the ports listed are on the Frontside or the Backside of the device.

Page Buttons

Device Displays device name.

Port Name Displays port name.

Port Status Displays port status.

Port Type Displays port type.

Speed (MB/s) Displays port speed.

VLAN Displays the port's VLAN information.
Device Type Displays device type.

Asset Tag Displays device's asset tag information.
Serial Number Displays device's serial number.

IP Address Displays device's IP address.

Owner Displays device

Groups Displays the group to which the device belongs.
Rack Displays the rack where the device is placed.
Location Displays the device's location.

Connect Connects the ports selected and opens the New Cable form where cable details can
be specified. Submit makes the connection.

Reserve Opens the New Cable form where cable details can be specified. Submit will reserve
the ports for future connection.

Cables Opens the cable list showing all connections in the system.

q

Right Table Fields and Options
Location Filter Drop-Down Menu

—
-

These icons collapse and expand the area of the page to provide more space for the
tables.

Filters the table device list to show ports in All locations, Same Area, Same Floor or
Same Rack. The default is Same Rack and can be changed in the user's personal
setting.

Side
List Column

Specifies that the ports listed are on the Frontside or the Backside of the device.

Device Displays device name.

Port Name Displays port name.

Port Status Displays port status.

Port Type Displays port type.

Speed (MB/s) Displays port speed.

VLAN Displays the port's VLAN information.
Device Type Displays device type.

Asset Tag Displays device's asset tag information.
Serial Number Displays device's serial number.

IP Address Displays device's IP address.

Owner Displays device

Groups Displays the group to which the device belongs.
Rack Displays the rack where the device is placed.
Location Displays the device's location.
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14.2.1. Cable Form

The cable form contains all the details for a connection.

Fields Description

Name The default cable name contains the connected devices and port names. User can
edit the cable name.

Type Displays the cable type.

uuiD Displays the database unique identifier for the cable.

Description Enter user defined description for device.

Direction Arrow

Add

Attributes List Buttons Description

Arrow between fields designates which is the source device and which is the
consumer.

Adds additional attributes to the attribute list.

Remove
Attributes List Column
Attribute

Removes the selected attribute from the list.
Description
Displays the attribute name.

Category Displays the attribute category.
Value Displays the value for the attribute.
Unit Displays the unit for the value of the attribute.

Attributes Description

Cable Tier ID Identifies the cable tray where the cable will flow.
Color Specifies the color of the cable.

Lengths Specifies the length of the cable.

Price Specifies the cable cost per inch.

Serial Number

Specifies the serial number of the cable

Wire Current Capacity

Specifics the cable capacity in amps (A).

Wire Diameter

Specifies the cable diameter in mm?2.

Wire Gauge

Specifies the cable gauge in AWG.

Note: The following attributes can be added to the list: Duplex Patch Cord, Duplex Position, MTP Patch
Cord, Number of Cores, Project Number and Sensor Unit. Custom attributes can be created in the
attributes manager and designated for use with cables and they will appear in the add attributes list.

113 Connections Menu Group



EF.T°N

Powering Business Worldwide

15. Discovery Menu Group

The Discovery Menu ltem displays the information tiles associated with discovery and several tabs of
associated lists including the Jobs Manager Tab list of all the discovery jobs in the system. Discovery
allows users to define and manage the auto discovery feature of the application. This feature will poll
defined IP ranges and allow users to decide if devices found are added to the device list with full
monitored capabilities or as manage-only devices which can be placed in racks and used in port

mapping.
15.1. Discovery Information Tiles
The Discovery Information Tiles show the status of various discovery tasks.

15.1.1. Discovery Status Tile

Indicates the running state of the discovery service. Users can Stop and Start the process using the
icons. The text will indicate how long the discovery process has been running.

Discovery Status

® %

7 day 10 hour 20 min 2 sec

15.1.2. Discovery Agents Tile

Displays the number of agents (probes) deployed and hovering over the number provides the name and
status for each agent. A green LED shows the agents are running and a red LED indicates a problem.
Discovery Agents

L B

15.1.3. Discovery Process Tile

Shows a raw count of the IP addresses defined and remaining to be polled by the discovery service and
indicates the progress of the current discovery process against the defined IP ranges.

Discovery Process

@ 0/255 0.0%
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15.1.4. Jobs Manager Tile

Indicates the number of defined discovery jobs and how many of the those are active. The list of
discovery jobs is displayed in the Jobs Manager tab.

;o

15.1.5. Devices Tile

Indicates the number of matched and unmatched devices discovered by the discovery process.

15.2. Jobs Manager Tab

The initial view presented when the Jobs Manager Tab is selected is a list of existing discovery jobs.

List Column

Active Determines if the discovery job is included in the discovery process or omitted from
the list of jobs processed in the discovery process.

Job Name Name of the discovery job. This name is referred to when devices are discovered by
the discovery process.

IP From The starting IP address in the range of addresses to be polled for devices.

IP To The last IP address in the range of addresses to be polled for devices.

Frequency Displays the frequency the defined job is included in the discovery service. Options
are Once, Minute, Hourly Daily. Note: The discovery service is processing many
different jobs, so the setting may not be exact as the discovery job picks up jobs on a
scheduled routine as other jobs are finished.

IP Exclusion Displays the IP address to be excluded from the range of addresses being polled by

the discovery job.

Current Status

Displays the status of the discovery job.

Last Run Time

Displays the last time the discovery job was executed.

Total # of Runs

Displays the total number of times the discovery job was executed.

Total # of Discovered Devices

Displays the total number of devices discovered by the discovery job.

Agent

Displays the name of the agent (probe) used by the discovery job.
List Buttons

Import Imports discovery jobs from spreadsheet.

Export Exports discovery jobs to spreadsheet.

New Opens a New Discovery Job Form to create a new job.
Delete Deletes the selected discovery jobs.
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15.2.1. Discovery Job Form

Selecting an existing discovery job or selecting the new button presents the Discovery Job form. The
form has static fields on the top section and tabs for SNMP Configuration, RF Code Configuration,
VMware Configuration and IP Exclusion along the middle.

Fields Description

Active This switch toggles to activate and deactivate the job.

Job Name Name of the discovery job. This name is referred to when devices are discovered by
the discovery process.

IP From The starting IP address in the range of addresses to be polled for devices.

IP To The last IP address in the range of addresses to be polled for devices.

Stop at First Match Check box to halt the discovery job as soon as it discovers the first device.

Frequency Displays the frequency the defined job is included in the discovery service. Options
are Once, Minute, Hourly Daily. Note: The discovery service is processing many
different jobs, so the setting may not be exact as the discovery job picks up jobs on a
scheduled routine as other jobs are finished.

Agent Select the probe to be used from the pull-down menu.

Descrlptlon Enter user defined description for discovery job.
Presents a form for creating a new discovery job.

Submlt Creates the new discovery job with information from the form. Submit also saves
changes to an existing discovery job form.

Submit & New On the New Discovery Job form this option Increases efficiency when creating a
number of discovery jobs sequentially by creating a new job with existing values and
presenting a blank new form.

15.2.1.1. New Discovery Job Form: SNMP Configuration Tab

The initial view presented when the SNMP Configuration Tab is selected is a list of SNMP configuration
parameters to be used by the discovery job to communicate with devices to be discovered.

Table List Column Description

SNMP Versions

User can select one or all of the version options. If multiple versions are selected

V1i,V2,V3 then the discovery service will attempt to contact devices using all options to
establish a connection and collect data.

Port Port to be used for SNMP communications. The default is 161.

Read Specify the community read string. This string is required.

Write Specify the community write string. This string is not required since we do not write
to the device.

Username Username for V3 protocol.

Password Password for V3 protocol.

Auth Protocol

Specify the authorization protocol. Options include: MD5, SHA.

Privacy Password

Specify the privacy password.

Privacy Protocol

Specify the privacy protocol. Options include: AES, DES.

Security Level

Specify the security level. Options include: noAuthNoPriv, authNoPriv, authPriv.

Context

Table List Button Description

SNMP V3 configuration setting.

Adds a row to the table where you can enter another set of configuration
parameters.
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| Delete

| Deletes the selected configuration from the list.

15.2.1.2. New Discovery Job Form: RF Code Configuration Tab

The initial view presented when the RF Code Configuration Tab is selected is a list of RF Code
configuration parameters to be used by the discovery job to communicate with devices to be

discovered.

Table List Column

Description

Table List Button
New

User Name User Name for RF Code communications to the Zone Manager software.
Password Password for RF Code communications to the Zone Manager software.
Port Port to be used for RF Code communications.

Description
Adds a row to the table where you can enter another set of configuration
parameters.

Delete

Deletes the selected configuration from the list.

15.2.1.3. New Discovery Job Form: VMware Configuration Tab

The VMware Configuration Tab is where users link to a VCenter instance and establish connections to
the VMware Hosts and Guests. Once the application discovers the VCenter instance using the IP address,
username and password the link is established and the dashboards in the Virtual Devices menu group

will display information.

Table List Column
User Name

Description
User Name for VCenter.

Password
Table List Button
New

Password for VCenter.

Description

Adds a row to the table where you can enter another set of configuration
parameters.

Delete

Deletes the selected configuration from the list.

15.2.1.4. New Discovery Job Form: IP Exclusion Tab

The initial view presented when the IP Exclusion Tab is selected is a list of IP ranges to be excluded from
the discovery job defined IP range. The IP ranges will be excluded from the discovery search.

Table List Column

Lower Bound

Description

The starting IP address in the range of IP addresses to be excluded from polling.

Upper Bound
Table List Button
New

The ending IP address in the range of IP addresses to be excluded from polling.
Description

Adds a row to the table where you can enter the lower and upper bound IP
addresses to be excluded.

Delete

Deletes the selected exclusion range from the list.
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15.3. Devices Tab

The initial view presented when

the Devices Tab is selected is a list of discovered devices. On the left

above the table are check boxes which will sort the device list. The List Buttons on the right perform

actions on the selected devices.

Sort Option Check Boxes

Matched Devices

Checking this box displays the discovered devices that were matched to a model in
the application database. The = icon in the row indicates that the device is matched
to a model.

Unmatched Devices

Checking this box displays the discovered devices that were not matched to a model
in the application database. There is no icon in the row. Users may Assign the
Unmatched device to a model or they may Hide the device from the discovery
results.

Hidden Devices

Checking this box displays the discovered devices that were marked as hidden with
the Hide button. The ¥ in the row indicates that the device is hidden. Users must
Show the device before they can add the device to the Device list.

Inactive Job Devices

Checking this box displays the discovered devices that were found by a currently
inactive discovery job.

Exception Devices

Checking this box displays the discovered devices that were found to have the same
name as an existing device but with a different model to that existing device.

Note: If all the boxes are selected the
List Column
Status

list shows all devices. The icons, or lack thereof indicate the device's status.

Displays the discovered device's status. Options are: Managed, Monitored,
Unmanaged and Exception. See definitions below.

Device Name

Displays the discovered device's name.

IP Address Displays the device's IP address.

Description Displays the description retrieved from the device.

Type Displays the device's type if it can be retrieved from the device.

Manufacturer Displays the device's manufacturer.

Model Displays the model the device was matched to during discovery.

MAC Displays the MAC address for the device.

Job Name Displays the name of the discovery job that found the device.

Protocol Displays the protocol used to communicate with the device.

Agent Displays the name of the agent (probe) used by the discovery job that found the

device.

Discovered Time

Displays the time the device was discovered.

Actions

List Buttons
Assign Model

The firsticon 7 initiates an SNMP walk of the device. When the second icon is

blue <% it indicates that the SNMP walk is completed and clicking the icon will
download the walk file to your computer. This file can be submitted to the support
team along with a model request to create a model for the unmatched device.

Clicking the button will present a window which lists all models from the master
model library. Users can search and filter the list to find the match for the discovered
devices and then users hit the Submit button to make updates to the selected
devices. Note: Once a model has been defined for an Unmatched device it will be
identified as a matched device.

Manage Devices

Opens a form where the selected devices can be created in the application devices
list.
Monitored switch:
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e  On: The device can be configured for data collection included by the probe
monitoring engine and will be added to the application device list.
e  Off: The device will be added to the application device list without

monitoring.
Device Group Assignment: Select the device groups for the device
Hide Hides the selected devices from the list.
Show Shows a previously hidden device.

15.3.1. Device Status Defined

The following are the possible values for status in the discovery device tab list.

e Managed - discovered devices which have the same UUID or same serial number and model
name of existing devices, the devices are not monitored.
e Monitored - discovered devices which have same UUID or same serial number and model name
of existing devices, and the devices are monitored.
e Unmanaged - discovered devices which do not exist (they do not match existing devices UUID or
devices with the same serial number or model name).
e Exception - there are three conditions that will designate the device is an exception
o The existing device model is different from the discovered device but they have the
same serial number or device name.
o There are multiple devices that match the discovered device's name or serial number.
o Existing device is monitored with conflicting monitoring templates or data attributes.

15.4. Logs Tab

The initial view presented when the Logs Tab is selected is a list of the discovery events.

Date The date of the event.
Event Text indicating the nature of the event.
Description Details about the event.
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16. Monitoring Menu Group

The Monitoring Menu Group provides important tools for users to configure data collection from target
devices, configure alarm thresholds and define actions to take when defined events occur. Topics
defined in these Menu Items are core to the purpose of the application and are critical to the operation
of the application.

Given the complexity of supporting a diverse set of target devices, communication protocols, customer
network configurations, etc. The following list represents key aspects of the monitoring capabilities of
the application and requirements for it to function properly.

e The Probe server is the part of the application which communicates with target devices and
collects data from the device.

e |nsome cases, the Probe server resides on the same server as the main application database
and in other cases the Probe server may be on a dedicated physical or virtual server.

e The application supports several protocols to communicate with devices. The basic
configuration options for these protocols is defined below, but other literature outside of this
document can be reviewed to fully understand how these protocols function.

e The Probe server must have network access on required ports to communicate with target
devices. If the network is not properly configured, then the application will not be able to
collect data from devices.

e The Probe server will process the data collection jobs defined in the application.

16.1. General Overview

The processes associated with monitoring represent the more complex and important features of the
application. The following overview defines the workflow for properly configuring and activating
monitoring for devices in the application.

e Raw data is collected from target devices using one of several supported communications
protocols. Detailed data point configurations of these raw data points are defined in Monitoring
Templates using the Attributes feature.

e Raw data collected from the target devices is mapped to application Attributes. A long list of
available Attributes is included in the application, but users may create custom Attributes if
needed. By using this mapping mechanism, users are able to normalize data collected from
many different types of devices in different locations.

e Key reporting aspects of the application are based on the application Attributes. Reports,
Graphs, Trend Charts and more all use data from the Attributes to present data and calculate
key capacity and utilization metrics.

e Triggers are defined to indicate Alarm conditions. A Trigger may consist of one or more
conditions related to data for a device, location or template. Active Triggers can be reviewed on
the Alarm page in the application.
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e Actions allow users to initiate an action based on a Trigger. Configurations within the Actions
feature provide controls on what to do when a Trigger occurs, how frequently to perform
actions, what to do when the Trigger returns to a Normal condition and more. An example
action is sending an email to a specific user when certain trigger conditions are in effect.

16.2. Monitoring Templates Menu Iltem

The Monitor Templates Menu Item displays a list of all the monitoring templates in the system. The
table list contains the following fields:

Table List Column

Template Name Name of the template is also a link to open the Monitoring Templates form that
contains the details for that template.

Category Displays the template's category.

Attributes Displays the number of monitored attributes in the template.

Triggers Displays the number of triggers defined in the template.

Graphs Displays the number of graphs defined in the template.

Last Updated By Display the name of the user who last updated the template.

Last Updated Displays the date the template was last updated.

Table List Buttons Description

Import Users can create a monitoring template by importing from a spreadsheet.

New Presents the form for creating a new monitoring template.

Clone Duplicates the selected monitoring template.

Delete Deletes the selected monitoring template from the system.

16.2.1. Importing Monitoring Templates

Selecting the Import button presents the Import Wizard with the import type set to Monitoring
Templates. The Download Template button will download a blank monitoring template spreadsheet.
Proceed with the import wizard as described in the Import Wizard section.

The monitoring template has two tabs:

e Template tab - contains the data point configuration details.

L Templee Adributes, shwp Modbus
Name Description D Allas  DisplayColumn  Unit Ype  MonitorType  EnumValue status oD Register  RegisterType Register Length Object Instance 4Object Identifier roperty Iden
£PDU - AP7155_APTITS 642425437 Active warx snp Enable (13614.131811.12.1.160)
Snup Enable (1361413181112110)
snup Enable (1361413181112130]
Enable (13.614.131811.121.20)

Amps Tabular Column SNMP. Enable (136141318111223112)/10

Scala snup Enable (1561413181112150;

Tabular Column SNMP. 1:Phase L1:#685C Enable (135141318111223114)

Scalar Snup Enable (1361413181112150]
ount PDU - AP7155_AP717S ar Tabular Column SNMP. Enable (135141318111222113)
DU - APT1S5_AP7IT5  Device 54128257-82 Number of Breakers Scala snup Enable (13614.131811.121.100)
LPDU - APTISS APTLTS  Device 571022c1:83 Overload Phase Threshold Tabular Column SNV Enable (136141318111222114)
DU - APT1S5_AP7ITS  Device 156247C2.91 P Tabular Column SNMP. L:No Load Alarm Enable (135141318111222115)
nt PDU - APTISS AP7L7S  Device 5249083310 Serial Number Scalar snwp Enable (1361413181112160)

e Template Write tab - contains the ability to import write actions to SNMP and Modbus data

£ PDU - AP7155_APT175
1t PDU - AP7155_APT175
£ PDU - AP7155_APT175
£PDU - AP7155_AP7IT5  Device
tPDU - AP71S5_AP7ITS  Device
caadgs3: Rackmount PDU - AP7155_APTL7S  Device
1LPDU - AP71S5_APFI7S  Device

Device

caades3t Rackm

points.
~ Template | SNMP Modbus
Template Attribute Action Action Name Value Key Attribute Register Register Type Register Length
Kelly Test A Side L1 Current Action setto0 ] A Side L1 Current
Kelly Test A Side L1 Current Text Input A Side L1 Current
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16.2.2. Exporting Monitoring Templates

Monitoring templates can be exported using the Export > Excel from the table list menu.

1. Select the Monitoring Templates menu item.
2. Filter the template list to display the template you wish to export.

-llv Visual Data Center

= Monitoring Templates
All = Template Name contains AP7155

Template Name 15 Category

L - . APT155 Search...
&tz Connections

Rackmount PDU -

(» Monitoring Device

AP7155_AP717

Triggers
Actions
Probes

Data Mapping
MIB Browser

3. From the table menu select Export > Excel.

< = Monitoring Templates
Filters )
Y al
1 Refresh List Category

Create Favorite

L

4. Arow in the spreadsheet contains the name of the monitoring template, the attribute and it's

associated data point configuration settings.

Note: To create a new monitoring template leave the template UUID blank and provide a new
template name. The attributes UUIDs and Names can be copied from an existing template or
looked up on the Settings menu group > Attribute Manager menu item page.

L Templee
) Name Category  Description D Allas Display Column Monitor Type  Enum Value status
caad853: Rackmount PDU - APT155_AP7AT5  Device 642425437 Active Snup Enable
£PDU - AP7155_APTITS snup Enable
£PDU - APT155_APTITS n snwp Enable
£ PDU - APT155_APTITS on Snup Enable
£ PDU - AP7155_APTITS umn SNMP Enable
£PDU - AP7155_APTITS Phases snup Enable
LPDU - APTIS5_APTITS  Device 8147e935-ec Input Phase Name Tabular Column SNMP. 1Phase L1:#688C Enable
DU - APT1S5_AP7ITS  Device G52777bb-cc Modie! Name Scalar snup Enable
caadE53: Rackmount PDU - APT155_AP7ITS  Device 571c5403-90i Near Overload Phase Threshold Tabular Column SNMP. Enable
Caa0853: Rackmount PDU - APTIS5_APFIT  Device 54128e57-82 Number of Breakers Scalar SP Enable
caadE53: Rackmount PDU - APT155_AP71T5  Device 571022¢1-92 Overioad Phase Threshold Tabular Column SNMP. Enable
caadE53: Rackmount PDU - APT155_AP7ITS  Device 156247C2.9% Phase Alarm Tabular Column SNMP. 1:No Load Alarm Enable
0853 Rackmount PDU - APTIS5_AP7ITS  Device be490833-10 Serial Number Scalar SP Enable

122

{13612131811121160}
(13.612131811121.10)
(13.61213181112130
(13.61£13181112120}
(13.612.1318111223.112/10
(13.61213181112190
(136121318111223114)
(13.61213181112150
(1356121318111222113)
(13612131811121.100}
(13612131811122211)
(136121318111222115)
(13.61613181112160}

Modbus
Register Type  Register Length Object Instance #Object Identifierroperty ldeni
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16.2.3. Monitoring Templates Form

Selecting new or an existing monitoring templates presents the Monitoring Templates form. The
Monitoring Templates form has static fields in the top section followed by tabs that present their own
lists related to the monitoring template.

Fields Description

Trap Template Checkbox

On when the template contains Traps and Off when the template contains data
points.

Name Displays the name of the monitoring template.
Category Displays the template's category.
Description Displays the text for the monitoring template description field.

Table List Buttons Description

New Opens a form for creating a new monitoring template.

Submit If any form fields are edited or new data has been added the Submit button becomes
active and is used to update the form.

Delete Deletes the current monitoring template.

L4

.

These buttons collapse and expand the upper area of the form to provide more space
for the tables.

16.2.3.1. Attributes Tab

The initial view presented when the Attributes Tab is selected is a list of monitored attributes for the
monitoring template. A monitored attribute is a device attributed that is linked to a corresponding data

point on a device.

List Column

Attribute Attribute name is also a link to the attribute's monitoring configuration form.
Alias Displays the alias for the attribute.
Data Type Displays the data type for the attribute.

Monitor Type

Displays the monitoring protocol for the attribute.

Parameters/Formula

Displays the data point identifying parameters and the formula to be applied on the
returned values.

Add

Value Type Displays the value type for the returned values.
Unit Displays the unit of measure for the returned values.
Status Displays if the attribute monitoring is on or off.

User List Buttons

Add opens form to add a monitored attribute to the list.

Remove

Removes attribute from the list. Click Submit to save the changes to the monitoring
template form.
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16.2.3.1.1. Add Attribute Form

The Add Attribute form allows users to add monitored attributes and contains the fields for configuring

the monitoring parameters.

Fields Description

Add Attribute from MIB

Check box to add attribute from MIB. If selected, the user is prompted to browse for
a MIB file and then a list of data points from the MIB can be mapped to existing
attributes.

Attribute Select attribute from the attributes list. Choose the New button to create a new
Attribute to the list.

Alias Create an alternate name for the attribute.

Data Type Set the data type to Scalar or Tabular Column.

Monitor Type

Set the monitoring communication protocol. Options include: SNMP, SNMP Trap,
MODBUS, BACNET, IPMI, Data Mapping, Calculated, APC Rack Access, Flat File,
HTTP/XML, API Input, OPC, OPC UA.

Parameters

Presents the required parameters for the selected monitor type.

Enter identifier between curly brackets and add formula after right bracket.
Example: Register {102}/100 - value returned divided by 100.

Example: OID {.1.3.6.1.4.1.29640.1.4.0}/2- value returned divided by 2.

Write Parameters

Allows users to enable manual controls to set values for the attribute in the device
dashboard.

Value Type Displays the value type. For example: Decimal, Enum, etc.

Unit Set the unit value for the returned values. For example: percent, Farenheit, etc.

Status Displays if the attribute monitoring is on or off.

Buttons Description

Submit & New Increases efficiency when adding a number of attributes sequentially by adding a
new attribute with existing values and presenting a blank new form.

Submit If any form fields are edited or new data has been added the Submit button becomes
active and is used to add a new attribute or update the existing form.

Cancel Closes the add attribute form without saving.

16.2.3.1.2. Defining User Control for Attributes

Using the Write Parameters options in the Add Attribute form, users can define controls which will allow
user defined values to be set for attributes in the device dashboards. This capability is only available for
SNMP and Modbus attributes. The control feature is implemented with the following steps:

e Select the Add button to define a new option for user defined controls. A new entry is added to

the table.

e |[f the attribute being updated is SNMP, then these fields will be defined:
o Choose the Control Type from these selections:

Action — Allows user to choose an item in a dropdown list to write a value to a

Text Input — Allows user to enter a value to be written to the device.

o Attribute — Choose the Attribute which will be used for this write action. The list of
available Attributes will be limited to Attributes defined in the current monitoring

template.
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o Action Name — Name of the menu item on the Device dashboard which will initiate this
write action. This field is only enabled with the Action Control Type.
o Value —Value to be written to the selected Attribute. This field is only enabled with the
Action Control Type.
e |If the attribute is Modbus, then these fields will be defined:
o Register — Defines the Modbus register which will be updated on the device dashboard
when a user defines a value to write to the device.
o Register Type — Defines the Modbus Register Type for the register to be updated.
o Register Length — Defines the Modbus Register Length for the register to be updated.

When these configurations are completed, the option for a user to use the writable action is on the
device Real-time Monitoring Data graph. If the Control Type is set to Action, there will be dropdown list
next to the attribute in the Actions column with the Writable Parameters options defined for the
attribute. Choose the item from the list to initiate the set value controls for devices. If the Control Type
is set to Text Input, the Value field will be enabled for user input to define the value for the Attribute.

Note: Users must have Control rights to the device in order to have access to the Actions menu and the
Text Input features on this dashboard.

16.2.3.2. Triggers Tab

The initial view presented when the Triggers Tab is selected is a list of triggers configured for the
monitoring template.

List Column

Trigger Name Trigger Name is also a link to the trigger's configuration form.
Severity Displays the alarm level for the trigger.

Rules Displays the rule details.

Status Displays if the trigger is on or off.

User List Buttons

New New opens form to create a trigger.

Delete Remove the selected trigger from the monitoring template.

16.2.3.2.1. New Trigger Form

The New Trigger form allows users to add triggers that can contain complex rules for generating alarms.
The form contains fields and a rules generator.

Fields Description

Name Sets the name of the trigger.

Severity Set the level of the alarm to Critical, Warning, Minor or Information.

Type Because this new trigger is created in the template the type is automatically set to
Template.

Min Time On (s) Sets the minimum time that a condition(s) must exist to trigger the alarm.

Min Time Off (s) Sets the minimum time that a condition(s) is in a normal state before changing the
status back to normal.

Rules Rule building area:
- Select a monitored attribute from the first pull-down menu
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- Select the operation from the pull-down menu (equal to, does not equal, greater
than, less than, greater than or equal to, less than or equal to or between)

- Enter a value that works with the operation to evaluate the incoming monitored
data point value

- Use AND and OR to add more conditions to the rule

Description

User defined description of the rule.

Status

Displays if the trigger is on or off.

New New opens a form to create a trigger.

Submit If any form fields are edited or new data has been added the Submit button becomes
active and is used to add a new trigger or update the existing form.

Submit & New Increases efficiency when adding a number of triggers sequentially by adding a new

trigger with existing values and presenting a blank new form.

16.2.3.3. Graphs Tab

The initial view presented when the Graphs Tab is selected is a list of graphs configured for the

monitoring template.

List Column

Name Name is also a link to the graph's configuration form.
Type Displays the type of graph.

Components Displays the number of components in the graph.
Description Displays the user defined description.

Last Updated By

Displays the name of the user that last updated the graph.

Last Updated
User List Buttons

Displays the date of the last update.

New New opens form to create a new graph.
Delete Remove the selected graph from the monitoring template.
16.2.3.3.1. New Graphs Form

The New Graphs form allows users to configure new graphs that can contain multiple graphic
components for displaying monitored data points. The form contains fields and a graphic display area.
The graphic display area will show various counters and gauges as defined in the Graph Component

Fields
Name

N
QU
=
o

Description
Sets the name of the graph.

Type

The Type indicates at what level the graph was created. Options include Specific
Devices and Template.

Monitoring Template

Identifies the monitoring template where this graph will be included.

Description
Buttons
Preview

User defined description.
Description
Previews the current graph.

Clear

Removes all the graph components.

Add Component

Initiates a Graph Component Wizard. (see below)
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16.2.3.3.1.1. Add Graph Component Wizard

The user clicks on the Add Component button and wizard prompts the user to select the monitored
attribute to be represented by a graph component. Note: Only select more than one attribute if they are

going to be shown in a trend chart.

Monitoring Template Data Type Monitor Type Value Type  Unit

& Humidity amps Bacnet Scalar BACNET Decimal

emperature ampa Bacnet Scalar BACNET

In the next window:

e Select an attribute to be represented by the graphic

e From Show as select gauge, graph, table, string or capacity thermometer for the graphic

e Enter a Label for the graphic

e Depending on the graphic selected there may be other options:
o The gauge requires a minimum and maximum value
o The trend chart requires a time block
o The thermometer requires a minimum and maximum

e  Click Submit and the component is added to the graphic display area
Add Componen t
Data Attribute Data Type Value Type Unit 8
Temperature Scalar Decima | °F
Sh & |z B =
Label Temperat 1
Minimum Maximum 5 3
Prey
127

Next

Submit  Cancel
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16.2.3.3.2. Managing the Graphic Display Area

The component positioning and size can be modified in the graphic display area. Each component
contains icons for setting position and size.

e A)Click and drag the cross hairs icon to move the component to a new position

e B) Click the edit icon modify the component configuration

e () Click the trashcan icon to remove the component

e D) Click the light gray triangle in the lower right corner of the component window and drag to

resize
Humidity & @ @ Humidity & 2 0
i 6 4
2
0
]
6
&
1901 1002 003 904 1995 996 1097 1908 9 L
% Temperature o 1@V ) mmpersns e
0 °F
Cm ;
12
1
s
6
4
. £ 1892 1883 =1 1283 1996 1957 1938 1999

16.2.3.4. Applied Rules Tab

The initial view presented when the Applied Rules Tab is selected is a summary of where the monitoring
template will be applied.

The template can be applied at the Type, Product Line, Model and Device level.

Clicking on the + sign next to Types, Product Lines, Models and Devices displays a table list of the
respective elements affected by the template.

This example shows the monitoring template is only applied at the devices level to 3 devices:

Attributes Triggers Graphs Applied Rules &

Total Devices (3)

@ Types (0)
 Product Lines (0)
& Models (0)

© Devices (3)

Add  Remove

Device 5 Type Manufacturer Product Line Model Lifecycle Status Asset Tag Serial Number 1P Address
Search... Search Search. Search Search Search... Search Search. Search..
CRAC001 Air Conditioner Liebert DS Precision Cooling DS 105kW (30ton)  Operational 192.168.111.146
CRAC002 Air Conditioner Liebert DS Precision Cooling DS 105kW (30ton)  Operational 192.168.111.30
CRAC003 Air Conditioner Liebert DS Precision Cooling DS 105kW (30ton)  Operational 127.0.0.1

« <1 to30f 3 > »
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When the table list is displayed for either Type, Product Line, Model and Device, two buttons are now

available:

e Add button opens a window listing all of the elements of that kind in the system. Here the user
can use the check boxes to select the elements. Submit adds the selected items to the
monitoring template and Close exits without adding.

= Devices

A

Device ¥

APCPower -

240639008549

ATS0D1-A

ATS001-B

ATS002-A

ATS002-B

ATS004

Type

PDU - Rackmount
Transfer Switch -
Rackmount
Transfer Switch -
Rackmount
Transfer Switch -
Rackmount
Transfer Switch -
Rackmount

Transfer Switch -

Manufacturer

Submit  Close

Product Line Model Lifecycle Status Asset Tag Serial Number 1P Address

Metered Rack PDU  AP7800 Operational ZA0639008549 192.168.111.32

7000 Series 7ATS(3000amp) Operational 10.60.2.15

7000 Series 7ATS(3000amp)  Operational

7000 Series 7ATS(3000amp)  Operational

7000 Series 7ATS(3000amp)  Operational

7000 Series 7ATS(3000amp) Available

e Remove button deletes the selected elements from the monitoring template.

16.3. Triggers Menu Item

The initial view presented when the Triggers Menu Item is selected is a list of triggers in the system.

List Column

Trigger Name Trigger Name is also a link to the trigger's configuration form.
Severity Displays the alarm level for the trigger.
Type Displays the trigger's type which can be Template, Rack Group, Device or Location.

Trigger Source

Displays the specific source where the trigger is applied.

Status
User List Buttons
New

Displays if the trigger is on or off.

New opens form to create a trigger.

Delete

Remove the selected trigger from the system.

16.3.1. New Trigger Form

The Trigger form allows users to add triggers that can contain complex rules for generating alarms. The
form contains fields and a rules generator.

Fields Description

Name Sets the name of the trigger.
Severity Set the level of the alarm to Critical, Warning, Minor or Information.
Type Set the trigger's type which can be Template, Rack Group, Device or Location.

Min Time On (s)

Sets the minimum time that a condition(s) must exist to trigger the alarm.

Min Time Off (s)

Sets the minimum time that a condition(s) is in a normal state before changing the
status back to normal.

Rules Rule building area where the user can define complex conditions see the Rule
Building section.
Description User defined description of the trigger.
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Status Displays if the trigger is on or off.

Buttons Description

New New opens a form to create a trigger.

Submit If any form fields are edited or new data has been added the Submit button becomes
active and is used to add a new trigger or update the existing form.

Submit & New Increases efficiency when adding a number of triggers sequentially by adding a new

trigger with existing values and presenting a blank new form.

16.3.1.1. Rule Building

Building rules in the trigger is done in the rule building area.

o The user will build a condition statement using one or more phrases

e A phrase consists of a monitored attribute, an operation and a value for evaluation

e The phrases are strung together with AND and OR to define the exact condition that should
trigger an alarm

e The condition statement can have multiple groupings of phrases for alternative complex
conditions.

The graphic below illustrates the following steps for creating a rule:

Rules

o All of these conditions must be met

*

©0

Humidity o v | greaterthan e v | 90 e % o AND

Temperature v greater than - 80 °F AND

0 OR all of these conditions must be met

Humidity ~
Temperature v | equalto ~ | 50 o AND

Temperature v | equalto 40

1. Select a monitored attribute from the list.

2. Choose an operation. The options are:

o

S®m 0 o0 T

equal to

does not equal

greater than

less than

greater than or equal to

less than or equal to

between

percent comparison allows users to compare two attributes and trigger when the
percentage meets the defined criteria.

3. Enter avalue that works with the operation to evaluate the incoming monitored data point

value.

© N o v s

The unit information is automatically inherited from the selected monitored attribute.

Define the relationship between the current phrase and the next phrase with AND or OR.

Use X to remove a phrase.

"All of those conditions must be met" - identifies the first grouping of phrases in the rule.

The OR button at the top of the rule building area adds an either/or function and the text "OR all

of these conditions must be met" between the first grouping of phrases and the next.
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16.4. Actions Menu ltem

The initial view presented when the Action Menu Item is selected is a list of actions in the system.

List Column

Action Name Action Name is also a link to the actions's configuration form.
Conditions Displays the source conditions for the action.

Operations Displays the operations within the action.

Status Displays if the action is on or off.

New New opens form to create a trigger.

Delete Remove the selected trigger from the system.

16.4.1. New Action Form - Notification Detail

The Action form allows users to add actions that can contain complex conditions for implementing an
action such as an email notification. The form contains fields and a conditions generator.

Fields Description

Name Sets the name of the action.

Source Allows user to define if the Action is based on a Trigger or an Event
in the Calendar.

Conditions Condition building area where the user can define complex conditions, see the

Condition Building section.

Default step duration

New

Buttons Description

Sets the default step time in minutes. The default is applied to each of the
Operations. Note: This option is only visible when the Source is Trigger.

New opens a form to create a action.

Submit

If any form fields are edited or new data has been added the Submit button becomes
active and is used to add a new action or update the existing form.

16.4.1.1. Condition Building

Building conditions in the action is done in the conditions building area.

o The user will build a condition statement using one or more phrases

e A phrase consists of level, an operation and a corresponding level item

o The phrases are strung together with AND and OR to define the exact condition that should
prompt an action

e The condition statement can have multiple groupings of phrases for alternative complex
conditions.
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The graphic below illustrates the following steps for creating a rule:

. @
G All of those conditions must be met o
Template 0 & e « | Air Conditioner Tripp Lite Template 9 o Q aAND O

Trigger Severity is Critical © AND OR

o OR all of these conditions must be met
Trigger is HiTemp © Q aND OR

1. Select alevel from the list: Template, Trigger or Trigger Severity .
2. Choose an operation. The options are:
a. is
b. isnot
3. Selectanitem
a. If Template is selected, then the list of templates in the system is shown
b. If Trigger is selected, then a list of triggers in the system is shown
c. If Trigger Severity is selected, then the list of alarm levels is shown
Define the relationship between the current phrase and the next phrase with AND or OR.
Use X to remove a phrase.
"All of those conditions must be met" - identifies the first grouping of phrases in the rule.
The OR button at the top of the rule building area ads and either/or function and the text "OR all
of these conditions must be met" between the first grouping of phrases and the next .

No u ok

16.4.1.2. Event Based Actions

When the Source of the Action is set to Event, users will be presented with a list of Calendar events
which will initiate the Operations defined in the rule.

16.4.1.3. Operations Tab

The initial view presented when the Operations Tab is selected is a list of operations in the action.

List Column

Step Displays the step number.

Operation Type Displays the type of operation.

Detail Displays the details of the operation.

Start In Displays at what point after the conditions are met the operation will be initiated.
Duration Displays the length of time for the operation.

Action Clicking the pencil icon opens the operation's form for editing.

User List Buttons

New New opens form to create an action.

Delete Remove the selected action from the system.
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16.4.1.3.1. New Operation Form

The New Operation form allows users to add operations that can send notification messages or traps.

Fields Description

Step Sets the step range for the operation.
Step Duration Set the length of the step, in minutes.
Operation Type Sets the Operation Type to Send Message, Custom Scripts, Forward Alarm, Forward

Trap or Virtual Device Command*.

Send to User Groups

Set the user groups to receive the notification message from the drop-down menu.
Use the © to add more user groups or the % to delete a user group.

Send to Users

Set the users to receive the notification from the drop-down menu. Select email or
SMS for message delivery mechanism. Use the © to add more users or the X to
delete a user.

Note: Users can control their message delivery in the Personal Menu > Personal
Settings > Notification Settings.

Use Default Message

Check box is currently on by default and cannot be changed.

Subject

Displays message subject variables.

Message

Displays message content variables.

Destination Host

If Send Trap is selected, sets trap destination host IP address.

Destination Port

If Send Trap is selected, set trap destination port on host.

Buttons Description
Save Saves the settings or changes.
Cancel Closes the form without saving any changes.
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16.4.1.3.2. *Available Virtual Device Commands

# Commands Rules
1 Guest — Power On Only a power off/suspend/shutdown guest can be
powered on
Guest — Power Off Only a power on/suspend guest can be powered off
Guest — Suspend Only a power on guest can be suspended
Guest — Shutdown Only a power on guest with VMtool running can be
shutdown
5 Guest - Migrate A guest can only be migrated in the same cluster
6 Host - Shutdown Only a host which has no vCenter installed and no VDC
installed can be shutdown
7 Host - Shutdown VMs Then Host All guests are shutdown at the same time, after all guests
are shutdown, the host will be shutdown. If there are any
errors on guests, it will skip this error and continue
shutdown the host.
8 Host - Enter Maintenance Mode Only a power on host with all vms power off can enter
maintenance mode
9 Host - Exit Maintenance Mode Only a maintenance mode host can enter maintenance
mode
10 Host - Enter Maintenance Mode Then Shutdown If there are any errors enter maintenance mode, the
action will be ended with error
11 Host - Enter Standby Mode
12 Host - Exit Standby Mode
13 Cluster - Shutdown Shutdown cluster will shutdown all guests in the cluster

first, then hosts. All guests will be shutdown at the same
time. Users can add priority for VMs shutdown in the
cluster by creating Configuration Group.

Additional Virtual Command Notes:

If a guest/host has vCenter/VDC installed, the commands will not be executed.

[ )

e |[fthere are more than 1 VM is selected for a guest operation, the commands will be executed
on the VMs at the same time. Any errors occur on single VM will not affect other VMs.

e |fthere are more than 1 host is selected for a host operation, the commands will be executed on
the hosts at the same time. Any errors occur on single host will not affect other VMs.

[ )

Per Shutdown VMs Then Host, if there are any errors occur on shutdown VMs, then the action

will be ended with error. The host will be shutdown.

Per Enter Maintenance Mode Then Shutdown, if there are any errors occur on enter

maintenance mode, then the action will be ended with error. The host will be shutdown.

after the timeout time.
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I% = Operation Details New  Submit  Delete
Operation Type * | Virtual Device Command ° Command Details save
Command el Command Type * | Guest-Suspend

Step | ActionType Targets

Timeout(sec)

1 Guest-Suspend [vCenter-on-Win-244-072820]

Targets Add | Remove

Name P Host Cluster

vCenter-on-Win-244-072
820

1010.10179 Opl-Cluster2

e The Priority allows users to add configuration groups for Cluster — Shutdown to shutdown VMs
by order. If Priority is empty, then all VMs in the cluster will be shutdown at the same time.
R = Operation Details New  submit  Delete
Operation Type * | Virtual Device Command ° Command Details Save
S || etz TS Target Cluster * OPkCluster2
1 Host - Enter Standby Mode [10.10.10.188]
Timeout(sec) *| 180
e Only guests can be added in configuration groups. A guest can be added in multiple groups and
the highest priority will be used in this case. Priority value is smaller, the priority is higher.
Priority=0 means VDC cannot shutdown the VMs in the group.
sl visualDatacenter o Jf o (9 @ ’_. oigw Q @
= Configuration Group - test2
¢ e priority —
[ )

It supports Linkage control in actions. Users can add more than 1 command in an operation and
the commands will be executed by the steps.
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=

= Operation Details

Cperation Type

Command

Step = Action Type Targets
1 Guest - Migrate VDC-630-245
2 Host - Shutdown 10.10.10.179

16.4.1.4. Recovery Operations Tab

The initial view presented when the Recovery Operations Tab is selected is a list of operations in the
recovery operation. Recovery operations occur when alarm conditions return to normal.

List Column

Operation Type Displays the type of operation.

Detail Displays the details of the operation.

Action Clicking the pencil icon opens the operation's form for editing.
New New opens form to create an action.

Delete Remove the selected action from the system.

16.4.1.4.1. New Recovery Operation Form

The New Recovery Operation form allows users to add recovery operations that can send notification

messages or traps.

Fields Description

Trap, or Notify all involved.

Operation Type Sets the Operation Type to Send Message, Custom Scripts, Forward Alarm, Forward

Send to User Groups Set the user groups to receive the notification message from the drop-down menu.
Use the © to add more user groups or the % to delete a user group.

delete a user.

Settings > Notification Settings.

Send to Users Set the users to receive the notification from the drop-down menu. Select email or
SMS for message delivery mechanism. Use the © to add more users or the X to

Note: Users can control their message delivery in the Personal Menu > Personal

Use Default Message Check box is currently on by default and cannot be changed.
Subject Displays message subject variables.
Message Displays message content variables.
Destination Host If Send Trap is selected, sets trap destination host IP address.
Destination Port If Send Trap is selected, set trap destination port on host.
Buttons Description
Save Saves the settings or changes.
Cancel Closes the form without saving any changes.
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16.4.1.5. Applied Rules Tab

The initial view presented when the Applied Rules Tab is selected is a summary of where the action will
be applied.

The action can be applied at the Type, Product Line, Model and Device level.

Clicking on the + sign next to Types, Product Lines, Models and Devices displays a table list of the
respective elements affected by the action.

This example shows the action is only applied at the devices level to 3 devices:

Operations Recovery Operations Applied Rules

Total Devices (3)
@ Locations (0) All Locations

@ Groups (0) All Groups

AL

Rackmount

Add  Remove
| A
_ i
Device 15 Type Manufacturer Product Line Model Lifecycle Status Asset Tag Serial Number 1P Address |
Transfer Switch - Jos
ATS001-A ASCO 7000 Series 7ATS(3000amp) Operational 10.60.2.15 |
Rackmount 1
i
Transfer Switch - 5
ATS001-B ASCO 7000 Series 7ATS(3000amp) Operational =
Rackmount
Transfer Switch - -
ATS002-A ASCO 7000 Series 7ATS(3000amp) Operational i
i
)

« <1 to30f3 > »

When the table list is displayed for either Type, Product Line, Model and Device, two buttons are now
available:

e Add button opens a window listing all of the elements of that kind in the system. Here the user
can use the check boxes to select the elements. Submit adds the selected items to the
monitoring template and Close exits without adding.
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= Devices
YA
Device {5 Type
APCPower -
APCPower PDU - Rackmount
ZA0639008549
Transfer Switch -
ATS001-A
Rackmount
: Transfer Switch -
ATS001-B
Rackmount
Transfer Switch -
ATS002-A
Rackmount
Transfer Switch -
ATS002-B
Rackmount
Transfer Switch -
ATS0D4

o Remove button deletes the selected elements from the monitoring template.

Manufacturer

APC

16.5. Traps Menu Item

Product Line

Metered Rack PDU

7000 Series

7000 Series

7000 Series

7000 Series

7000 Series

Model

AP7800

7ATS(3000amp)

7ATS({3000amp)

7ATS(3000amp)

@
w

7ATS(3000amp)

7ATS{3000amp)

Lifecycle Status

Operational

Operational

Qperational

Operational

Operational

Available

Serial Number

ZADB359008549

Submit Close

IP Address

192.168.111.32

10.60.2.15

to 100 of 755

Displays all the Trap Matched and Trap Unmatched events for all devices in the specified date range.

List Column

Date Displays the date of the event. In the filter row the date range can be specified. The
default is today’s date.

Event Displays the type of event. Trap Matched or Trap Unmatched.

Description Displays details for the event.

16.6. Probes Menu Item

The initial view presented when the Probes Menu Item is selected is a list of probes in the system.

List Column

Probe Probe name is also a link to the probe's form.
Status Displays the probe's current status.
IP Address Displays the probe's IP address.

Running Time

Displays the length of time the probe has been running.

Device Count

Displays the number of devices configured for the probe.

Active Devices

Displays the number of devices actively being monitored.

Thread Count

Displays total thread count.

Active Threads

Displays number of active threads.

16.6.1. Probe Form

The Probe form displays configuration information for the probe and allows users to remove devices

from the probe. The probe is configured during installation and the fields are read only.

Fields Description
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Probe Displays probe name.

Status Displays the probe's current status.

IP Address Displays the probe's IP address.

Running Time Displays the length of time the probe has been running.

Device Count Displays the number of devices configured for the probe.

Active Devices Displays the number of devices actively being monitored.

Thread Count Displays total thread count.

Active Threads Displays number of active threads.

Buttons Description

List Column

Device Device name is also a link to the device form.

Last status Displays status at last probe interval.

Probe Attempts Displays the number of probe attempts to contact device.

Probe Success Displays the number of successful probe attempts.

Recent Missed Displays the number of times the device did not respond in the past hour.
Missed Count Displays total failed probe attempts.

Interval (ms)(Avg/Max/Min) Displays the average, maximum and minimum probe interval in milliseconds.
Response (ms) (Avg/Max/Min) Displays the average, maximum and minimum response from devices in milliseconds.

16.7. Data Mapping Menu ltem

The Data Mapping feature allows you to map the monitored data points from one device (the From
Device) to another (the To Device).

For Example:

e Arack does not typically have any way to monitor its temperature directly.

e A sensor mounted on the rack would indicate the rack's temperature (the sensor is the From
Device).

e Data Mapping allows the user to map the temperature from the sensor to a temperature
attribute on the rack (the rack is the To Device).

e Then when the rack is viewed it has a temperature value.

16.7.1. Before Data Mapping

Before you can map data between devices both devices must have associated monitoring templates.

e From Device: The device that has actual data points that can be monitored would have a normal
monitoring template.
e To Device: The device that will indirectly receive the monitored data will also need a monitoring
template.
o The template for the To Device will identify the monitored attributes but the Data Type
will be set to Data Mapping.
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Attribute 15 Alias Data Type Monitor Type

Search... Search... Search... Search...

o The Monitor Configuration for the device should have the monitoring template status
set to active.

Template Name |5 Attributes Triggers Template Source Graphs Last Updated By Last Updated Status
Search... Search... Search... Search... Search... Search...
Rack Kelly 2 0 Device: Rack015 0 kelly 2019-02-12 14:51:00 EST

o After Mapping the device's Real-time Monitoring Data will show the mapped attributes
and identify the Data Source as the From Device [Monitoring Template: Monitored
Attribute]. In the image below the To Device is Rack015 and the From Device is CRAC001
using monitoring template Tampa Backnet and monitored attribute Temperature.

< = Devices - Rack015
Basic Information OISRl Rack Manager Applications Images
: m | ™
¥ Device

Name Rack015

0baaebf0-f1b9-419¢-
uuib
ba58-e17516c23962

W

Real-time Monitoring Data

Type Rack

Manufacturer  Wright Line

Product Line Paramount Enclosures Y Al

Model 44U-2442 Actions | Attribute TF Data Source Value Unit Last Updated
Lifecycle Available (] Search... Search... search... Search... Start dat
Asset Tag 4 Humidity CRAC001[Tampa Bacnet : Humidity] 66.00 % 2019-02-12 16
Serial Number o Temperature CRACO01[Tampa Bacnet : Temperature] 66.00 °F 2019-02-12 16

16.7.2. Data Mapping Steps

The initial view presented when selecting the Data Mapping Menu Item is the work area for mapping
From Devices to To Devices and the list of Mapped Data attributes in the system.
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< = DataMapping

CRACO0L o

From Devices

Attribute

Humidity 9

Temperature

Template

Tampa Bacnet

Tampa Bacnet

Monitor Type

BACNET

BACNET

Mapped Data

From Devices

Device 15 Type Model

CRACO01 Air Conditioner

Value Type

Decimal

Decimal

DS 105kW (30 ton)

Unit

Attribute

Temperature

o Q

To Devices Rack015

Attribute

Humidity o

Temperature

Device 15

Rack015

1. Select the From Device from the list of all devices
a. The list of monitored attributes in the device's monitoring template is shown
2. Select the To Device from the list of all devices
a. The list of data mapping attributes from the device's monitoring template is shown

Click Submit to map

(2]

Template

Rack Kelly

Rack Kelly

Type

Rack.

o v e W

The mapped information is added to the Mapped Data table list

Monitor Type

Data Mapping

Data Mapping

To Devices

Model

I

44U-2442

For the From Device check the attribute that will provide information
For the To Device check the attribute that will receive information

6 Submit  Delete |
o Q

Value Type Unit

Decimal

Decimal °F

Attribute

Temperature

List Column

Device From Device name and link to device's form.

Type From Device type.

Model From Device model.

Attribute From Device attribute that is mapped to To Device.

Device To Device name and link to the device's form.

Type To Device type.

Model To Device model.

Attribute To Device attribute that is mapped to From Device.

Submit Saves the attribute mapped From Device to To Device.

Delete Deletes the selected row from the Mapped Data list and cancels the mapping.

16.8. MIB Browser Menu Item

A MIB is a formatted text file that lists all of the data objects used by a device. The file lists the OIDs
(object identifiers) that correspond to specific data points. When configuring monitoring for a device
using the SNMP protocol you must have the OIDs for the data points you wish to monitor.

The application has a self-contained MIB Browser that lets you view MIB files in the system and use
them to SNMP walk a device to determine which OIDs to use.

The initial view presented when the MIB Browser Menu Item is selected is the SNMP connection
configuration fields and a list of MIB files uploaded to the system.
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Fields Description

Probe

Allows the user to select the probe that will be used for the MIB walk.

Version

Allows the user to select the SNMP version to be used. Options are
SNMP_VERSION_1, SNMP_VERSION_2C and SNMP_VERSION_3.

Security Level

Allows the user to select the SNMP Version 3 security level to be used. Options are
noAuthNoPriv, authNoPrive and authPriv.

Auth Protocol

Allows the users to select the SNMP Version 3 authorization protocol. Options are
MD5 or SHA.

Privacy Password

Display and enter the privacy password fpr SNMP Version 3.

IP Address

Display and enter the IP address of the device to be walked.

Protocol

Display and enter the select the protocol. Options are UDB or TCP.

Set Community

Display and enter the set community string.

Password

Display and enter the Password for SNMP Version 3.

Privacy Protocol

Display and enter privacy protocol for SNMP Version 3. Options are DES and AES.

Port

Display and enter the port for connecting to the device.

Get Community

Display and enter the get community string.

User Name Display and enter the user name for SNMP Version 3.

Context For SNMP Version 3.

Unit Display and set the value to replace the unit variable in an OID.
Buttons Description

Upload File Used to upload MIB to the MIB Files list.

Delete Deletes the selected MIB file from the list.

List Column

File Name MIB file name is also a link to the MIB's list of OIDs.
Description Displays user defined description.

Create By Displays the name of the user that uploaded the MIB.
Created Displays the date the MIB file was uploaded.

16.8.1. SNMP Walk

An SNMP walk tests the connectivity to a device and helps determine which OIDs (object identifier)

should be used to reach the desired data points for monitoring.

16.8.1.1. Uploading a MIB

Acquire a MIB for the device to be monitored. These can typically be found at the device manufacturer's
web site. Upload the MIB to the application.

1.
2.
3.

Click he Upload File button
Navigate to the MIB file
Click OK to upload and add the MIB to the list

Upload File

Privacy Passwort d O Unit
File mages/upload/584/Xups(5).mib e Browse
MiBgles
Description
p
File Name D Created
OK Cancel
h s 9 2 Start date

Xups(3) kelly 2019.02-13 09:13:27 EST

Xups(2) kelly 2019-02-12 15:10:45 EST

2
o Upload File  Delete

End date

=
[\
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16.8.1.2. SNMP Walk Steps

Determine which SNMP protocol version is appropriate for your device and proceed.

< = MIBBrowser
Probe * | SP192168.111170
Version + s version s o
Security Level authNoPr
Auth Protocol M5
Privacy Password
MIB Files
<
Item Name
> e (@)

¥ xupsTrapDefined

xupstdControl Off

1P Address * 192168111231

Protocol * uDp

Set Community private

Password

Privacy Protocol oEs

136.14

13.6.1.4.1.534.1.11.4.1

13.6.1.4.1.534.1.11.4.141

1. Select the SNMP version
a. If the device uses SNMP version 3 then you will also need information for all of the fields
noted as specific to version 3 in the fields table above.

vk W

Enter the IP address for the device
Set the port number, by default it is the standard SNMP port of 161

Set the Get Community string, by default it is set to public

Click on the MIB name to be used and then select the desired MIB section

(2]

Get Community public o
User Name

Context

Unit

e Walk

Description

The UPS output power will turn off in a number of seconds equal to
upsControlOutputOffirapDelay.
The UPS output power will turn off in a number of seconds equal to

upsControlOutputOffTrapDelay.

a. The MIB is a hierarchy of folders with OIDs for various functions

b. If you are unsure which one to select, select private to explore everything
6. Click on the Walk button to initiate the SNMP walk

7. The walk results are displayed in a table

Name/QID

.1.3.6.1.4.1.534.1.1.1.0
.1.3.6.1.4.1.534.1.1.2.0
.1.3.6.1.4.1.534.1.1.3.0
.1.3.6.1.4.1.534.1.1.4.0
.1.3.6.1.4.1.534.1.2.1.0
.1.3.6.1.4.1.534.1.2.2.0
.1.3.6.1.4.1.534.1.2.3.0
.1.3.6.1.4.1.534.1.2.4.0
.1.3.6.1.4.1.534.1.2.5.0
.1.3.6.1.4.1.534.1.26.0
.1.3.6.1.4.1.534.1.3.1.0

.1.3.6.1.4.1.534.1.3.2.0

Value

EATON

Eaton 5PX 1000

INV: 10
o
2212

52

100

599

26

143

Type
QctetString
OctetString
QctetString
Integer
Integer
Integer
Integer
Integer
Integer
OctetString
Integer

Counter32
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17. Workflow Menu Group

The Workflow Menu Group provides important tools for users to create and manage projects and
associated activities.

17.1. My Activity Menu Item

The My Activity Menu Item displays a series of tables showing the current user's open workflow
assigned activities.

17.1.1. My Workflow Items

List of all workflow items assigned to the user.

Table List Column

Status Current status of the item for example, Pending Approval.
Project Name Displays the name of the project to which the item belongs.
Project Number Displays the number of the project to which the item belongs.
Name Displays the name of the item to be acted upon.

Type Displays the type of the item.

17.1.2. My Projects

List of projects created by the user.

Table List Column

Name Displays the name of the project.

Project Number Displays the project number.

Status Displays the current status of the project.

Tasks Displays the number of tasks in the project.

Work Orders Displays the number of work orders in the project.
Start Date Displays the project start date.

End Date Displays the project end date.

17.1.3. My Tasks
Lists of tasks assigned to user for approval.

Table List Column

Name Name of the task.

Task Status Displays the task status.

Actions Displays the number and kind of actions in the task.
Project Name Displays the name of the project.

Project Number Displays the project number.

Project Status Displays the current status of the project.

Created Date Displays the date the task was created.
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17.1.4. My Work Orders

List of work orders assigned to the user.

Table List Column

Work Order Displays the name of the work order.

Work Order Number Displays the work order number.

Status Displays the current status of the work order.
Assigned To Displays who is assigned to the work order.
Project Name Displays the name of the project.

Project Number Displays the project number.

Start Date Displays the work order start date.

17.1.5. My Events

List of the events related to projects for the current user.

Table List Column

Icon Displays icon indicating the type of activity.

Level Displays the level of the logged activity. Options include: Critical, Exception, Inactive,
Info, Minor, Normal, Recovery, Unmonitored, Unreachable and Warning.

Date Displays the date of the activity.

Category Displays the category of the activity. Options include: Alarm, Device, Discovery,
Graphs, Location, Monitor, Project, Service, System, User and Warranty. Here you
will only see Project category items.

Event Displays the project related event name. Examples are Project Approved, Task
Created, etc.

Source Display the name of the user who last updated the template.

Description Displays the activity details.

17.2. Projects Menu Item

The Project feature is an asset-provisioning and management tool that lets project managers do the

following:
o C(Create a project
e Provision the installing, moving, adding and decommissioning of devices
e Provision network and power cable connections
e Reserve space in racks and on the floor
e Create work orders that summarize the project components
e Send out project work orders
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The Projects Menu Item displays a list of all the projects in the system. The table list contains the
following fields:

Table List Column

Name Name of the project is also a link to open the Project form that contains the details
for that project.

Project Number Displays the number the user has assigned to the project.

Status Displays the project status.

Tasks Displays the number of tasks in the project.

Work Orders Displays the number of pending and completed work orders.

Start Date Displays the start date for the project.

End Date Displays the end date for the project.

Created By Displays the date the project was create.

Completion Date Displays the date the final work order associated with the project is completed.

New Presents the form for creating a new project.

Delete Deletes the selected project from the system.

17.2.1. New Project Form

Selecting new presents the New Project form. The New Project form has static fields in the top section
and once submitted it converts to the Project form.

Project Name Enter the name for the new project.

Project Number Enter the number for the new project.

Owner Select an owner from the list of existing owners. Owners are created in the rights
access menu group, owner menu item.

Department Select a department from the list of existing departments.

Start Date Project start date.

End Date Project end date.

Expired After End Date Checking the box will cause the project to expire after its end date regardless of its
status.

New Opens a form for creating a new project.

Submit Saves the form's contents, creates the project and opens the project's form page.

Submit & New Saves the form's content, creates the project and presents a new project form.

17.2.2. Project Form

Selecting an existing project presents the Project form. The Project form has static fields in the top
section followed by tabs that present their own lists related to the project.

Project Name Enter the name for the new project.

Project Number Enter the number for the new project.

Department Select a department from the list of existing departments.
Start Date Project start date.

End Date Project end date.
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Expired After End Date

Table List Buttons Description

Checking the box will cause the project to expire after its end date regardless of its
status.

New Opens a form for creating a new project.
Approve Approves the project.
Submit Saves the changes to the project.
Submit for Approval Submits the project for approval by specified users.
Delete Deletes the current project.
& x These buttons collapse and expand the upper area of the form to provide more space

for the tables.

17.2.2.1. Tasks Tab

The initial view presented when the Tasks Tab is selected is a list of tasks for the current project and its
actions. A task is a way to categorize actions. Actions types include installing a new device, installing an
existing device, moving a device, decommissioning a device, adding a port connection and disconnecting
a port. A task is a grouping of any combination of these types of actions.

Tasks are created from within a project. When you create a new task or open an existing task you enter
the tasks feature page. For task feature details please refer to the Tasks Menu Item section of this
document. For step-by-step instructions to add actions to a task start at the Add Actions to Tasks section
of Steps for Creating and Completing a Project section of this document.

List Column

Task Task's name is also a link to the task's form.
Actions Displays the type of each action in the task.
Details Displays details about the action, device name, etc.
Device Type Displays the device type.

Model Displays the device model.

1P Displays the device IP address.

Serial Number Displays the device serial number.

Plan Result Displays the destination planned for the device.
List Buttons

New New opens form to add a new task.

Delete Removes the selected task from the list.

17.2.2.1.1. New Task Form

The New Task form allows users to create a new task. When the new task form is submitted the task
form is opened. Please refer to the Task Form section of this document for additional details. For step-
by-step instructions to create tasks start at the Create Tasks section of Steps for Creating and
Completing a Project section of this document.

Fields Description

Task Enter a name for the task.
Project Name Automatically filled with current project name.
Project Number Automatically filled with current project number.
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Buttons Description

New Opens a new task form.

Submit Creates the new task with existing values in the form.

Submit & New Increases efficiency when adding a number of tasks sequentially by adding a new task
with existing values and presenting a blank new form.

17.2.2.2. Work Orders Tab

Work orders are generated after the project and actions are approved. For step-by-step instructions to
create workorders start at the Create Work Order section of Steps for Creating and Completing a Project
section of this document.

List Column

Work Order Work Order name is also a link to the work order's form. The type of the actions in
the work order are also listed in this column under the work order name.

Work Order Number Displays the automatically generated work order number.
Details Displays details of the action, device name, etc.
Assigned To Displays the username of the person assigned the action.
Escalate To Displays the username of the person to whom the action will be escalated after the
designated SLA days.
SLA (Days) Displays the number of days to escalation for each action.
Status Displays the status of the work order and each action.
Submit Time Displays the start date and end date for the work order.
New New opens form to add a new work order.
Submit for Deploy Submits the selected work order for deployment.
Start Starts the SLA counter for the selected action.
Stop Stops the SLA counter for the selected action.
Reject Rejects the selected task and its actions or rejects the selected individual action.
Complete Completes the selected task and its actions or rejects the selected individual action.
Delete Deletes the selected item.
o .. These buttons collapse and expand the upper area of the form to provide more space

for the tables.

17.2.2.3. Approvals Tab (Project)

The Approvals Tab displays the list of those users and/or user groups designated as approvers or
watchers. The list of project approvers must be defined. A project must be approved before you can
begin to plan the task actions.

For step-by-step instructions on how to define approves and approve projects start at the Define Project
Approvers section of Steps for Creating and Completing a Project section of this document.

List Column

Type Displays if the record is for an approver or a watcher.

Category Displays if the approver/watcher is an individual user or a user group.

Name Displays the name of the user or user group.

Status Displays "approved" next to the user or user group that approved the project.
Descriptions Displays details about the approval.
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List Buttons
Add

Add opens the form to select approvers and watchers.

Delete

Deletes the selected approver/watcher from the approvals list.

-~ =

These buttons collapse and expand the upper area of the form to provide more space
for the tables.

17.2.2.4. Comments Tab

The Comments Tab presents a list of comments posted labeled with the username and a time stamp.
Comments cannot be edited or deleted.

17.3. Tasks Menu Item

The initial view presented when the Tasks Menu Item is selected is a list of all the tasks for all the
projects in the system. Tasks are created from within a project on the tasks tab.

List Column

Task Task's name is also a link to the task's form.
Task Status Displays the status of the task.
Actions Displays a list of the action types in the task with the number of each of those types.

Project Name

Displays the name of the task's associated project. The project name is also a link to
open the Project form that contains the details for that project.

Project Number

Displays the number assigned to the project.

Project Status

Displays the project status.

Created By

Displays the name of the user that created the project.

Created Date

Displays the date that the project was created.

17.3.1. Task Form

The Task Form is where users can add actions, approvals and comments to the task.

Fields Description

Task

Displays task name.

Project Name

Displays current project name.

Project Number

Displays current project number.

Buttons Description

New Opens a new task form.

Submit Saves changes to the existing form.
Delete Deletes the selected task.
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17.3.1.1. Actions Tab

The Actions Tab is where users can add actions to a task. For step-by-step instructions to add actions to
tasks start at the Add Actions to Tasks section of Steps for Creating and Completing a Project section of
this document.

List Column

Action Displays the type of action.

Details Displays details about the action, device name, etc.
Device Type Displays the device type.

Model Displays the device model.

1P Displays the device IP address.

Serial Number Displays the device serial number.

Plan Result Displays the destination planned for the device.
List Buttons

Add Action Opens form to add new action.

Import Opens browser to select file for import.

Export Exports the task's action list to a spreadsheet
Delete Removes the selected action from the list.

17.3.1.1.1. Add Action Button: Manage Devices
Click on the Add Action button and select Manage Devices:

e Action Type: Install New Device presents the list of models.
o Select model checkbox, enter quantity and name for device and click submit to add
action.
e Action Type: Install Existing Device presents a list of existing available devices.
o Select device checkbox and click submit to add action.
e Action Type: Move Device presents a list of existing operational devices.
o Select device checkbox and click submit to add action.
e Action Type: Decommission Device presents a list of existing available and operational devices.
o Select device checkbox and click submit to add action.

17.3.1.1.2. Add Action Button: Port Connect

When users Click on the Add Action button and select Port Connect, the Port Mapping feature is
presented, and cable connections can be specified. For port mapping details please see the Port
Mapping Menu Item section under the Connections menu group.

Note: When creating a port connect within a task action the only available option is the Reserve button
to reserve the ports.

17.3.1.1.3. Add Action Button: Port Disconnect

When users Click on the Add Action button and select Port Disconnect, the Cables list is presented, and
cable connections can be disconnected.

For cable management details please see the Cables Menu Item section under the Connections menu
group.
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17.3.1.2. Approvals Tab (Task)

The list of those who can approve the task and those designated for escalation if the approver fails to
approve in the designated SLA (Days) time frame. For step-by-step instructions to approve tasks start at
the Define the Task Approvers section of Steps for Creating and Completing a Project section of this

document.

List Column

Assigned To Displays the username of the person assigned to approve the task.

Escalate To Displays the username of the person to whom the task approval will be escalated
after the designated SLA days.

SLA (Days) Displays the number of days to escalation of the task approval.

Status Displays the status of the approval.

On Time Displays if the approval is on time or not.

Descriptions
List Buttons

Displays the associated descriptions.

Add Opens the Add Approvals form where the user can select who is assigned to approve
the task, whom the approval is escalated to and the number of SLA (Days) to
escalation .

Delete Removes the selected approver or watcher from the list.

17.3.1.3. Comments Tab

The Comments Tab presents a list of comments posted labeled with the username and a time stamp.
Comments cannot be edited or deleted.

17.4. Steps for Creating and Completing a Project

17.4.1. Create Project

1. From the Workflow Menu Group select the Projects Menu Item

2. Click on the New button

¢ = New Project

Project Name # | KB Project7
Project Number * | 05384930
Owner #* | Project Owr

Expired After End Date

New Submit Submit & New

Department #  OPI-0OP|
Start Date # | 2013/08/28
ner 2 v End Date # | 2013/09/07

3. Fill out the New Project form and Click the Submit button
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17.4.2. Create Tasks

1. Inthe Project form select the Tasks tab

€ = Project - KB Project 7 (Pending) New Approve Submit Submit for Approval Delete
Project Name * | KB Project 7 Department #*  OPI-0OPI v
Project Number * | 09334930 Start Date *  2019/08/28
Owner *  Project Owner 2 v End Date *  2019/03/07

Expired After End Date

Work Orders Approvals Comments 2
Delete

Task 15 Actions Details 5 Device Type Model P Serial Number  Plan Result

Search... Search... Search... Search... Search... Search... Search... Search...

No records to display

2. Click on the New button above the tasks table list
3. Fill out the New Task form and Click the Submit button

< = New Task New Submit & New

Task #| Proj7Task 1|
Project Name * KB Project7
Project Number * | 09384930

17.4.3. Add Actions to Tasks

1. Inthe Task form select the Actions tab
2. Click on the Add Action button above the actions table list

€ = Task - Proj 7 Task 1 (Pending) New  Submit  Delete
Task *  Proj7Task1

Project Name * KB Project 7

Project Number * | 09384530

Approvals Comments &
Import  Export  Delete

Action Details 15 Type Model 1P Serial Number Plan Result

Search... Search... Search... Search... Search... Search... Search...

No records to display
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3. Select type of action to add then specify the details in the subsequent window

Manage Devices H T
Port Connect Serial Nu
Port Disconnect

Search...

a. Add Action - Manage Devices - Install New Device

= Add Actions

Action Type Install New Device

Quantity

Name

search...

Device Group

PI7 Server 001]

Type

server -

L 0 L O OL L O L

Server -

Server -

Server -

Server -

Server -

Server -

Server -

Server -

Rackmount

Rackmount

Rackmount

Rackmount

Rackmount

Rackmount

Rackmount

Rackmount

Rackmount

i. Setthe Action Type to Install New Device
ii. Filter the models list to locate and select the model for the device to be installed
iii. Enter a name for the new device (if the quantity is greater than 1 each
subsequent device will have a number appended to the name)
iv. Click the Submit button to add the action to the task
b. Add Action - Manage Devices - Install Existing Device

= Add Actions

Action Type Install Existing Device

Filter to find the desired
available device

Close

o

Manufacturer desired model Model 1
Dell PowerEdge T
Dell PowerEdge 1800 Rack-Mount
Dell PowerEdge 2400 (rackmount)
Dell PowerEdge 2900 (rackmount)
Dell PowerEdge PowerEdge T610
Dell PowerEdge R320 (without bezel)
Dell PowerEdge T110(Rack)
Dell PowerEdge 630
Dell PowerEdge VRTX Chassis

« < 1 to8of 8 > »

Device 1T Type Model Lifecycle Status
server Search Search. Search. Search.. Search...
Server010 Server - Rackmount Dell PowerEdge R510 Available
Server011 Server - Rackmount Dell PowerEdge R510 Available
Server012 Server - Rackmount Dell PowerEdge R510 Available

| Servero13 Server - Reckmount  Dell PowerEdge R510 ‘Aveilable |
Server014 Server - Rackmount Dell PowerEdge R510 Available

i. Setthe Action Type to Install Existing Device

Asset Tag

Search

o

Serial Number IP Address

Search.. Search.

ii. Filter the device list to locate and select the device to be installed
iii. Click the Submit button to add the action to the task
c. Add Action - Manage Devices - Move Device

= Add Actions

fetenTiee

Filter to find the desired

Device 15 Type ! " e Model Lifecycle Status
operational device

server Search. Search.
Kelly Gen Server 1U - Generic - Server -

Server - Rackmount Generic Server 01U Operational
301 Rackmount
Kelly Gen Server 1U- Generic - Server -

Server-Rackmount  Generic Server 01U Operational
001 Rackmount
Kelly Gen Server 10- Generic - Server -

Server - Rackmount  Generic Server 01U Operational

002 Rackmount
Kelly Gen Server 1U- Generic - Server -

Server-Rackmount  Generic Server 01U Operational

003

Rackmount

i. Setthe Action Type to Move Device

153

Asset Tag

Search

Serial Number 1P Address

Search Search...

Workflow Menu Group



EF.T°N

Fowering Business Worldwide
ii.
iii.

Filter the device list to locate and select the device to be moved
Click the Submit button to add the action to the task

d. Add Action - Manage Devices - Decommission Device

= Add Actions

Action Type

Device 15

ATyl

o

Filter to find the desired device Lifecycle Status Asset Tag Serial Number 1P Address

ATSO0L-A

Transfer Switch ASCO 7000 Series 7ATS(3000amp) Operational |

ATS001-B
i
ii.
iii.

Transfer Switch ASCO 7000 Series 7ATS(3000amp) Operational

Set the Action Type to Decommission Device
Filter the device list to locate the device to be decommissioned
Click the Submit button to add the action to the task

e. Add Action - Port Connect to create power and network connections between devices
Opens the Port Mapping page with only the Reserve button active. For more details on
all the port mapping options go to the Port Mapping Menu ltem section of this

document.
< = Port Mapping

Total Selected: 1

Device 1

¥ Switch001

Allow Bulk

Port Category

Al

o Filter to find the desired device F
Switch001 e )

VLAN

| i1

Available

Copper Port

ni2

ni3

nis

Total Selected: 1

Device 1F Port Name 15

PatchPanel00
v
1

Available

Available

Available

Available

Ports In Same Rack Only

Port Status

Copper Port
Copper Port
Copper Port

Copper Port

v side

Port Type

Frontside

Speed (MB/s)

VLAN

Side

Frontside

Device Type

Switch

Device Type

Patch Panel

v O

Asset Tag

Asset Tag

Serial Number P Address

Serial Number

Owner Groups

Public

1P Address Owner Groups

Public

Connect Cables

Rack Location

DC, 1, 1 Main

st

Rack Location

DC, 1, 1 Main

st

no 01 ‘Available RI45 10

vi.
Vii.
viii.

no 02 Connected RI4S 10

no 03 Connected RI45 10

no 04 Connected RI45 10

« <1

In the upper table, filter to find the desired source device
Click the triangle by the device name to expand and show the device ports
Check the box next to the port to be connected
The lower table will automatically list the devices with appropriate ports in the
same rack as the device in the upper table

1. The user can change the lower table list to show Ports in Same Area

Only, Ports in Same Floor Only or All Locations

Click the triangle by the destination device name to expand and show the device
ports
Check the box next to an available port
Click on the Reserve button on the upper right of the page
A New Cables window will open listing the cables/connections to be reserved,
add or change information in the fields, confirm that all are correct and Click the
Submit button add the action to the task
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f. Add Action - Port Disconnect to disconnect existing port connections from the cables list

€ = C(Cables Submit
L @
Cable Name 1F Filter to find the desired cable ource Port Destination ..  Destination P... = Color Serial Number | Length (ft) B
connection
Search... earch... Search... Search... Search... Search... Search... -
PatchPanel002 : no 01[Back] to PatchP | Operational  Cat 5e PatchPaneio02 noOliBack]  PatchPaneldOl  no 01[Back] | [ ] -
PatchPanel002 : no 02[Back] to PatchP | Operational  Cat e PatchPanel0o2 no02(Back]  Patcheaneiol noozieackl [ D
PatchPanel002 : no 03(Back] to Patchp | Operational  Cat Se PatchPanel002 no03[Back]  PatchPaneioor noosiesck [ D
PatchPanel002 : no 04(Back] to Patchp | Operational  Cat Se PatchPanel002 no02[Back]  PatchPaneioor noosfesck [ D
PatchPanel002 : no 05[Back] to PatchP | Operational  Cat Se patchpanelon2 noosiBack]  Patchpaneiool noosieackl ([ D
PatchPanel002 : no 06[Back] to Patchp | Operational  Cat 5e patchpanelooz noosiBack]  Patchpaneiool  noosieack] ([ D
PatchPanel002 : no 07(8ack] to PatchP | Operational  CatSe PatchPanel0o2 no07(Back]  Patchpaneiool noo7ieack] (D .
4 »
« < 1 to 48 of 48 > »
i. Filter to find the desired cable connection
ii. Check the box next to the cable to be disconnected
iii. Click the Disconnect button to add the action to the task
iv. Click the Back To Project Button to return to the project
17.4.4. Define Project Approvers
< = Project - KB Project 7 (Pending) New Approve Submit Submit for Approval Delete
Project Name * KB Project7 Department *  OPI- 0PI -
Project Number *| 09384930 Start Date #  2019/08/28
Owner *  Project Owner 2 ~ End Date *  2019/09/07
Expired After End Date
Tasks Work Orders Comments &
Add Delete
Type 15 Category Name 15 Status Descriptions
Search... Search... Search... Search... Search...

No records to display

1. Onthe project page select the Approvals tab
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2. Click on the Add button

= Add Approvals Close

T A Watchers
Name 15 Category
Search... Search...
admin User
Administrators User Group
Anywhere User Group User Group
« < 1 to 8of 8 > »

3. Click the check box to select users who will be approving the project
4. Click the Submit button to add the selected users to the project approvals list
Submit Project for Approval

17.4.5. Submit the Project for Approval
€ = Project - KB Project 7 (Pending) New  Approve  Submit Delete

Project Name * | KB Project7 Department * OPI-0PI v
Project Number * | 09384330 Start Date # 2019/08/28
Owner # | Project Qwner 2 - End Date #  2019/09/07

Expired After End Date

1. On the project page Click the Submit for Approval button
c. The project status changes to Pending Approval

€ = Project - KB Project 4 (Pending Approval)

17.4.6. Approve Project

The project pending approval is now listed in the My Workflow Items on the My Activity page for each
user designated for approvals.

< My Activity

My Workflow Items

Status Project Name Project Number Name [ Type
Search... Search... Search... Search... v
Pending Approval KB Project 7 09384930 Project

€« < 1 to1ef1 > »
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1. Click on the project name to open the project page

< = Project - KB Project 7 (Pending Approval) New Reject  Delete
Project Name * | KB Project 7 Department *  OPI-0PI v
Project Number * | 09384930 Start Date * | 2019/08/28

Qwner *  Project Owner 2 v End Date * | 2019/08/07

Expired After End Date

2. Click on the Approve button to approve the project
a. The project status is changed to Approved

€ = Project - KB Project ] (Approved)

b. Note: If additional actions are added after project has been approved the project status
will change back to pending.

17.4.7. Plan the Actions

Actions to move or install devices require planning before they can be submitted. The planning activity
determines the device's destination. The plan window allows users to specify destination criteria and
the system will find a location. Once the system location is found the user can manually edit the plan if
another location is desired.

Note: The space utilized by a blanking panel may or may not be considered available depending on the
value of the attribute U Blocker.

1. From within a project Select a task's name to open the task.
a. The task opens with the actions tab selected and the list of actions visible.
€ = Task - Proj 7 Task 1 (Pending) Submit
Task # | Proj7Task1
Project Name * | KBProject 7

Project Number * 09384530

Actions Approvals Comments &

Add Action  Import  Export Submit  Delete

Action Details I5 Type Model P Serial Number Plan Result

Decommission ATS001-A Transfer Switch 7ATS(3000amp)

Kelly Gen Server 1U-
Move Server - Rackmount Server 01U

002

Install PJ7 Server 001 Server - Rackmount PowerEdge T610

Install Server013 Server - Rackmount R510
Switch001:ni 1 --> ProCurve 2848

¥ Port Connect Switch

PatchPanel001:no 01 (J4904A)

Switch001:ni 1 connect
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2.

Check the box next to an action. If the action needs to be planned before submitting the Plan
button is visible.

Click the Plan button

Configure the plan window to identify where the device in the action should be placed. The
system will find a spot for the device within the designated destination.

Plan

Criteria o Power Available Power Ports Copper Ports Fiber Ports

Destination o * | Location v s v World, United States, Florida, Tampa, 2604 E 7th Ave, F1, Area 1 o Q
Cance‘
Rack Row

a. If port connections will be involved, specify the ports needed
b. Select one of the 5 options for the destination type
i. When Location is selected the user can select the building, floor or area
ii. When Rack Group is selected the user can select the group
iii. When Rack Row is selected the user can select the row
iv. When Enclosure is selected the user can select the enclosure
c. Select the destination subset

5. Click the Save button

Action Details |5 Type Model IP Serial Number Plan Result

Decommission ATS001-A Transfer Switch 7ATS(3000amp)

Kelly Gen Server 1U-

¥ Move Server - Rackmount Server 01U -
oo [Detal.. |

Kelly Gen Server 1U-
Install

002 install to Jarrett -
Equipment

Rack071 Rack U: 13.0

a. When the plan is complete (Operation Successful) the location is shown in the Plan
Result column
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6. Click on the Details link to manually set the destination

= Plan Result Details

Device Name Kelly Gen Server 1U-002 Action Move
Racks Connections
Name 15 Type Manufacturer Product Line Model U Position
Search... Search Search Search Search... Search...
Jarrett - Rack071 Rack Wright Line Paramount Enclosures 44U-2442 13.0
Jarrett - Rack100 Rack Wright Line Paramount Enclosures 44U-2442 43
Jarrett - Rack099 Rack Wright Line Paramount Enclosures 44U-2442
Jarrett - Rack098 Rack Wright Line Paramount Enclosures 44U-2442
Jarrett - Rack097 Rack Wright Line Paramount Enclosures 44U-2442
Jarrett - Rack096 Rack Wright Line Paramount Enclosures 44U-2442
Jarrett - Rack095 Rack Wright Line Paramount Enclosures 44U-2442

7. Check the box next to the destination and select the U Position from the available pull-down

8. Click Submit to save the selection

9. Click Close to return to the task
10. Continue planning until all of the actions that require planning are completed.

17.4.8. Submit the Actions

Once actions are planned, they can be submitted to the task for eventual task approval.

Actions Approvals
Action
Search...
Decommission
¥ Move
Install
Equipment
¥ Install

Comments

Details 15
Search...

ATSO01-A
Kelly Gen Server 1U-

002

PJ7 Server 001

Type
Search...

Transfer Switch

Server - Rackmount

Server - Rackmount

Model P

Search...

7
o

7ATS(3000amp)

Server 01U

PowerEdge T610

1. Check the box by each action and Click the Submit button
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Add Action Import  Export  Plan Delete

Serial Number

5

Search...

Plan Result

S

Search...

Details...

Kelly Gen Server 1U-

002 install to Jarrett -

Rack100 Rack U: 43.0

Details...

to 6 of 6

>

x
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a. Actions will have a flag icon indicating that they have been submitted

Actions Approvals Comments

Action Details 1= Type

Search

E ¥ Decommission

Decommission

Search

Search

ATSDO1-A Transfer Switch

Kelly Gen Server 1U-

¥ Move
002

17.4.9. Define the Task Approvers

Server - Rackmount

Add Action Impert  Export Plan  Submit Delete
Model P Serial Number Plan Result
Search... Sea Search... Search...
7FATS(3000amp) Details... x

ATSD01-A uninstall
from 1 Main St, 1,

Power

Server 01U Details... %

Individual tasks within the project need to be approved but first the approvers for each task need to be

selected.

From within a task Select the Approvals tab
Click the Add button

PN e

escalation
. Set the number of SLA (Days) for the escalation
6. Click the Save button

17.4.10. Submit Task for Approval

Click on the Assigned To pull-down menu to select a user or user group for approval
Click on the Escalate To pull-down menu to select a user or user group if the approval needs

Once the approvers have been selected the Submit for Approval button is available on the task.

€ = Task - Proj 7 Task 1 (Pending)

Task #*  Proj7 Task 1

Project Name * KB Project 7

Project Number * 09384930

Actions Approvals Comments

Task can only be submitted for approval after the project is approved

Assigned To 15 Escalate To SLA (Days)

s,

w
o

kelly 3 Pending

Submit Submit for Approval Admin Approve

Add  Delete

On Time Descriptions

wv

o

rch s,

to 1of 1 > 3

1. From within the task Click the Submit for Approval button
a. If the current user is a member of the Administrators user group the Admin Approve

button is available.

b. The Admin Approve button approves the task immediately
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17.4.11. Approve Task

The tasks pending approval are now listed in the My Workflow Items for the project creator on the My
Activity page. The task approvers will have the tasks pending approval in their My Tasks list on their My

Activity page.

1. From the My Activity page list Click the Task Name to open the task
Reject Submit Admin Approve Stop

€ = Task - kP4 Task1 (Pending Approval)
Task * KP4 Taskl
Project Name *  Kelly Project 4
Project Number * | 102919
Actions Approvals Comments
Action Details 15 Type Model
Search Search Search Search
- ¥ Install Kelly Server p4 - 001 Server - Rackmount Server 01U
Install
Equipment

2. Click on the Approve button

€ = Task - KP4 Taskl (Approved)

a. The task status changes to (Approved)

17.4.12. Create Work Order

1. Inthe Project form select the Work Orders tab

< = Project - KB Project 7 (Approved)

Project Name * KB Project 7

Project Number + 09384930

Owner * | Project Owner 2 ~

Expired After End Date

Tasks Work Orders Approvals Comments

Work Order 15 Work Order Number = Details 15 Assigned To

Search

w

earch Search Search

2. Click the New button over the work order table list
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Add Action Import  Export  Plan  Submit Delete

Serial Number Plan Result
Search... Search
Details.... x

Kelly Server p4 - 001
install to Jarrett -

Rack071 Rack U: 12.0

New Delete

Submit for Deploy ~ Start  Stop Reject Complete  Delete

Status Submit Time

Search... Start dat Endd
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3. Onthe New Work Order form enter a Work Order Name

< = New Work Order

Work Order Name * | Work Order for IT Team|

Project Name

Work Order Number 158407

Submit Acter

Audit

Project Number

" Created By

a. The other required fields are already filled in

4. Click on the Submit button

17.4.13. Assign the Work Order and Add Actions

New Submit & New

KB Project 7

093243930

Actions are added to the work order for execution by the assigned users.

€< = Work Order - work Order for IT Team (Pending)

Work Order Name  *  Work Order for IT Team

Work Order Number 158407

Submit Actor

Audit

Actions
Type Details 15 Type
Search Search... Sea

Project Name

Project Number

~ Created By

Model Status Assigned To

v
o

Search... Search...

No records to display

New Preview Submit Delete
KB Project 7
09384330
kelly
Add | Delete
Escalate To SLA (Days) Comments
Search... Search...

1. Inthe Work Order form Click on the Add button to add actions to the work order
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a. The Actions form opens, here you select actions and assign them to users

< = Actions

Escalste #| jarrett

LA (Days) *

Actions

Action Type Task Details

5 Search Search

Switch002:ni 1 —> Kelly Gen Server

¥ Decommission Proj 7 Task 1
Decommission Proj 7 Task 1 ATS001-A
¥ Port Disconnect Proj 7 Task 1
Disconnect Copper Proj 7 Task 1
1U-30Lini 1
¥ Install Proj 7 Task 1
Install Equipment Proj 7 Task 1 Server013
¥ Move Proj 7 Task 1
] Uninstall Fauioment Proi 7 Task 1

Kellv Gen Server 111-002

Type

Search

Transfer Switch

Transfer Switch

Switch

Switch

Server -

Server -

Server -

Server -

Submit & New

Model
Search.

7ATS(3000amp)
7ATS(3000amp)

ProCurve 2848 (J4904A)

ProCurve 2848 (J4904A)

Rackmount R510
Rackmount R510
Rackmount Server 01U
Rackmount Server 011)

2. Select the Assignee from the pull-down menu, this is the user primarily responsible for

completing the action

3. Select the Escalate from the pull-down menu, this is the user that will be assigned the task if it is

not completed before the SLA(Days) setting

4. Enter the number of days for the Assignee to complete the action before it is escalated
5. Click on the Submit button to add the selected actions to the work order
a. The actions selected will be assigned to the designated users
b. If other actions are to be assigned to different users, repeat the previous step
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17.4.14. Submit Work Order for Deployment

A project will likely have multiple work orders to be executed by different teams and users.

Once all the designated task actions are assigned to a work order, it is ready to be submitted for

deployment.

€ = Work Order - Work Order for IT Team (Pending)

Work Order Name  * | Work Order for IT Team

Work Order Number 158407

Submit Actor

Audit

Actions
Type Details 15
Search... Search...

Decommission ATS001-A
Uninstall Kelly Gen Server
Equipment 1U-002

Kelly Gen Server

Install Equipment
1U-002

Type Model Status
5

Search... Search...

Transfer Switch 7ATS(3000amp) Pending

Server -

Server 01U Pending
Rackmount
Server -

Server 01U Pending
Rackmount

Search...

Project Name

Project Number

Created By

Assigned To

5

Search...

kelly

kelly

kelly

New IPI’E‘ViEWI Submit ISubmitfurDeploy | Delete

KB Project 7

05384330

kelly

Escalate To

I3

Search...

jarrett

jarrett

jarrett

SLA (Days)

Seard

ch...

Add  Delete

Comments

1. Click on the Preview button to see the work order and confirm it is correct
a. The system will generate and download a pdf file

b. The file will have multiple pages for each action showing the current and planned view

of the rack and details for the action
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2. Click on the Submit for Deploy button

€ = Project - KB Project 7 (Approved) New  Delete
Project Name *  KBProject7 Department +  OPI-OPI -
Project Number + 09334930 Start Date +  2015/08/28

Owner *  Project Owner 2 ~  EndDate # | 2019/09/07

Expired After End Date

Tasks Work Orders Approvals Comments a

New  Submit for Deploy |Sta

Stop  Reject Complete  Delete

Work Order 15 Work Order Numb...  Details {5 Assigned To Escalate To SLA (Days) Status Submit Time
Search. Search... Search.. Search. Search... Search.. Search. Start dat~End d
Work Order for IT 2019-08-30 14:26:20 -
v 158407
Team EDT
Switch001:ni 1 -->
Connect

a. The work order status changes to Pending Deploy
b. The work order will be listed in the assigned users My Work Orders on the users My
Activity page.
3. If awork order is assigned to you, Click on the work order name to open the work order

My Work Orders

T Al
Work Order 15 Work Order Number Status Assigned To Project Name Project Number Start Date
Search... Search... Search... Search... Search... Search... Start date™ End da

2019-08-30 14:26:20
158407 Pending Deploy kelly KB Project 7 09384930
EDT

€ = Work Order - Work Order for IT Team (Pending Deploy) New Preview
Work Order Name  * | work Order for IT Team Project Name KB Project 7

Work Order Number 158407 Project Number 09384930

Submit Actor ~ Created By kelly

Audit

Actions 2

|Start Stop ] Reject Icumpletel

Type Details 15 Type Model Status Assigned To Escalate To SLA (Days) Comments
Search... Search... Search... Search... Search... Search... Search... Search... N
Decommission ATSD01-A Transfer Switch 7ATS(3000amp) Stopped kelly jarrett 3 -
Uninstall Kelly Gen Server  Server -
Server 01U Stopped kelly jarrett 3
Equipment 1U-002 Rackmount
Kelly Gen Server  Server -
Install Equipment Server 01U Stopped kelly jarrett 3
1U-002 Rackmount -
« 4 1 to 7of 7 > »
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17.4.15. Start SLA | Stop SLA Timer (optional)

The Start and Stop buttons will begin and end the SLA count down. This is an optional feature that
allows for the action to be escalated if the SLA days are exceeded before completion.

17.4.16. Complete Work Order

When a user completes an action in a work order they select the action and Click on the Complete
button.

17.4.17. Completing the Project

The project is completed when all the associated work orders are completed.

If the project was created with the Expired After End Date option selected then the project will be
expired on the end date entered regardless of the status of the tasks, actions and work orders.
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18. Integrations Menu Group

18.1. Camera Studio Menu Item

The application provides an interface which allows users to view camera images and configure multi-
camera views for cameras created in the device list. This feature works in conjunction with the Visual
Data Center Image Server. Instructions for installation and configuration of the image server and
physical cameras is provided in the Administration Guide.

The Camera Studio Menu Item displays the Camera Studio page with dedicated functions for managing
and configuring camera views. The information below assumes the following actions have been
completed:

e Image Server has been installed and associated to the instance of Visual Data Center

e FTP accounts are created on the Image Server for each of the IP Cameras to be managed

e |P Cameras are configured to deliver FTP images to the Image Server using the correct FTP user
and password

e Images are successfully being deposited into the Image Server for the cameras

18.1.1. Creating Camera Devices

Camera devices will be created in the application device list using the Device Type which is Camera.
These are the only devices which will be managed as a camera device with the Camera Studio and other
features in the application related to cameras. When the camera device is created, set the IP Address
attribute in the Basic Information section of the device to the IP Address of the IP Camera. Note: The
camera device does not need to reference the FTP account or the IP Address of the Image Server to
function correctly in the application.

€ = Devices - Cam1 - Rackcam

Basic Information submit | pem—

Item Value

Calendar Attributes Monitor Applications ‘Groups. Links Projects -
B & #le| =

229974b0-9772-4609-
9656-7c7balf42430

Device IP
Admin Port

Energy Type v
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18.1.2. Managing Camera Groups

Camera Groups allow the user to define multi camera views. On the Camera Groups page, select the
New button to create a new Camera Group. This will allow the user to select the list of cameras to be
associated with the Camera Group. Options available for creating anew Camera Group include the
group Name and User Groups which will have rights to view the cameras associated to the Camera
Group.

Use the Add and Delete buttons on the Camera Group page to select the cameras which should be
included in the Camera Group. Each of the Camera devices in the list will appear in the group camera
dashboard.

18.1.3. Viewing Camera Groups

Once the Camera Groups have been defined, clicking the Play icon next to the camera group list will
display the real time camera images for cameras defined in the group.

ln _ Visual Data Center

€ = Camera Group - 1119 Joe Camera Group

18.1.4. Camera Controls

When viewing the Camera Group dashboard with a multi camera display, the user has options to help
manage the Camera Group and camera images.

18.1.4.1. Changing Camera Layout

User can modify the default camera layout by using the arrow icon on the camera to move to a new
position in the camera dashboard. Select the Submit button to save any changes to the camera layout.
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18.1.4.2. Minimize & Maximize

Each camera in the dashboard has a maximize icon to allow the user to view that camera in full screen
mode. In full screen mode, the user can select the minimize icon to return to the multi camera user
group view.

18.1.4.3. Delete Camera from View

Users can remove a camera from the Camera Group by clicking the Delete icon on the camera image.
Select the Submit button to save the changes to the camera list for the camera group. Note: This action
removes the camera from the camera group.

18.1.4.4. Live vs Playback Mode

Each camera has its own time manager tool to allow users to view live images or to reply historical
images for the camera. On the bottom of the camera image, there is a progress indicator which is by
default set to the current, live timestamp for the camera on the far right. When the current, live images
are being viewed, there is an indicator on the top status bar for that camera which indicates LIVE images
are being viewed.

Users can drag the timeline tool to a time in the past to replay images for that time. When the camera
images displayed are historical images, the indicator on the top status bar will change to RECORDED
IMAGES. Users can click the Live camera icon in the status bar to return to the live image streaming
video feed for the camera.

The timestamp used in the playback tool is based on the timezone of the Image Server.

18.1.5. Viewing Single Cameras
There are two options available for users to view images for a single camera.

18.1.5.1. Device List

In the device list the user can find the device in the table, click the device name to access device central
for the camera and view the camera images. Camera images are presented in the Dashboard tile for the
camera device in Device Central.

18.1.5.2. Camera Studio

The Camera Studio maintains a list of both Camera Groups and individual Camera devices managed in
the application. To view a single camera device simply choose the Camera tab and click the play icon
next to the camera device name.
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18.1.6. Troubleshooting Camera Images

If the camera images are not being correctly presented in the camera or camera group dashboards, the
following tips may help to isolate the cause of the issue:

1. Confirm the images are being sent to the Image Server. Each camera has an FTP account
created on the Image Server which creates a destination folder for these images to be stored.
The path to this folder is /opt/VDCIS/ftpserver/res/home/[FTP Name] where [FTP Name] is the
ftp account created for the camera. Under the FTP Name folder the images will be saves in
subfolders by year, month and day. Confirm there are current images being deposited into the
folder by the IP Camera.

2. Ifthe images are NOT being saved correctly then investigate the status of the FTP server on the
Image Server and the FTP configuration settings on the actual IP cameras.

3. If the images are being saved correctly then visit the Device Central page for the Camera which
is exhibiting an issue. Confirm the following details for the device:

a. |IP Address in the Basic Information section is correctly defined.

b. Click the Verify button on the Dashboard Tile for the camera device and confirm the
Camera process sis working correctly. If there are issues with accessing the Image
Server, this Verify process will provide a message indicating there is an issue.

18.2. CSV Mapping Menu Iltem

The application can retrieve monitoring data for a device from a csv file provided by third-party system.
This is also known as Flat File monitoring. The third-party system would provide csv files at regular
intervals with updated information.

The configuration phases for working with csv files for monitoring are as follows:
18.2.1. Phase 1: Creating a CSV Mapping Template

Create a CSV Mapping Template to reconcile the csv file format to the application

The CSV Mapping Menu Item displays a list of all the CSV Mapping templates in the system. The table list
contains the following fields:

Table List Column

Name Name of the template is also a link to open the CSV Mapping form that contains the
details for that template.

Mode Displays the csv mapping template mode. Options are Single Device in a Data Source
or Multiple Devices in a Data Source.

Description Displays the user defined description for the csv mapping template.

Table List Buttons Description

New Presents the form for creating a new csv mapping template.

Delete Deletes the selected csv mapping template from the system.

170 Integrations Menu Group



EF.T°N

Fowering Business Worldwide

18.2.1.1. CSV Mapping Form

Selecting new or an existing csv mapping template presents the CSV Mapping Template form. The CSV
Mapping Template form has static fields in the top section followed by tabs that present their fields
related to the csv mapping form.

Fields Description

Name Displays the name of the template.

Mode Displays the csv mapping template mode. Options are Single Device in a Data Source
or Multiple Devices in a Data Source.

Description Displays the text for the monitoring template description field.

Table List Buttons Description

New Presents the form for creating a new csv mapping template.

Submit If any form fields are edited or new data has been added the Submit button becomes
active and is used to update the form.

Delete Deletes the current csv mapping template.

2 ” These buttons collapse and expand the upper area of the form to provide more space

for the tables.

18.2.1.2. Column Mapping Tab

The initial view presented when the Column Mapping Tab is selected is a table mapping the System
Column name to a Column in CSV file.

el N s

b

Name - enter the CSV Mapping Template Name
Mode - Select either Single Device in a Data Source or Multiple Devices in a Data Source
Description - enter a user defined description for the template
Enter the column name in the CSV file for the column that has the attribute that will be
monitored.
Enter the column name in the CSV file for the column that has the device name.
Enter the column name in the CSV file for the column that has the timestamp for the monitored
information

a. Select the date format that matches the timestamp in the csv file
Enter the column name in the CSV file that identifies the unit of measurement for the monitored
value
Enter the column name in the CSV file for the column that has the monitored value
Click the Submit button to save your settings
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£ = CSV Mapping - CSV Mapping Template

Name * | CSV Mapping Template o

Mode * | single Device in a Data Source
Description

Column Mapping Unit Mapping

System Column 15
Attribute

Device
Timestamp

Unit

Value

Column in CSV/
Attribute e

Equipment 1D e

Date 6
Unit o

value e

Date Format

New Submit Delete

*  MM/dd/yyyy HH:mm e (=]

« <1 to 50f 5 > »

18.2.1.3. Unit Mapping Tab

1. Find the relevant unit of measurement
2. Enter the string for the unit of measurement as it appears in the csv file
3. Click the Submit button to save your changes

Column Mapping Unit Mapping N
Category 15 System Unit Unit in €SV I
mass Ounce i
mass Pound
mass Ton
mass tonne
power BTU/Hr
S Kiowat o w e
power KVA
power ton of refrigeration
power VA
power VAr

18.2.2. Phase 2: Create a Monitoring Template

Create a Monitoring Template where the attributes are set to Monitor Type Flat File and the relevant
attribute from the CSV file is identified. Refer to the Monitoring Menu Group section for more details.

In this example the application attribute Active Power will be linked to the CSV file attribute Customer
KW.

Attribute - Active Power

X
Attribute O Q New i
Alias
Data Type + | Scalar o
:
Parameters Label Value

| Atribute * Customer K
Value Type Decimal
Unit Watt o
Status &

Submit & New  Submit  Cancel
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18.2.3. Phase 3: Configure Monitoring for the Device

For the device configure monitoring for protocol Flat File.
Go to the device's Device Central page and select the Monitor function tile.

€ = Devices - Kelly-ATS001
Basic Information Submit 4 |- Monitor
Item Value @ =
¥ Device
Name Kelly-ATS001 Real-time Monitoring Data
2f87d300-73f5-4349- A
uuID T Al
9dcf-b8cdfafs0c16
Actions = Attribute 15 Data Source
Type Transfer Switch

Manufacturer ASCO Search.. Search..

W o N

11.
12.
13.
14.
15.

Enter the device's IP Address

Set the probe to be used (if all-in-one or only 1 probe it will already be selected)
Set the probe interval

Set the number of retries

Turn on monitoring for the device

Set the protocol to Flat File

. Enter the path to the csv file

Specify the path to the CSV file. The VDC application supports FTP, Local File and HTTP. For
detailed file path syntax refer to
https://commons.apache.org/proper/commons-vfs/filesystems.html

Enter the name of the device as it appears in the csv file

Select the name of the CSV Mapping Template to be used

Ensure that the monitoring template is set to active

Click Submit to save the settings

After a few polling cycles return to the device's main page and you should see values in the Real-
time Monitoring Data
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Basic Information submit 4 € = Monitor Configuration

Item Value
1P Address [ Device IP Address ]
¥ Device MODBUS CSVFile *
Name ATS001-A Probe #  SP192.168.111.170 o BACNET
Device
7572¢87-f90b-4772-
uuiD 1PMI
23d1-2e91d4ce6i55 Probe Interval # 60s e [}
User
Transfer Switch - APC Rack Access
Type
Rackmount Retries 0 e
Manufacturer  ASCO e ¥ HatFile Password
Product Line 7000 Series Timeout (sec) * 10 o HTTE/XML
MappmgT\{pee
Model 7ATS(3000amp)
Monitored e e AP nput
Lifecycle Available (<]
Asset Tag Monitoring Templates Attributes Triggers Actions
Serial Number
1P Address 192.168.111.170
Energy Type . Template Name 15 Attributes Triggers Template Source Graphs
Ouner . Search... Search Search... Search Sea
Department . Kelly Mon Temp 1 0 Device: ATSO01-A 0 kelly
Description

18.3. ITSM Integration Menu Item

Last Updated By

VErio Submit

Path to CSV file
Ivar/tmp/kellytest2.csv

Jvar[tmp/kellytest.csv

110003 [ Name of the device in csv file ]

kelly

Kelly Test CSV Mapping

Add  Remove

Last Updated Status

rch

2019-02-14 15:20:32 EST@ [ @]

« <1 tolof 1 > »

The application fully supports interaction with popular third-party IT Service Management (ITSM)
applications. A generic framework has been created to allow for automated tasks to be synchronized
between this application and the third-party ITSM application. This framework establishes connections
with the ITSM solution and performs synchronization actions based on user settings defined in the ITSM
page. The synchronization process, if enabled, will perform updates every 30 seconds.

18.3.1. Synched Devices Function Tile

The initial view presented when the ITSM Integration Menu Item is selected is the Synched Devices

function tile Service Now tab list.
<

ITSM Integration

Configuration i Model Map Attribute Map
=a &
al=1]ms

CSV Integration

Synch Devices
==

=0

Service Now

ITSM Device Device Name Serial Number Asset Tag Type
Search. Search... Search.. Search.. Seal
P1000131 - APC P1000131 - APC

42U 3100 5P1 42U 3100 5P1 P1000131 Rack

NetShelter Rack Netshelter Rack

P1000234 - Lenovo
ThinkStation 520

P1000232 - Lenovo
ThinkStation 520

P1000465 - IBM
Thinkpad T20

P1000488 - Apple

18.3.1.1. Service Now Tab

Model Last Updated |5
Start da~End :

2019-12-18
08:09:35 EST

AR31005P1

2019-12-18
08:09:35 EST

2019-12-18
08:09:35 EST

2019-12-18
08:09:35 EST

2019-12-18

Synch Now

Synch Direction Description

Search.. Search...

ITSM to Application

ITSM to Application
ITSM to Application
ITSM to Application

ITSM fn annlicatinn

Displays the list of devices that have been synchronized with Service Now. The Synch Now button on the

upper right initiates an immediate synchronization.
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List Column Description

ITSM Device

Displays the ITSM Display name.

Device Name

Displays the device's name in this application.

Serial Number

Displays the contents of the Serial Number attribute.

Asset Tag Displays the contents of the Asset Tag attribute.
Type Displays the device type.
Model Displays the device model.

Last Updated

Date and time of last update.

Synch Direction

Shows where the synch originated.

Description

Information about the event.

18.3.1.2. CSV Integration Tab

Displays details regarding the CSV integration.

18.3.2. Configuration Function Tile

In order to properly configure the application to synchronize with the ITSM application, there are
several settings which must be defined on the Configuration Page to identify the communication
settings and synch triggers to be processed.

Click on the Configuration function tile to access the Configuration Page.

18.3.2.1. ITSM Configuration

Model Map
=a

Attribute Map

B2

Product * | Service Now (] Proxy Server *  Disabled o
Status *  Enabled Address

URL ttps://dev58185.service-now.com,/ Port

User Name SyncVDC Proxy Authenfication Disabled v
Password sesssanes Proxy User

Sync Asset Bi-Directional Proxy Password

Incident Push Enable Incident Caller ID 6816f79cc0a8016401c5a33be04beddl

Synch Rules v AND X

Fields Description

Product Select the Service Now option from the pull-down menu.
Status Enable or Disable the functionality.
URL Enter the URL for the paired Service Now instance.
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User Name Enter the user name the application will use to connect to the Service Now instance.
Password Enter the password that corresponds with the user name.
Sync Asset Set the value for how you want asset synchronization to flow. The options are

Disabled, To ITSM Product Only, From ITSM Product Only or Bi-Directional.

Incident Push

If enabled the application alarms will open incident tickets on the Service Now
instance. The options are Enabled and Disabled. Note: Only alarm changes from
Normal to Warning| Critical | Unreachable and back to Normal will generate a ticket
on the ITSM system.

Synch Rules

Allows users to restrict the synch activity with the ITSM system. Multiple rules can
be added with AND logic to determine which devices will be processed. Only devices
which match ALL of the defined rules will be processed with synch activity.

Proxy Server

Status of the proxy communication to the ITSM server.

Address

IP Address of the Proxy Server needed to access the ITSM solution.

Port

Port to be used for Proxy communication.

Proxy Authentication

Status of Proxy Authentication. If Enabled, the Proxy User and Proxy Password are
used to establish communication with the ITSM Server.

Proxy User

User name to be submitted for the proxy connection.

Proxy Password

Password used with the proxy connection.

Incident Caller ID

Submit

Buttons Description

System User ID from ITSM application for the account to be used to open the
Incident on the ITSM solution.

If any form fields are edited or new data has been added the Submit button becomes
active and is used to update the configuration settings.

18.3.3. Model Map Function Tile

The ITSM model library will not be using the same naming convention as this application so
administrators must establish a mapping between the two systems. The Model Map page allows users

to connect the models from the two systems so translation can be performed on synch activity going in

each direction.

< = ITSM Integration

Synch Devices [l Configuration Model Map Attribute Map
—
£ o = ]

Application Models

Model 5 Type

(12) 10008ase-T RI-45 ports

(2)ts30C Busway - Tap Box starline

Mapped Models

Model 5 ITSM Model

AR31005P1 42U 3100 5P1 NetShelter Rack
AR31005P2 42U 3100 SP2 Netshelter Rack
c1100 PowerEdge C1100 Rack Server
€2100 PowerEdge C2100 Rack Server
€6100 PowerEdge C6100 Rack Server
T410 PowerEdge T410

T610(Rack) PowerEdge T610

T710(Rack) PowerEdge 710

Manufacturer

Patch Panel - Fiber - Blade Corning

ITSM Models Export
Product Line Status Model 15
Media Conversion Mapped 42U 3100 SP1 NetShelter Rack
Track Busway Mapped 4203100 52 NetShelter Rack
< 1 10 100 of 26423 > « <1 to 80 of 80 > »
Import  Export | Remove
Type Manufacturer Product Line Mapped By Mapped Date
Rack APC NetShelter 5X
Rack APC NetShelter SX

Server - Rackmount Dell PowerEdge

Server - Rackmount Dell PowerEdge
Server - Rackmount Dell PowerEdge
Server - Tower Dell PowerEdge
Server - Tower Dell PowerEdge
Server - Tower Dell PowerEdge

« <1 twaofs >
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When the Model Map function tile is accessed, the application will fetch the Application Models from
the current Master Model Database and the ITSM Models from the target ITSM solution. The table at
the bottom of the page shows the list of models that have been mapped. The tables on the page contain
the standard filter rows to assist users in finding the desired models.

18.3.3.1. Mapping Models

< = |TSM Integration
Synch Devices [l Configuration | Model Map Attribute Map
Application Models ITSM Models Export
Model {5 Type Manufacturer Product Line Status Model 15
Search. Search Search Search..
| (& T410 Server - Tower Dell PowerEdge | | e Unmapped PowerEdge T410 |

To map models:

1. Filter for the desired model from the Application Models list and select the radio button next to
it.
2. Filter for the matching model from the ITSM Models list and select the radio button next to it.
3. Click on the Submit button to map the models.
The models are added to the Mapped Models table on the Mapped Models tab.

18.3.3.2. Removing Mapping

Mapped Models

i |

Model 15 ITSM Model Type Manufacturer Product Line Mapped By Mapped Date
Startdate ~ End date

C6100 PowerEdge C6100 Rack Server  Server - Rackmount Dell PowerEdge -

T410 PowerEdge T410 server - Tower Dell PowerEdge | .

&« <1 to gof 8 > »

1. Inthe Mapped Models table Select the row containing the mapped models to be un-mapped by
selecting the check box.

2. Click on the Remove button to remove the mapping.
The model status is updated in the ITSM Models list.
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18.3.3.3. ITSM Model Export

The Export button with the ITSM Models list will produce a spreadsheet with the list of models in the

ITSM system.

ITSM Models

Status

A
m
1]

Mapped

Mapped

Model 15

w
m
1]

421 3100 5P1 NetShelter Rack

421) 3100 5P2 NetsShelter Rack

&«

18.3.3.4. Mapped Models Import and Export

1 to 80 of 80 > »

The list of mapped models can be exported to a spreadsheet. The spreadsheet can be edited and then
imported to update or add entries to the list. The model names from each system must be entered in
the spreadsheet exactly as they appear on their respective applications.

Mapped Models

Model 15 ITSM Model Type

Search... Search.. Search.

42U 3100 SP1 NetShelter
Rack

AR31005P1 Rack

ID A
fzaka5E-i&z-llde-afaa-DDDdEﬁﬁafsz
f2a9b894-44e2-11de-8c10-000d566af2f2

Model ITSM ID
AR31005P1 4afe7b733723100044e0bfc8bcbesd2d
AR31005P2 e9aaeb3f3763100044e0bfc8bcbesdbs

fb30ccec-fecs-11df-b2d1-001d091ddedd C1100 46c9e148a9fe198100d600e3cd276a26
fb4ag1cs-fecs-11df-8d3a-001d091ddadd c2100 0043b77dc611227501522de2c9bas047
fbShd28e-fect-11df-8ed3-001d091dd9dd  C6100 46d443d539fe198101952a6757442619
b5dd4a82-710d-11de-88f0-001d091ddadd  T410 46ch3f44a9fe1981012329fa2fcad50

chbcd344-14ee-11e1-a1f2-001c091dd9dd
b5e1f668-710d-11de-8490-001d091dd9dd

T610(Rack) 46040981a3fe138101b0c12460dbbcdc
T710(Rack) 46d42db2a9fe1931004b363b791dc431

Manufacturer Product Line

NetShelter SX

ITSM Model

42U 3100 SP1 NetShelter Rack  Rack APC
42U 3100 SP2 NetShelter Rack  Rack APC
PowerEdge C1100 Rack Server Server - Rackmount Dell
PowerEdge C2100 Rack Server  Server - Rackmount Dell
PowerEdge C6100 Rack Server Server - Rackmount Dell
PowerEdge T410 Server - Tower Dell
PowerEdge T610 Server - Tower Dell
PowerEdge T710 Server - Tower Dell

18.3.4. Attribute Map Function Tile

Mapped By

Manufacturer Product Line

&

Import  Export | Remove

Mapped Date

Start date ~ End date

Mapped By Mapped Date

NetShelter SX
NetShelter SX
PowerEdge
Powerkdge
PowerEdge
PowerEdge
PowerEdge
PowerEdge

kelly 2019-12-20 14:47:13 EST

The ITSM asset attribute list will not be using the same naming convention as this application so
administrators must establish a mapping between the two systems. The Attribute Map page allows
users to connect the asset attributes from the two systems so translation can be performed on synch

activity going in each direction.
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= ITSM Integration

Synch Devices [l Configuration
=
=0

Application Attributes
Attribute 15

A Current Utilization

A Power Utilization

Mapped Attributes

Attribute 15

Asset Tag

Nate Created

Category

Location

Location

ITSM Attribute

Aszet tag

Created

5

ModelMap il Attribute Map
=a

Attribute Type

System

System

« < 1

Category

Common

Commonon

Export
Value Type

Decimal

Decimal

to 100 of 2200 > »

Attribute Type

System

Sustem

ITSM Attributes
Status

Search...

Unmapped

Unmapped

Value Type

string

Datetime

Submit
Export
Attribute 15
Search...
Acquisition method
Active transfer order
&« <1 to 82 of 82 > »

Import  Export  Remove

Mapped By Mapped Date

-
Start date ~ End c\a:e

« < 1 to 30f 3 > »

When the Attribute Map function tile is accessed, the application will fetch the list of Application
Attributes from the current instance of the application and the ITSM Attributes from the target ITSM
solution. The table at the bottom of the page shows the list of attributes that have been mapped. The
tables on the page contain the standard filter rows to assist users in find the desired attributes.

18.3.4.1. Mapping Attributes

< = |[TSM Integration

Synch Devices [l Configuration i Model Map Attribute Map
— [="]
EC o =a EE

Export

Attribute 15

| Comments |

Comments |

Application Attributes Export ITSM Attributes
Attribute 15 Category Attribute Type Value Type Status
- (o)
Unmapped
Contact Description 2 Electrical/Power System String
®
Description Common System String

To map attributes:

3. Filter for the desired attribute from the Application Attributes list and select the radio button

next to

it.

4. Filter for the matching attribute from the ITSM Attribures list and select the radio button next to

it.

5. Click on the Submit button to map the attributes.
The attributes are added to the Mapped Attributes table on the Mapped Attributes tab.
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18.3.4.2. Removing Mapping

Mapped Attributes

Attribute 15 ITSM Attribute Category Attribute Type Value Type
Search.. Search..
o srcoes S e
Description Comments Common System String
Serial Number Serial number Common System String

&

Import Export

Mapped By Mapped Date
Search.. Start date™ End det
kelly 2019-12-20 15:11:50 EST

tosaof s > »

1. Inthe Mapped Attributes table Select the row containing the mapped attributes to be un-

mapped by selecting the check box.
2. Click on the Remove button to remove the mapping.
The attribute status is updated in the ITSM Attributes list.

18.3.4.3. Attribute List Export

The Export buttons with the Application Attributes and ITSM Attributes lists will export the respective
list of attributes to a spreadsheet. Users can use these lists to acquire the exact attribute name for
mapping manually or using the import function described in the next section.

ITSM Attributes

Application Attributes

Attribute 15 Category Attribute Type Value Type Status
Description Search.. Search.. Search.. Search..
Contact Description  Electrical/Power System String Mapped

Contact Description

Flectrical /Power Svstem String

18.3.4.4. Mapped Attributes Import and Export

Attribute 15

Comments

Comments

The list of mapped attributes can be exported to a spreadsheet. The spreadsheet can be edited and then
imported to update or add entries to the list. The attribute names from each system must be entered in

the spreadsheet exactly as they appear on their respective applications.

Mapped Attributes

Attribute 15 ITSM Attribute Category Attribute Type Value Type

Search.. Search..

oo oo ==

Description Comments Common System

String

Import Export Remove

Mapped By Mapped Date
Search.. Start date™~ End -:ist

-
kelly 2019-12-20 15:11:50 EST

Attribute ITSM ID

Oaeddd86-ce3c-11dd-3da6-001d091ddsdd  Asset Tag asset_tag Assettag Common System
al1f9130-fff7-11de-b965-00241d120212 Date Created sys_created_on Created Common System
4966b8b1-52ba-425d-a74d-a8affeb888d3  Description comments Comments Common System

Oaedd732-ce3c-11dd-9a2f-001d031dd3dd  Serial Number serial_number Serial number Common System
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18.3.5. ITSM Service Now Integration Specifics

The Service Now application provides a wide range and of asset management functions which can be
integrated with this application. The functions supported in the Service Now integration include the
following:

e Device Creation — One way to bi-directional support for device creations.
e Attribute Changes — One way or bi-directional support for changes to asset attributes.
e Incident Reporting — Creation of a ticket based on alarm generation in the application.

Specifics for how these integrated features are supported for Service Now are included in the sections
below.

18.3.5.1. Configuration

Integration to the Service Now application uses the general parameters defined above. One clarifying
note related to the configuration settings is related to the Incident Caller ID. In Service Now, this field is
obtained by accessing the Users page in Service Now, right clicking on the User Name to be used for
generating Incidents and selecting the Copy sys_id option from the shortcut menu.

18.3.5.2. Models

As part of the integration configurations for any ITSM solution there needs to be a model map between
the two applications. For Service Now, the Model Map list is synchronized from the Hardware Models
page which can be accessed by filtering the menu list for “Models” and then choosing the Hardware
Models menu item.

18.3.5.3. Attributes

As part of the integration configurations for any ITSM solution there needs to be an attribute map
between the two applications. For Service Now, the Attribute Map list is synchronized from
alm_hardware form.

{ = Hardware
Save

Delete AssetOnly |

1251 - Dell Inc. PowerEs
Insert |

ter

p  Insertand Stay

Default view o

Form Design

Fleids ree TYDES

Filter

Hardware [alm_hardware] | ~

# Display name
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To add attributes in Service Now:

¢{ | = Hardware
Save

Delete Asset Only

1251 - Dell Inc. PowerEdge T610
Insert |

y Insertand Stay Biter

Configure bl Form Design
Export b Form Layout E
View > Related Lists |

18.3.5.4. Assets

The actual device or asset synchronization will occur in the Assets list of Service Now. Depending on the
one way or bi-directional support for ITSM integration which is defined on the Configuration pages, the
devices or assets will be automatically created or updated on the respective applications. In Service
Now, the Asset list is accessed by entering “Assets” into the menu filter and then selecting the Hardware
Assets menu item from the list.

18.3.5.5. Incidents

When alarms are generated in this application, incident tickets can be automatically generated in the
Service Now system. The following alarm condition changes will result in the creation of a new incident
in the Service Now incident list:

e Normal to Unreachable
e Normal to Warning
e Normal to Critical

In Service Now, the Incident list can be accessed by typing “Incidents” into the menu filter and selecting
the Incidents menu item. Note: The resulting list of incidents may be filtered to only show the incidents
reported by or assigned to the active Service Now user. If needed, remove the filter for the current user
to see the list for all Service Now users or the specific user configured to report incidents from this
application. In the ITSM Configuration page, the Incident Caller ID setting is used to define the Service
Now user who reports the incidents generated by alarms in this application.

18.3.6. ITSM CSV Integration Specifics

This section describes the integration design between Visual Data Center (VDC) and DCTrackMobile
(DCTM) which uses CSV files to synchronize information between the systems.

18.3.6.1. Prerequisites

In order to properly configure the VDC application to synchronize with the CSV file, there are several
settings which must be defined on the Configuration Page to identify the communication settings and
sync triggers to be processed. The Configuration Page has the key parameters which need to be defined
to control the communication for the CSV file integration.
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e Product - Select CSV Mapping as the 3rd party product used for integration.

e Rack U check - If Enabled, the application will check asset u position specified in the CSV file. If
the u position is different, the application will report it as an unmatched asset.

e Max Change Count - Set the number of updates that can be processed at one time.

e File Path - Specify the path to the CSV file. The VDC application supports FTP, Local File and
HTTP. For detailed file path syntax refer to https://commons.apache.org/proper/commons-
vfs/filesystems.html

e Interval(m) - Set the time Interval in minutes, between the end of processing the previous CSV
file and the start of processing the next CSV file.

Click on the Configuration Button to access the Configuration Page.

ITSM Integration Configuration Model Map Attribute Map View Log

— ) )
(&) Configuration .- _—
Product «| csv mtegration o] smohRuks + addrue @
Rack U Check *| Enabled M

Max Change Count ||
File Path

Interval (m)

18.3.6.2. CSV File Format

The CSV file should be formatted as shown below and placed in the location specified in the File Path
configuration field. Once a CSV file has been processed, the application will not process the CSV file
again unless the file is changed.

Manufacturer Rack/Stand
-] -]

LR201106010276 Network Checkpoint SMART-1 5 RackMount 13 13 Front Ly 03NR2 A LY03NR2A05

1214B00738 Network Checkpoint CHECKPOINT 4807 RackMount 20 20 Ly 03NR1 c Rack1
Row4_Robot
Network Checkpoint CHECKPOINT 4807 RackMount 20 20 Front LY (03NR2 c LYO3NR2G04

1380781 KVM Avocent AVOCENT CCM1650 RackMount 1 1 LY (05DH2 Rack1
Row04_Robot

1380712 Storage Avocent 1BM 3576-E9U RackMount 3 11 Front Ly 05DH1 B Rack1
Row4_Robot

1380712 Storage. Avocent 1BM 3576-E9U RackMount 3 11 Front Ly 05DH1 B Rack1
Row4_Robot

13807123 Storage: Avocent 1BM 3576-E9U RackMount 0 11 Front Ly 05DH1 B Rack1
Row04_Rabot

1380783 Storage 1BM IBM 3576-E9U RackMount 13 11 Front LY 05DH1 B Rack1
Row04_Rabot

1380784 Storage: 1BM IBM 3576-E9U RackMount 15 11 Front LY 05DH1 B Rack1

Row04_Robot
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18.4. Eaton Predict Pulse Menu Item

Visual Data Center is integrated with the Eaton Predict Pulse application to provide real time monitoring
attribute metrics to Predict Pulse. Predict Pulse uses real time data to analyze system status and detect
imminent failure conditions. With this information, the Predict Pulse system can proactively contact
owners of devices for service or replacement of the devices.

18.4.1. Settings Function Tile

The initial view presented when the Eaton Predict Pulse Menu Item is selected is the Settings function

tile.
< = Eaton Predict Pulse
Settings Attributes

Submit

User Name * Application ID * | Cof37269-1ebc-4fab-8104-b70=fE372

Password * Activation Code *

Host URL * | htips://adopteriotwebapi.eaton.com Gateway UUID * 4582bed0-eB6e-4a69-8dfe-51792b5bba5a

Port *| 443 Interval * |15 min (x]
Fields Description

User Name User Name for logging on to the Predict Pulse service.

Password Password used with the user name.

Host URL The URL for the Predict Pulse instance.

Port Port to be used for communication.

Application ID ID for user from the Predict Pulse application.

Activation Code

Activation Code from the Predict Pulse application.

Gateway UUID

The unique identifier for the gateway.

Interval

Submit

Buttons Description

The time between data collection incidents.

If any form fields are edited or new data has been added the Submit button becomes
active and is used to update the configuration settings.
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18.4.2. Devices Function Tile

The Devices function tile displays the list of monitored devices uploading data to the Predict Pulse
service.

Table List Column

Device Name of the device is also a link to open the Device Central panel that contains the
device's attributes list, function tiles and monitoring details.

Type Displays the device's type name.

Manufacturer Displays the device's manufacturer name.

Product Line Displays the device's product line name.

Model Displays the device's model name.

Lifecycle Status Displays the device's lifecycle status - Available or Operational

Asset Tag Displays the contents of the Asset Tag attribute.

Serial Number Displays the contents of the Serial Number attribute.

IP Address Displays the contents of the IP Address attribute.

Location Displays the location where the device has been placed.

Devices with their UUID in the Profile ID field on their device central Monitor function tile page are
designated as those uploading to Predict Pulse.

Ul pashboard

= Monitor Configuration

Monitor Config Monitoring Templates Attributes Triggers Actions
IP Address * | 192.168.111.114 v SNMP
Probe * | SP192.168111.170 >} MUDESS
BACNET
Probe Interval *| 1205 Q
IPMI
Retries 2

APC Rack Access

) Flat File
Timeout (sec) *| 60
HTTR/ XML
Monitored ()
APl Input
Profile ID QpPC
OPC UA
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18.4.3. Attributes Function Tile

The Attributes function tile displays the list of monitored attributes uploading data to the Predict Pulse
service.

Table List Column

Attribute Name Name of the attribute is also a link to open the attribute form that contains the
attribute's configuration.

Category Displays the attribute's Category. Options are Capacity, Common, Electrical/Power,
Environmental, Global, Location, Network, Other, Port, Rack and Server.

Attribute Type Displays if the attribute is System or Custom generated.

Value Type Displays the attribute's Value Type. Options are String, Integer, Decimal, Datetime or
Enum.

Metric Unit Displays the attribute value's corresponding Metric Unit of measurement.

US Unit Displays the attribute value's corresponding US Unit of measurement.

Attributes with a value in Tag ID (value comes from Predict Pulse) are included in the list.

New  submit  Delete

< = Attribute - Active Power e a
i
Name * | Active Power wuiD 84750816-8b15-11de NaVl_C_
Category * | HectricalfPower © ® usunit wate © Brecision earch dc
Heading:
Value Type *  Decimal - Metric Unit Watt v Precision 2 _1
4 151t

Usage Device | | Location Port Cable Description
4 15,
p 1

Show on Data Plate Yes (=) No

1
Tag ID 110075 !
b1
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19. Import | Export Menu Group

The Import | Export Menu Group contains menu items for importing and exporting activities. Presently
you can import and export devices, models and PDU/RPP panels.

19.1. Import Central Menu Item

The Import Central Menu Item displays a list of all the import activity sessions in the system. The table

list contains the

following fields:

Table List Column

Import Type Displays the type of import activity and is also a link to the page with additional
details for the import activity.

Submit Time Displays the time the import was started.

Submitter Displays the name of the user that initiated the import.

Status Displays the current status of the import.

Overall During the import it displays the import spreadsheet tab name being processed.
Options are Devices, Ports, Relationship, Monitor_device and Monitor_target.
Completed imports end with Monitor_target as the overall value.

Overall% During the import it displays the progress through the spreadsheet as a percentage.
Completed imports end with 100%.

Start Time Displays the start time for the activity.

End Time Displays the end time for the activity.

Table List Buttons Description

Clear Clears the table list.

New Import Opens an import wizard that steps you through the import process.

19.1.1. Import Wizard

The Import Wizard page is displayed when the New Import button is selected. The import wizard is used
to import Devices, Models, Locations, Monitoring Templates, PDU|RPP Panels, ITSM Model Mappings
and ITSM Attribute Mappings.

1. Select Import Type

b.

From the Import Type drop-down choose the item to be imported.

Note: To retrieve a template file, first select the import type and then use the Download
Template button. The appropriate template for your import will be downloaded into the
downloads folder.

Note: Populate an import spreadsheet or download the new model package to your
local workstation before proceeding to the next step.

Click Next button to move to the next page of the wizard
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€ = Import Wizard

1. Select Import Type 2. Upload File

Select the type of Import process to be completed.

Import Type * | Devices

Description

Download the Import Template for the selected Import progress above and populate the data based on the instructions.

Downlead Template

a. Browse to select the import spreadsheet or model package
b. Click Next button to start import

2. Upload File

< = Import Wizard

3. Process File

Prev Next

1. Select Import Type: 2. Upload File 3. Process File

Upload the Import Template file.

5.2 Import Devices-short list-training-noUUID.xlsx

3. Process File

o B

a. Page displays the import process as it progresses through the import spreadsheet rows

and subsequent tabs

< = Import Wizard

1. Select Import Type 2. Upload File 3. Process File

Processing Stage: 2/ 6

Current Stage: Devices

Level

Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

Normal

Time

2019-02-19 16:33:23

2019-02-19 16:33:23

2019-02-19 16:33:23

2019-02-15 16:33:23

2015-02-15 16:33:23

2015-02-15 16:33:23

2015-02-19 16:33:23

2015-02-19 16:33:23

2019-02-18 16:32:23

2019-02-18 16:32:23

2019-02-15 16:32:23

2019-02-15 16:32:23

2019-02-19 16:33:23

Name

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Devices

Prev  Next

mamm

%

Details

Row: 35 Passed validation
Row: 34 Passed validation
Row: 33 Passed validation
Row: 32 Passed validation
Row: 31 Passed validation
Row: 30 Passed validation
Row: 29 Passed validation
Row: 28 Passed validation
Row: 27 Passed validation
Row: 26 Passed validation
Row: 25 Passed validation
Row: 24 Passed validation

Row: 23 Passed validation

« <1 to 34 of 33 > »

b. When complete the page displays a summary indicating the number of each item

successfully imported and failures.

c. Alink to open the error-comments.txt file is available for troubleshooting the import

failures.
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< Import Central

Submit Time:201%-02-13 16:37:26

Reports

File

error-captured xlsx

t

vices-errors-noUUID xlsx

Summary

Data Type
Devices

Ports
Relationship
Manitor_device

Monitor_target

Submitter:admin

Total

Status:Finished With Error

© o o o

Overall:Monitor_target Start Time:2019-02-13 16:37:26 End Time:2015-02-19 16:37:28

Description
Error Captured
Error Comments

Original

Number of success

Number of failure

© o o o =
e o o o =

The error-comments.txt file indicates the sheet and rows where errors occurred.

Sheet Devices o

Row : 3 Reason:
Row : 4 Reason:
Row : 11

Row : 12

Row : 13

Sheet : Ports

Sheet Relationship
Sheet Monitor device
Sheet Monitor target

The Model does not exists in system.
The Model does not exists in system.

Reason:
Reason:
Reason:

The Model does not exists in system.
The Model does not exists in system.
The Model does not exists in system.

i. Sheet: The Worksheet (in the Excel file) that has an issue
ii. Row: Refers to the row (in the Excel spreadsheet) that has an issue
iii. Reason: Provides information about the issue

19.1.2. Import Devices Spreadsheet

The bulk importing spreadsheet is composed of five spreadsheet tabs — Devices, Ports, Relationship,
Monitor_Device, and Monitoring Template. For just creating the actual device and importing it into the

device library, Devices is the one sheet that is of concern.

Devices sheet has six major column headers with sub-columns underneath. Following each description
below is a graphic showing how it looks in the Excel spreadsheet.

19.1.2.1. Operations

Action option instructs the application on how to process the data in that row. The four action options

are either

e A-addthe device to the library

e U -update the device in the library

e D - delete the device from the inventory list
e AU - add the device if not already created, if created then update device in library

Action
AU
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19.1.2.2. Model Info

Model Info contains device specific details. While doing a bulk import, either the UUID must be
completed or the type, Manufacturer, Product Line, and Model Name must be completed. This is
because the model UUID will spell out the device information, and the device information will fill out the
model UUID. One or the other is a requirement for bulk import.

UuIib Type Manufacturer Product Line Model Name
97ch43f4-4503-11de-8bac-000d566af2f2 Rack Wright Line Paramount Enclosures 44U-2442

e Model UUID — UUID that is specific to the model
e Type —device type

e Manufacturer — device manufacturer

e Product Line — device product line

o Model Name — device model

19.1.2.3. Device Info

Device Info is information that is specific to a single device.

uuiD Device Name Device Ref ID Device Group Description Department Owner
000daf91-e8d7-4bf8-9f1a-e8c10347f803  Kelly-Rack001 Public

e Device UUID — UUID that is specific to that individual device

e Device Name — Name of the individual device. This field is NOT a unique attribute.

e Device Ref ID — “Nickname” for the device. Used as a reference when being referenced by
another device. This field will be deleted once imported.

e Device Group — Device group that the device belongs to. Description — Notes to be held on
device.

e Department — Department that the device belongs to.

e Owner —The device’s owner.

19.1.2.4. Location

Location information identifies where the device is placed or to be placed.

Location Area Row Column X Offset Y Offset

e Location — where the device is located/going to be placed. {Building — Floor — Area}
e Area—Area on the floor that the device is located in

e Row — Row on the floor within the area specified that the device is located on

e Column — Column on the floor within the area specified that the device is located on
e X Offset — displacement of the floor device on X-axis

e Y Offset — displacement of the floor device on Y-axis
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19.1.2.5. Rack Mount
Rack Mount displays details for rack mounted devices including elevation and positioning within a rack.

Target Device UUID Target Device Ref ID Target Device Name Mount Type Local Transform tx Local Transform ty Local Transform tz Local Transform zr Local Transform xr

«zal Transferm xr Rotation Angle Position x Position y Pesition Rackmount External U Pesition U Size Shelf I Horizontal Slet Vertical Slot Slot ID

e Target Device UUID — This is the UUID of the device where the selected device resides.
o Target Device Ref ID — References the Devices Ref ID where the selected device is to be placed.
e Target Device Name — Device name of the device where the selected device resides.
e Mount Type —Type
o Floor Mount — used for racks and facility devices
o Attach Mount — used for devices that are placed on side of racks
o Rack Mount External — used for devices that go on the enclosure of racks
o Rack Mount Internal — used for server to be placed inside a U position
o Shelf Mount — used for devices to be placed on rack shelf
o Chassis Mount — used for blades that are going into chassis
e Rotation Angle - Rotation of devices. Only required for devices that have mount type of Floor
Mount. By default the devices will face the wall that is labeled with the floor grid (Rotation=0
degrees)
e Rackmount External - Position of the device on the outside of the rack
e U Position — location of device within a rack. There are three rack positions within a rack unit.
Refer to the below image for more detail.

e U Size - the U size of the device
e Slot ID — position of blade within blade chassis, refer to diagram below for the naming
convention of half and full blades.
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19.1.2.6. Device Attributes

Initially the spreadsheet displays a default set of attributes for a device. If within the application values
are added to other attributes, those attributes will appear in the exported spreadsheet.

If an attribute does not appear in the spreadsheet, go to the device, add the attribute if necessary and
enter a value. When that device is exported the attribute with its value should appear in the
spreadsheet

Energy Source Energy Type Selected Voltage Power Source Rack Group Date Created Front U Space Remaining Front U Space Used Date Last Modified Life Cycle

19.1.2.7. Creating New Devices from Spreadsheet

This section discusses how to create devices like racks, servers, a blade chassis, and blades through the
Excel bulk import spreadsheet. The only prerequisite for this section is the Excel spreadsheet that can be
downloaded from the Import Wizard's first page using the Download Template button. In the example
below a rack, 2 blades, blade chassis, and server are created and added to the device library.

Follow these steps:

e With a blank Excel import spreadsheet, fill in the required information. When just creating a
device and adding it to the device library, the fields below must be filled out. Below is a screen

shot.
e QOperations
o Actions
e Model Info
o Type

o Manufacturer

o Product Line

o Model Name
e Device Info

o Device Name
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Action uuiD Type Manufacturer  Product Line Model Hame: UUID  Dewice Name
Al Rack Genenic Generic - Rack Rack 42U RD - Racki
Al x Semver - Rackmount HP Proliant DL380 4/ RD - Serverl
AU Server - Blade Enclosure HP Profant BL CT000 RO - Blade
AU Server - Blade HP Proliant BL4B0c RD - Blade1
AU Server - Blade HP Prokant BL480c RD - Blade?

*** Don’t create the UUIDs, these will be self-generated by the system. If the Model UUID is known that
one can be inserted instead of the other model information. ***

e The model information can be found in the Devices menu group > Models menu item.
e When the spreadsheet is completed use the Import Wizard to import and create the devices.

19.1.2.8. Creating New Devices and Mounting them to a Rack

This section discusses how to create devices like racks, servers, blade chassis, and blades through the
VDC bulk import spreadsheet.

In the example below 1 rack, 1 server, 1 blade chassis and 2 blades will be created.

e The server and blade chassis will be mounted in the rack.
e The blades will be mounted in the blade chassis.

Follow these steps:

e With a blank Excel import spreadsheet, fill in the required information for each of the devices.
The following fields must be filled out.
e QOperations

o Actions
o Model Info - must match exactly with the information in the application model database
o Type

o Manufacturer

o Product Line

o Model Name
e Device Info

o Device Name

Action uuio Type Manufacturer  Product Line Model Hame UUID  Device Name
Al Rack Genenc Generic - Rack Rack 42U RD - Rackl
Al x Server - Rackmount HP Proliant DL380 // RD - Server
Al Serwed - Blade Enclosure HP Proliant BL CT000 RD - Blade
Al Senver - Blade HP Proliant BL4BOC RO - Blade1
Al Server - Blade HP Proliant BL4BOC RD - Blade2

*** Leave the UUIDs blank, these will be self-generated by the system. ***

193 Import | Export Menu Group



EF.T°N

Powering Business Worldwide

The next step is to provide the correct Rack Mount information. In this example a server and
blade chassis will be mounted in a rack. To accomplish this, the server and blade chassis row will
specify the rack they are to be placed in.

a.

When creating a rack and the devices that will be placed in the rack in a single
spreadsheet, the rack must be referenced using the Device Ref Id. Enter a Device Ref ID
for the rack.

For the server and blade chassis the Target Ref ID is the racks' Device Ref ID. Along with
populating the Device Ref ID cell, you must input "Rack Mount Internal" into the Mount
Type and the U Position for the devices being mounted within the rack.

This example would create the rack and then mount the server in U position 33 and the
blade enclosure in U position 10 in Rack1.

Manufacturer Product Line Model Name Device Name Device RefID  Target Device Ref ID Mount Type U Position Slot ID

Rack

'Wright Line Paramount Enclosures |44U-2442 KB-Rack001 Rack1

Server - Rackmount

Dell PowerEdge R510 KB-Server002 Racki Rack Mount Internal [33.0

Server - Blade Enclosure |HP

Proliant BL C7000 KB-ServerEnc001 Rack1 Rack Mount Internal [10.0

c. Inorder for the blades to go into the chassis during the import, the blade chassis must
also use a Device Ref ID. Enter a Device Ref ID for the blade chassis.

d. The Target Device Ref ID for the blades is the blade chassis' Device Ref ID. Select
“Chassis Mount” as Mount Type and specify the Slot ID for the blades.
Note: Slot ID/U position collision during import is supported. If there is a conflict with
either the Slot ID and/or U Position, the user will be notified of the failure.
Note: In the graphic below many columns have been hidden so the relevant columns
are visible.

Type Manufacturer Product Line Model Name Device Name Device Ref ID _Target Device Ref ID Mount Type U Position Slot ID

Rack Wright Line Paramount Enclosures |44U-2442 KB-Rack001 Rack1

Server - Rackmount

Dell

PowerEdge

R510

KB-Server002

Rack1

Rack Mount Internal

33.0

Server - Blade Enclosure

HP

Proliant

BL C7000

KB-ServerEnc001

Enc001

Rack1

Rack Mount Internal

10.0

Server - Blade

HP

Proliant

BL465¢c G7

KB-ServerBlade001

Enc001

Chassis Mount

Server - Blade

HP

Proliant

BL465¢c G7

KB-ServerBlade002

Enc001

Chassis Mount

When the spreadsheet is completed use the Import Wizard to import and create the devices.
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19.1.2.9. Mounting Existing Devices

If all of the devices (rack, server, blade chassis and blades) already exist on the server then you can
mount them using their unique device names or the UUIDs (if the device names are not unique).

e Export the existing devices to a spreadsheet. This exported spreadsheet will contain the UUID
(database Unique Identifiers) for the devices
e Edit the spreadsheet adding the Target Device UUID or Target Device Name, U position/Slot ID.

This example places the KB-Server001 in to KB-Rack001 in U position 35.
KB-ServerEnc001 into KB-Rack001 in U position 10 and the blades into the enclosure.

Since these devices have UUIDs, no new devices are created. The existing devices are updated
with the rack mount information and will now appear within the rack in all the graphic displays.

Action Type Product Line Model Name uuin Davice Name Target Device UUID Target Device Name Mount Type U Pasition|U Size | Slot
AU Rack [Wright Line Paramount Enclosures [44U-2442 000daf91-e8d7-4bfB-9f1a-e8c 10347803 KB-Rack001 Floor Mount
AU Server - Rackmount Dell PowerEdge [R510 |2e6c5748-1174-4116-80a0-b133f1750d98 KB-Server001 000daf91-e8d7-4bf8-9f1a-e8c 10347803 Kelly-Rack001 Rack Mount Internal [35.0 2.0
AU Server - Blade Enclosure [HP Proliant BL C7000 |c18576af0867-4738-9d2c-d84fed5688a7  |KB! 1 000daf91-e8d7-4bf3-9112-e8c 103477803 |Kelly-Rack001 Rack Mount Internal [10.0 10.0
AU Server - Blade HP Proliant BL465c GT |4226283c-2087-4d77-bcBb-be 12424 |KB. |c18576af-0867-4738-9d2c-d84fed5588a7  |Kell 1_[Chassis Mount
AU Server - Blade HP Proliant BL465c GT ab83e447-efea-456d-88cb-03e805577994 KB-ServerBlade001  |c18576af-0867-4738-9d2c-dB4fed5588a7  [Kell 11_[Chassis Mount 1

e When the spreadsheet is completed use the Import Wizard to import and create the devices.

19.1.2.10. Import Devices Spreadsheet: Ports Tab

List all of the ports for the devices on the devices tab.

uuID Port Ref ID Port Name PortType Description Inherited Network Speed(MB/s) VLAN Name Port Number MAC Addressl Port Status Has Back Service Type
05401d8c-4737-11e6-8fa2-d39f039224ff Al7 NEMA 5-20R Yes 7 Available No Qut
054f6dfa-4737-11e6-b76e-b3e79ab62410 A23 NEMA 5-20R Yes 23 Available No Qut

19.1.2.11. Import Devices Spreadsheet: Relationship Tab

Lists all of the power and network connections for the devices on the devices tab. Bulk connections can
be created using the relationship tab.

Action uuID Name Cable Typedescriptiomrial Numble Lengthi  Color mber of colevice UUllevice Nam Port UUIDPort Ref ICPort Name Port Type Jevice UUllevice Nam Port UUID Port Ref ICPort Name Port Type
AU 58e43e93- Buck-ATS( Generic Power Cable #FF0062B1 3a8d7457- Buck-ATS( f4e55450- pol Power Poi1b8ceadd- Buck-UPSIc275282a- pil Power Port
AU alc5e041- Buck-UPS: Generic Power Cable #FF0062B1 1b8ceadd- Buck-UPS:c273c75a- pol Power Po161b6496f- Buck-PDU d18ad155- pil Power Port

19.1.2.12. Import Devices Spreadsheet: Monitor_device Tab

Lists all of the Monitor Config tab settings from the device central monitor function tile for each device
on the devices tab. Bulk configurations and modifications can be done using the monitor_device tab.

Action eviceNam UUID  Type lanufactur'roduct Lindodel Namevice Ref | duction StiIP Addressobe Intervimeout{se Retry  Probe  Port  Protocol Version tCommun tCommuniUser Name Password.ith Protocontest Nanvacy Protoracy Passwscurity Lev Uit ip Commu
AU CA2 - Sens8c6598c9b Sensor  RF Code  Sensors - | RFCode - R productio 127.001 60 29 7 SP19216¢2162  UDP SNMP_VEF public  private  jarrett MD5 DES il noAuthNo
AU HAL-Senc3952918dSensor  RFCode Sensors - | RFCode - F productio 127.00.1 50 "9 ¢ 5P192 1682162 upp SNMP_VEEpublic  private  jarrett MDs DES o noAuthNo
AU HA2 - Senze942€799 Sensor  RFCode  Sensors - |RFCode - R productio 127.00.1 60 f2s 3 SP19216¢2162  UDP SNMP_VEF public  private jarrett MDS DES o noAuthNo
Password.th Protocontext Nanvacy Protoracy Passwzcurity Lev  Unit  1p CommurUser Name Password  Port mmand Ty Auth Tvpe Priv Level Interface wice Numk  Port Type  TaglD  Port UserNamePassword MNode vicelnstar Port work Num
o noAuthNa
MDS DES i) noAuthNa
MDS DES (] noAuthNa

195 Import | Export Menu Group



EF.T°N

Powering Business Worldwide

19.1.2.13. Import Devices Spreadsheet: Monitoring Template Tab

Lists all of the monitoring templates assigned to the devices on the devices tab. The Operations/Actions
column is where users can use A to enable and D to disable a monitoring template for the device
specified.

Action Device UUID Device Name Template Name
A 0130cadc-48b8-441d-81ef-aacech343lfe Buck-ePDU-002-B Rackmount PDU Eaton
A 04alba33-allc-489c-9aaa-82df2d169e53 Buck-ePDU-001-A Rackmount PDU Eaton
D 1b8cead4-6b7e-46b3-809e-85025220883b Buck-UPS1A UPS Eaton M2
A b2238dfe-c721-4a76-a756-484c572908a3 Buck-UPS-Rackmount-001-A UPS Eaton M2
A d97c3820-3c9d-4616-858a-aeedalaf7fes Buck-UPS-Rackmount-002-B UPS Eatan M2

19.1.2.14. Decommission Devices in Bulk with Spreadsheet

Devices can be decommissioned in bulk by changing the Life Cycle value on the devices tab to
Decommissioned.

AS AT AU AV AW AX AY AZ BA BB
S pevieeawnbutes T/
| Date Created Current - Derated Current - Rated Space Retl Space Ret U Space | Space Uti Date Last Modified Life Cycle Power - Derated Pov

2020-06-04 14:34:30.515-04 350 ou U 0.17% 2020-06-04 14:35:43.411825-04 Decommissioned

2020-06-04 14:34:30.442-04 370 ou 5U 0.12% 2020-06-04 14:35:41.778354-04 Decommissioned

2020-06-04 14:34:30.687-04 2020-06-04 16:26:43.66824-04  Operational

2020-06-04 14:34:31.350-04 180.00 A 225.00 A 2020-06-04 14:36:19.39691-04  Operational 323856.00 W A0
2020-06-04 14:34:31.030-04 2020-06-04 16:15:08.949882-04 Operational

19.1.3. Import Locations Spreadsheet

Locations can be created by using the Location Import Template available from the Import Wizard page.
The template allows users to add countries, states, cities, buildings, floors and areas to the navigation
tree in bulk.

1. From the Import | Export menu group select the Import Central menu item.
2. Click on the New Import button.

'Il Visual Data Center e o l? Kellypeirow Q @
< = Import Central 0 New Import Clear
4 Home <
g Rad Import Type Submit Time |5 Submitter Status Overall Overall% Start Time End Time
tacks
Search... 5la\tda“End@ Search... Search.. Search... Search.. Start da”End Start da End@

2 Connections

No records to display

w Import | Export

Export PDU

L} Settings

3. Select the Locations radio button.
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4. Click on the Download Template button and a Location Import Template Excel file will be
downloaded to your downloads folder.

< = Import Wizard

1. Select Import Type 2. Upload File 3. Process File

Select the type of Import process to be completed.

Models Devices PDU/RPP Panels  (a) Locations Device Firmware Device Configuration ITSM Model Mappings ITSM Attribute Mappings

Description

Download the Import Template for the selected Import progress above and populate the data based on the instructions.

Download Template o

The Location Import Template includes 6 tabs where the location specifics are entered to create nodes
on the navigation tree.

19.1.3.1. Add Cities Tab

Displays the list of known cities available using the Add Cities button when creating a new location.
Note: This table does not change the list in the application. Do not edit.

A3 - S Country

A B © D E
s CLEAR COUNTRY CLEAR STATE CLEAR CITY [ CLEAR ALL ] [ ADD CITY ]
1
3 |Country n |State - |City ~ |Latitude - ‘l itud -
4 | Afghanistan Badakhshan Feyzabad 37.129761 70.579247
5 |Afghanistan Badghis Qala i Naw 34.983 63.1333
6 Afghanistan Baghlan Baghlan 36.13933 68.699259
7 |Afghanistan Baghlan Pol-e Khomri 35.951073 68.701119
8 Afghanistan Balkh Balkh 36.75012 66.89973
9 | Afghanistan Balkh Mazar-e Sharif 36.699994 67.100028
10 Afghanistan Bamyan Bamian 34.821064 67.5210
11 Afghanistan Farah Farah 32.39173 62.096819
12 Afghanistan Faryab Andkhvoy 36.931659 65.101494
13  Afghanistan Faryab Meymaneh 35.930222 64.770093
14 | Afghanistan Ghazni Ghazni 33.563312 68.417829
15 Afghanistan Kandahar Kandahar 31.61002 65.694946
16 | Afghanistan Kapisa Mahmud-E Eraqi 35.016696 69.333301
17 |Afghanistan Kunar Asadabad 34.866 71.150005
18 Afghanistan Laghman Mehtar Lam 34.65 70.166701
19 Afghanistan Logar Baraki Barak 33.966702 68.966704
20 Afghanistan Nangarhar Jalalabad 34.441527 70.436103
21 Afghanistan Paktika Zareh Sharan 32.85 68.416705
22 | Afghanistan Samangan Aybak 36.261 68.040001
23  Afghanistan Takhar Talogan 36.729999 69.540004
24

Afghanistan Zabul Qalat 32.112263 66.886759
Add Cities | State | City | Building | Floor | Area | 4

1. Filter to find the desired city. If your city is not present find a city in the same country and state.
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A B C D
X CLEAR COUNTRY CLEAR STATE CLEAR CITY [ CLEAR ALL ] [ ADD CITY
2 Georgia
3 | Country - |State -T| City ~ [Latitude - |Longitude -
2828 |United States Georgia Albany 31.57873 -84.15583
2829 |United States Georgia Athens 33.961298 -83.378022
830 | United States ' Geargia Atlanta 33.749 -84.388|
2831 |United States Georgia Augusta 33.4735 -82.0105
2832 |United States Georgia Brunswick 31.149687 -81.491651
2833 |United States Georgia Columbus 32.470433 -84.980017
2834 |United States Georgia Dalton 34.769724 -84.970302
2835 |United States Georgia Douglas 31.507778 -82.85069
2836 |United States Georgia Dublin 32.537457 -82.918283
2837 |United States Georgia LaGrange 33.030471 -85.031875
2838 |United States Georgia Macon 32.8407 -83.6324
2839 |United States Georgia Marietta 33.955613 -84.543248
2840 |United States Georgia Savannah 32.0809 -81.0912
2841 |United States Georgia Smyrna 33.880199 -84.512627
2842 |United States Georgia Valdosta 30.832858 -83.278597
2843 |United States Georgia Waycross 31.213817 -82.354906
| [ Addcities |'State || City | Building | Floor | Area | .

2. Select the row that contains your city.
3. Click on the ADD CITY button.

a.

Continue to filter and add cities as needed.

4. Select the State tab.

19.1.3.2. State Tab

On the State Tab users specify the countries and states to be created on the navigation tree. The tab is
populated with the cities selected and added on the Add Cities tab.

Note: If your city was not on the Add Cities tab and the state is not listed for your country, enter "All
areas" for the State Name and manually add the city name as seen in row 2 below. "All areas" is case
sensitive and must be entered as noted.

A | B

Country Name A State Name v

L = T N R FE R

Cuba

|United States
|United States

United States

i United States

I All'areas I

Georgia
Florida
Florida
California

1. Edit the State tab if needed.
2. Select the City tab.
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19.1.3.3. City Tab

On the City Tab users specify the cities to be created on the navigation tree. The tab is populated with

the cities selected and added on the Add Cities tab.

®ND G W N e

A

State Name
Georgia (United States) Atlanta
Florida (United States) Miami
Florida (United States) Jacksonville
California (United States) Los Angeles

All areas (Cuba) [' anfuegos

Georgia (United States)
Florida (United States)
Florida (United States)
california (United States)

6)

Add Cities | State | City W Floor | Area

33.749
25.7617
30.3322
34.0522

22.16

E
Description

(5]

1. Select the State from State Name pull-down menu, you may need to scroll up, to see the list of

states that were previously specified on the State tab.

a. The state drop-down menu includes the states listed on the State tab.

2. Enter the City Name.

3. Enter the latitude for the city in the decimal format (do not include the degree symbol or N/S).
Positive number is North (33.152). Negative number is South (-33.3152).

4. Enter the longitude for the city in the decimal format (do not include the degree symbol or
E/W). Positive number is East (44.3661). Negative number is West (-44.3661).

5. Optional - Enter description for city.
6. Select the Building tab.
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19.1.3.4. Building Tab

On the Building Tab users specify the buildings to be created on the navigation tree.

A

B

C D E F

City Name

Building Name **Electricity Price  **Number of Floors Number of B Carbon Emission Factor

0N @AW N[

NNN NN N R R R R R R e e R Ry
G EWONROD®NODE®DNR O

Atlanta, Georgia (United States)
Miami, Florida (United States)
Jacksonville, Florida (United States)
Los Angeles, California (United States)
Cienfuegos, All areas (Cuba)

| Add Cities | State | City | Building Iﬁ Area |

Atlanta Town Hall
Miami Town Hall
Jacksonville Town Hall
Los Angeles Town Hall
Cienfuegos Town Hall

(2

2

e
N

-

© @ (5

1. Select the City from City Name pull-down menu, you may need to scroll up, to see the list of
cities that were previously specified on the City tab.

o vk wnN

Select the Floor tab.

19.1.3.5. Floor Tab

Enter the Building Name.
Enter the Electricity Price, cost per kwh. (** indicates required field).
Enter the number of floors. (** indicates required field).

The other fields are optional.

On the Floor Tab users specify the floors to be created on the navigation tree for each building.

A B & D E F
1 Building Name Floor Name **Floor Index 1 Phase Voltage 3 Phase Voltage Description
2 Atlanta Town Hall, Atlanta, Georgia Floor 1 F1
3 |Atlanta Town Hall, Atlanta, Georgia Floor 2 F2
4 | Miami Town Hall, Miami, Florida Floor 1 F1
5  Miami Town Hall, Miami, Florida Floor 2 F2
6 |Miami Town Hall, Miami, Florida Floor 3 F3
7 |Jacksonville Town Hall, Jacksonville, Florida Floor 1 F1
8 Los Angeles Town Hall, Los Angeles, Califor Floor 1 F1
9 |Los Angeles Town Hall, Los Angeles, Califor Floor 2 F2
10 | Cienfuegos Town Hall, Cienfuegos, All area: Floor 1 F1
11
> 0 e e o
13
14
15
16
17
18
19
20
21
22
23
24
s ©

| AddCities | State | City | Building Floor lﬁrea |
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1. Select the Building from Building Name pull-down menu, you may need to scroll up, to see the
list of buildings that were previously specified on the Building tab.
2. Enter the Floor Name.
3. Enter the Floor Index. (** indicates required field).
The floor index syntax is:
F1 - first floor
F2 - second floor
F3 - third floor, additional floors if specified would follow this naming convention
Ground - there is automatically a ground floor to represent the outside surroundings of the
building. If needed add to floor list.
B1 (etc) - if basements were specified, B1 is the first basement just below F1 or Ground
4. The other fields are optional.
5. Select the Area Tab

19.1.3.6. Area Tab

On the Area Tab users specify the areas to be created on the navigation tree.

A ] c D E E [ H
Floor Name AreaName Color Area Mode Provisioned In Floor Department Power-Rated (W) Power- Derated (W)  Weight Capacity (Ibs)
3

Coral o

State | City | Building | Floor | Area

1. Select the Floor from Floor Name pull-down menu, you may need to scroll up, to see the list of
floors that were previously specified on the Floors tab.

2. Enter the Area Name.

3. Select a color from the Color pull-down menu.

4. The other fields are optional. Note: The Space column is only used if the Area Mode field is set
to Manual.

5. Save the spreadsheet and Import.
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19.2. Export PDU Menu Item

The Export function for PDUs produces a spreadsheet where the user can manage breakers and panels
on PDUs and RPPs for bulk import.

1. Filter the list to display the devices to be managed.

< = ExportPDU
Y All=Device contains kelly
Device {5 Type Manufacturer Product Line Model Lifecycle Status
kelly
Kelly-PDU1A FDU Eaton Power Distribution Unit PDU 300kVA Available
Kelly-PDU1B FDU Eaton Power Distribution Unit PDU 300kVA Available

2. Click on the table filter button, select Export > Excel

< = Export PDU
Filters »
Y Al
show >
| Export > Exce E
Refresh List [Sea
K Create Favorite PDU
Kelly-PDU1B PDU

3. The Excel file will be in your Downloads folder named Export Pdu.xlsx
4. Edit the file as needed
5. When the spreadsheet is completed use the Import Wizard to import and create the devices

19.2.1. Editing the PDU Spreadsheet

The exported PDU spreadsheet has two tabs of data with the fields listed in the table below.

Note: When creating new panels and breakers there is no need to define the UUDI fields since the
devices do not currently exist. The UUID field acts as the unique identifier in the application database to
help identify objects when a referenced object has one instance in the list.

Panel Tab ‘ Defines the panel and breaker configuration settings. ‘
PDU UUID System identifier for the PDU device.

PDU Name Name of the PDU device.

Panel UUID System identifier for the Panel device.

View Mode Defines how the circuits will be presented in the panel schedule. Options

are Single Table or Double Table.

Numbering Scheme Defines how the circuits will be arranged in each column of a Double Table
panel schedule. Options are 1,3,5...or 1,2,3...
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Department

Default department for all new breakers configured on the panel. This field
is in the format of Company — Department which are defined on the System
menu.

Power Rated

Rated power setting for the panel.

Power Derated

Derated power setting for the panel.

Current Rated

Rated Current setting for the panel.

Current Derated

Derated current setting for the panel.

Voltage

Voltage setting for the panel.

Breaker UUID

System identifier for the breaker device.

Breaker Name

Name of the Breaker device.

Phase

Number of phases used by the breaker. Options are 1-Pole Breaker, 2-Pole
Breaker and 3-Pole Breaker.

Circuit#

Circuit numbers included in the definition of the breaker. The number of
values included in this field must match the number of phases defined in
the line above. Circuit values should be separated with a comma and no
spaces should be used. For example, an entry of 1,3,5 would be a 3 pole
circuit using circuits 1, 3 and 5.

Department

Department assigned to the Breaker and associated power/current data.
This field is in the format Company — Department which are defined on the
System menu.

Current Rated

Rated current setting for the breaker.

Current Derated

Derated current setting for the breaker.

Voltage

Voltage setting for the breaker.

Connections Tab

Defines the connections between the breaker and the end device.

Cable UUID

System identifier for the cable used to establish the connection.

Cable Name

Name of the cable connecting the breaker to the end device.

Serial Number

Serial number for the cable connecting the breaker to the end device.

Cable Color

Color of the cable connecting the breaker to the end device. Note: The field requires the
hexadecimal code used for the color. These codes can be retrieved by defining a connection
and exporting the connection to the spreadsheet.

Cable Length

Length of the cable connecting the breaker to the end device.

Breaker UUID

System identifier for the breaker device.

PDU Name

Name of the PDU where the Breaker is configured.

PDU Panel

Name of the Panel where the Breaker is configured.

Breaker Name

Name of the Breaker device.

Poles

Listing of the Poles used on the breaker. Options are

Power To (uuid)

Device and port system identifiers for the end device connected to the breaker.

Power To (name)

Device and port names for the end device connected to the breaker.

203 Import | Export Menu Group



EF.T°N

Powering Business Worldwide
19.2.1.1. Best Practice

As a best practice, users should import the panel and breaker settings in different phases. This approach
can help limit the number of configuration issues that may occur during the import process (i.e. breakers
cannot be created until after panels are created). The following three phases are recommended for the
import process to create new panels, breakers and connections:

e Create Panels — Complete columns A-L on the Panels tab but there is no need to define the UUID
fields since the panels are newly create through the import process.

e Create Breakers — Export the PDU and Panels with the Export spreadsheet and add support for
the Breakers which need to be defined. It may be helpful to define a Breaker manually, so it is
included in the export process and can be used to easily copy/paste for other breakers which
need to be created.

e Create Connections — Using the panel and breaker information imported above, the Connections
tab can be completed to establish connections from the breakers to end device.
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20. Settings Menu Group

20.1. Attribute Manager Menu Item

The Attributes Manager Menu Item displays a list of all the attributes in the system. The table list

contains the following fields:

Table List Column

Attribute Name

Name of the attribute is also a link to open the attribute form that contains the
attribute's configuration.

New

Category Displays the attribute's Category. Options are Capacity, Common, Electrical/Power,
Environmental, Global, Location, Network, Other, Port, Rack and Server.

Attribute Type Displays if the attribute is System or Custom generated.

Value Type Displays the attribute's Value Type. Options are String, Integer, Decimal, Datetime or
Enum.

Metric Unit Displays the attribute value's corresponding Metric Unit of measurement.

US Unit Displays the attribute value's corresponding US Unit of measurement.

Table List Buttons Description

Presents the form for creating a new attribute.

Delete

Deletes the selected attributes from the system.

20.1.1. Attribute Form

Selecting the New button presents the New Attribute form. The New Attribute form has the following

fields:

Name Attribute name

Category Display or select the attribute's Category. Options are Capacity, Common,
Electrical/Power, Environmental, Global, Location, Network, Other, Port, Rack and
Server.

Value Type Displays the attribute's Value Type. Options are String, Integer, Decimal, Datetime or
Enum. For a new attribute select the Value Type. For existing attributes the field is
not changeable.

Usage The usage checkboxes indicate where the attribute is available. Options are Device,
Location, Port and Cable.

US Unit Display or select the attribute value's corresponding US Unit of measurement.

Precision Numeric value indicates the number of decimal places in value.

Metric Unit Display or select the attribute value's corresponding Metric Unit of measurement.

Precision Numeric value indicates the number of decimal places in value.

Description Enter user defined description for the attribute.

New Presents a form for creating a new attribute.

Submit Creates the new attribute with information from form. Submit also saves changes to
an existing attribute's form.

Delete Deletes the current attribute from the system.
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20.2. Unit Manager Menu Item

The Unit Manager Menu Item displays a list of all the units used in the system. The table list contains the
following fields:

Table List Column

Name Name of the unit is also a link to open the unit form that contains the unit details.
Symbol Displays the symbol to be used when the unit is applied to a value.
Physical Quantity Displays the unit's Physical Quantity. Options are area, currency, electric current,

electric resistance, energy, flow rate, frequency, information storage, length, mass,
power, pressure - stress, ratio, temperature, time, voltage or volume.

Unit Converter Displays the unit value in relationship to a known unit based on the physical quantity.
Description Displays user defined description for the unit.

New Presents the form for creating a new unit.

Delete Removes the select units from the system.

20.2.1. Unit Manager Form

Selecting the New button presents the New Unit Manager form. The form has the following fields:

Name Display or edit the Name of the Unit.
Symbol Display or edit the Symbol to be used when the unit is applied to a value.
Physical Quantity Display or select the unit's Physical Quantity. Options are area, currency, electric

current, electric resistance, energy, flow rate, frequency, information storage, length,
mass, power, pressure - stress, ratio, temperature, time, voltage or volume.

Unit Converter Display or enter the unit value in relationship to a known unit based on the physical
quantity.

Description Enter user defined description for the unit.

New Presents a form for creating a new unit.

Submit Creates the new unit with information from form. Submit also saves changes to an
existing unit's form.

Submit & New Increases efficiency when creating a number of units sequentially by creating a new

unit with existing values and presenting a blank new form.

20.3. Applications Menu Item

The Applications Menu Item displays a list of all the applications that have been manually added to the
system. The table list contains the following fields:

Table List Column

Name Name of the application is also a link to open the application form that contains the
application details.

OS Type Displays if the application runs on Windows or Non-Windows platforms.

Purchased License Count Displays the value entered that designates how many licenses the facility has for a
particular application.
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Actual Number of Installs Found

New

Displays a count for the number of instances where the application was manually
associated with devices. The application is associated with a device via the
application function tile in device central.

Table List Buttons Description

Presents the form for creating a new application.

Delete

Deletes the selected applications from the system.

20.3.1. Application Form

Selecting the New button presents the New Application form. The form has the following fields:

Fields Description

Name

Display or edit the Name of the Application.

OS Type

Display or edit the application's OS Type. Options are Windows and Non-Windows.

Purchased Licensed Count

Display or enter the number of licenses available for the application.

Table List Buttons Description

New Presents a form for creating a new application.

Submit Creates the new application with information from form. Submit also saves changes
to an existing application's form.

Submit & New Increases efficiency when creating a number of applications sequentially by creating

a new application with existing values and presenting a blank new form.

20.4. System Settings Menu Item

The System Settings Menu Item displays an interactive list of the system's settings.

Setting Name
3D Client Alarm Popup

Value
Switch to turn on
and off

Description

Allows the user to control the behavior of the alarm popup
message in the 3D client. When alarms are generated in the
application, the alarm popup will provide a visual and audio
notification in the bottom right of the 3D client. Users can click
the popup message for more detail on the alarm which was
generated.

Access Control Passcode

Click on the field
to change the

Access Control Passcode, default passcode "000000" is for
communicating with rack access control devices (electronic rack

passcode handles).

Access Control Tag Attribute Click in field to The system attribute that will correlates to the lookup and unlock
enter value functions in Mobile Security Manager.

Access Control User ID Click in field to The User ID that pairs with the Access Control Passcode for
enter value communicating with rack access control devices (electronic rack

handles).

Allow Rack Overlap

Switch to turn on
and off

When set to on users can place racks on the floorplan which
overlap other racks. When set to off users are not allowed to
place racks on the floorplan which are within the specified
distance. This setting is particularly important when using the
Join feature for racks on the floorplan. The distance between
racks using the Join feature must be equal to or greater than the
distance defined with this setting when enabled.
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Allow Rackmount Device Overlap

Switch to turn on
and off

When set to on this feature will allow users to place devices into
a Rack with overlap to other device already mounted into the
rack. When set to off the user is not allowed to place devices in
the rack which overlap with other devices.

Currency Symbol

Click to select
from the drop-
down list

Currency Symbol

Device Grid Reference Point

Click to select
from drop-down
menu.

Allows users to define the point on a device which is used to
populate the Row and Column attributes. For a device to inherit
the Row and Column values, the area on the floor must have a
grid defined in the Floor Studio feature of the application and the
device must be assigned to a location. Options: Left Front Corner,
Right Front Corner, Front Middle

End Network Path at End Device

Switch to turn on
and off

When set to on the Network Path will only show connections to
the next End Device. When set to off the Network Path will show
all connections beyond the End Device until the Max Network
Path Hops limit is reached.

Generate Audit When Work Order
is Submitted

Switch to turn on
and off

Generate Audit When Work Order is Submitted

Layer Refresh Interval Click in field to Defines the frequency for data refresh on the Layer floorplan
enter value views. The unit for this value is Seconds.
Max Network Path Hops Click in field to Controls the number of connections to show in the Network Path
enter value feature of the application. Note: For devices such as a patch
panel, the connection of the front patch panel port to the rear
patch panel port will be counted as 1 for this connection limit.
Password Expiration Days Click in field to Number of days a new password remains valid. If set to 0, then
enter value the user login passwords will never expire.

Require Unique Cable Names

Switch to turn on
and off

When set to on all cable names defined in the application must
have a unique name. When set to off users can name multiple
cable connections with the same name. Note: This is a global
setting for all locations and devices in the application.

Require Unique Port Names

Switch to turn on
and off

When set to on users are not allowed to create ports on a device
with the same port name as an existing port. When set to off
users can define port names which match an existing port. This
setting applies to a single device only. The same port name can
be defined on different devices regardless of the value of this
setting.

Show All Available Color

Switch to turn on
and off

When choosing a color from the color palette the available
options can be limited. If this setting is on, then all of the
available colors will be shown. If this setting is off, then a limited
subset of colors will be available to choose from the color palette.

Timestamp Format

Click to select
from drop-down
menu

Timestamp Format

Verify Rack U Collision

Submit

Switch to turn on
and off

In the 3D Client, when set to ON the user is not allowed to place
devices in the rack which collide with devices mounted to the
other side of the rack. When set to OFF users may place devices
into a rack which collide with other devices already mounted into
the rack.

Table List Buttons Description

Click to save changes to any of the settings.

Use Default

Resets to default values.
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20.5. Port Settings Menu Iltem

The Port Settings Menu Item displays a list of all Port Setting network options in the system. Users can
define Network options for use when assigning a Network attribute for ports. The table list contains the

following fields:

Table List Column

Network Name

Name of the network is also a link to open the form that contains the network
details.

New

Network Type Displays if the network type is Network or Storage.
Maximum Speed Displays the maximum network speed set for the network.
Unit Displays the unit for maximum speed, typically MB/s.

Table List Buttons Description

Presents the form for creating a new port setting.

Delete

Deletes the selected port setting from the system.

20.5.1. Port Settings Form

Selecting the New button presents the Port Settings form. The form has static fields and check boxes.

Fields Description

Network Name

Name for the network.

Maximum Speed
Check Boxes
Storage Network

Maximum speed for the network.
Description
Identifies the type of network. Check sets the type to Storage and unchecked the

type is Network.

Set As Default

Table List Buttons Description

If checked this will be the default network setting for ports.

New Presents a form for creating a new network.

Submit Creates the new network with information from form. Submit also saves changes to
an existing network form.

Submit & New Increases efficiency when creating a number of networks sequentially by creating a

new network with existing values and presenting a blank new form.

20.6. Port Allocations Menu Item

By default, all network and power ports are counted towards the racks in which the devices are
mounted. If users would like to allocate ports, for purposes of capacity and utilization reporting, to
other racks, then this tool enables user to allocate the ports to the other racks.

The Port Allocations Menu Item displays a list of all Port Allocation objects in the system. The Port
Allocation object contains the details regarding which ports are being reallocated to which racks. The
table list contains the following fields:

Table List Column
Port Allocations Name

Name of the Port Allocations object and is also a link to the form that contains the
port allocations' details.

Port Type

Displays the type of ports allocated in the port allocation object.

209 Settings Menu Group



EF.T°N

Fowering Business Worldwide

Ports

Displays the number of ports being allocated in the port allocation object.

Allocation Racks

Table List Buttons
New

Displays the number of racks where the ports are being allocated in the port
allocation object.

Description

Presents the form for creating a new port allocation object.

Delete

Deletes the selected port allocation object from the system.

20.6.1. Port Allocations Object Form

Selecting an existing port allocations item presents the Port Allocations Object form. The form has static
fields in the top section followed by tabs that present their own lists related to the port allocations

Fields
Port Allocations

o
O
=.
(1
o
s

Description
Displays the name of the port allocations object.

Port Type

Table List Buttons

Displays the type of ports allocated in the port allocation object. When creating a
new port allocation object the port type can be set to Network, Power or Storage.
Description

New Displays an empty port allocations object form to create a new manufacturer.

Submit If a form field is editable the Submit button becomes active and is used to update the
form.

Delete Deletes the current form.

L

These buttons collapse and expand the upper area of the form to provide more space
for the tables.

20.6.1.1. Ports Tab

The initial view presented when the Ports Tab is selected is a list of ports included in the port allocations

o
O
=.
(1
o
s

List Column
Device Name

Name of the device where the port resides. The name is also a link to the device's
device central page.

User List Buttons
Add

Location Displays the location information for the device.

Port Name Displays the port name to be included in the port allocations object.
Port Status Displays if the port is available or not.

Port Type Displays the port's type.

Network Displays the network assigned to the port.

Speed (MB/s) Displays the network's speed.

VLAN Displays VLAN information.

Displays a list of all available ports. Select the desired ports and click the Submit
button to add to the list. Click the Close button to close the window.

Remove

Removes the selected ports from the list.

210 Settings Menu Group



EF.T°N

Fowering Business Worldwide

20.6.1.2. Allocated Racks Tab

The initial view presented when the Allocated Racks Tab is selected is a list of racks included in the port

allocations object.

List Column

Device Name

Name of the rack where the port will be allocated. The name is also a link to the
rack's device central page.

Model Displays the rack's model name.
Product Line Displays the rack's product line.
Manufacturer Displays the rack's manufacturer.
Serial Number Displays the rack's serial number.
Asset Tag Displays the rack's asset tag.
Groups Displays the rack's groups.
Location Displays the rack's location.

User List Buttons

Add Displays a list of all available racks. Select the desired racks and click the Submit
button to add to the list. Click the Close button to close the window.
Remove Removes the selected racks from the list.
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21. Branch Circuit Monitoring

When the device type is a PDU or RPP the Device Central page has three extra function tiles for branch
circuit monitoring.

e Panels function tile displays the panel schedule and the ability to edit and create new ones.
e Breakers function tile displays the existing breakers and the ability to edit and create new ones.
e Circuits function tile displays the existing circuits and the ability to edit and create new ones.

The following sections detail the specific steps needed to configure branch circuit monitoring for PDU
panels and to map the data to Rackmount PDU devices.

21.1.1. Create PDU Device

The first step is to create a standard PDU or RPP device in the device list. This can be done manually in
the Devices menu group > Devices menu item of the application or this device can be cloned from an
existing device or imported using the bulk import tool. Branch circuit monitoring is only available for
devices where the device type is PDU or RPP. Once created, users should place this device on the
floorplan.

Note: The PDU should have values in the following attributes before moving forward with creating
panels and breakers.

e Current - Derated in Amps

e Current - Rated in Amps

e Power - Derated in Watts

e Power - Rated in Watts

e  Circuit % Critical - when the monitored value on a breaker exceeds this percentage of the
derated current the value is shown in red on the PDU dashboard.

e  Circuit % Warning - when the monitored value on a breaker exceeds this percentage of the
derated current the value is shown in yellow on the PDU dashboard.

PDU1A-Panel 1 PDU1A-Panel 2

Actual Amp Derated (A) Rated () Customer Device Breaker Gircuit | Phase | Circuit | Bre

ePDU -
1 A 2
G619K11068

ePDU -
1 2.08% 480 60.0 OPIIT Breaker 1 3 B 4
G619K11068

ePDU -
2 417 % 5 C (3
G619K11068

o Note: This does NOT trigger alarms, those would need to be configured separately.
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21.1.2. Creating Panels and Breakers

In order for data to be properly displayed in the panel schedules and to allow users to map the data to

other power consuming devices, users must create the Panels and Breakers for the PDU or RPP device.

21.1.2.1. Create Panels

A s

Go to the Devices menu group and Select the Devices menu item.
Filter for the desired PDU or RPP device.

Click on the device name to open its Device Central page.

Select the Panels function tile.

Panels

A

Click on the New button.

= Panels

Fill out the New Panel form.

< = NewPanel New
Panel Name *  Buck-PDU-1A-Panell o Current Rated (A) ¥ 225

View Maode ¥ Double Table o Current Derated (A) * | 180

Numbering ¥ 135, o Volts (V) ¥ 208

Power Rated (kw) * | 40482 o Department

Power Derated (kw) ¥ 3238356 o

Submit

New Delete

Submit & New

0040

a. Panel Name — Define the panel name. Note: This device will be created in the device list
so if there are many PDU devices with Panel A then you should differentiate the panel

name so it can be distinguished in the full device list.

Note: A panel becomes a device in the system and as such panels should have unique

names. We recommend naming the panel to indicate the PDU to which it belongs, for

example, PDU1A-Panel 1.

b. View Mode — The panel schedule can be displayed in a single column of circuits or in two

columns of circuits.

c. Numbering Scheme — Circuits in the panel schedule can be either 1, 3, 5, etcor 1, 2, 3,

etc. Users should select the appropriate setting for their PDU/RPP device.

d. Power|Current Rated|Derated — Capacity values for the panel which can be used for

measuring utilization.
e. Volts — Setting to define the Volts of the panel.
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f.

Department — This value will be used as the default setting for new Breakers defined on
the panel. Note: The breaker can override this setting.

7. Click the Submit button to create the panel.

21.1.2.2. Create Breakers

s

Go to the Devices menu group and Select the Devices menu item.
Filter for the desired PDU or RPP device.

Click on the device name to open its Device Central page.

Select the Breakers function tile.

Click on the New button.

= Breakers New

Fill out the New Breaker form:

Delete

< = New Breaker New  Submit  Submit & New
Panel * | Buck-PDU-1A-Panell o Volts (V) 08 o
Breaker Name ¥ Buck-PDU-1A-Panel1-Breakerl o Department o
Breaker Type *  3Phase o Electricity Price 1 os.:'k-.-‘.-'-q
Circuit * 3 5 o
Current Rated (A) * o
Current Derated (A) * o
a. Panel - Select the panel (from the pull-down list) where this breaker will be created.
b. Breaker Name — Define the breaker name.
Note: A breaker becomes a device in the system and as such breakers should have
unique names. We recommend naming the breaker to indicate the PDU and panel to
which it belongs, for example, PDU1A-Panel 1-Breaker 2.
c. Breaker Type — Define if the breaker is a 1, 2, or 3 phase breaker. The number of Circuit
input boxes will update based on the selection of the Breaker Type option.
d. Circuit — Define the circuit numbers which comprise the breaker. Users only need to
input the first circuit value and the other circuit input boxes will be populated
automatically based on the panel settings.
e. Current Rated|Derated — Capacity values for the panel which can be used for measuring
utilization. These will be displayed in the panel schedule along with the actual current
values.
f. Volts — Setting to define the Volts of the panel.
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g. Department — Department for the breaker. This setting can help provide billing reports

for customers using data from the PDU branch circuit monitoring data.
h. Electricity Price - Set the

7. Click the Submit button to create the breaker.

21.1.3. Create a Monitoring Template for the Panels

Create a monitoring template for the panels using the following Attributes and Applied Rules.

e For each circuit add the corresponding attribute with the name PDU - P1CO# Current where the
# matches the circuit number. For example:
o Attribute PDU - P1CO01 is for Circuit 1
o Attribute PDU - P1CO03 is for Circuit 3
o Note: Use these same attributes for all panels to ensure that monitored information
flows to the dashboard.
e Configure the attribute to communicate via the appropriate protocol to the data point. For
SNMP enter the OID.
e Set the Applied Rules at the appropriate level to link the monitoring template to your PDU
panels.

Note: See the Monitoring Templates Menu ltem section of this document for monitoring template
details.
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21.1.4. Connecting Breakers to Rack PDU Devices

A common need for power management and properly defining the full power path for end IT devices is
to connect Rack PDU devices to the Breakers. This function is performed with the Port Mapping tool
and is similar to connecting standard power in|out ports on IT devices.

1. From the Connections menu group select the Port Mapping menu item
2. On the Port Mapping page

< = Port Mapping Connect  Reserve  Cables
Total Selected: 1 Port Category All v | side Front A @ 4' Total Selected:1 =~ Same Floor e v | side Front hd @
Device 15 Port Name 1¥  Port Status Port Type Speed (MB/s) VLAN I’ Device 15 Port Name 15  Port Status Port Type Speed (MB/s) VLAN
breaker v v | Search.. Search.. rackmount h... Search... Search...
Buck-PDU-1A- Buck-UPS-Rac
Panell-Break Available » kmount-001-
erl A

Buck-UPS-Rac
« ¢[1 to1of1 > » a mount-002-

B

pi Available NEMA 5-15P e

« < 1 to 2of 2 > »

3

Filter the left table to display the breakers.

Select the breaker by checking the box next to the breaker name.

Filter the right table to show devices on Same Floor.

Filter the device field to display the desired rack PDU.

Click the triangle next to the rack PDU name to show ports and select the desired port
by checking the box next to the port name.

3. Click the Connect button.

4. Edit the New Cable page as desired.

© oo o

MNew Cable X

Name * | Buck-PDU-1A-Panel1-Breaker] to Buck-UPS-Backmount-002-8 - pi uuID

Type *  Generic Power Cable [=] Breaker Line ¥ Line2 [x]

Direction Buck-PDU-1A-Panel1-Breakerl Buck-UP5-Rackmount-002-8 : pi Description A
Attributes &

Add  Remove

Attribute {F Category Value Unit
Cable Tier ID Common

Color Comman #0062B1

Length Common ft
Price Common S/t

Submit Cancel

5. Click the Submit button to complete the connection.
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Once these connections are established the power path for the Rack PDU device will now include the
breaker, panel and PDU device to which is was connected.

21.1.5. Activating Monitoring for Branch Circuit Data

Activating monitoring is done at the panel level. Panel monitoring requires the panel IP address,
protocol configuration and turning on the monitoring template to fully activate monitoring.

1.
2.

From the PDU device central page Select the Monitor function tile.
Edit the Monitoring Config tab for the panel and Click the Submit button

< = Devices - BuckPDU-1A

Basic Information Submit (| ECTEE P Breskers Greutts:
Item Value a ﬂ @ W

¥ Device

Name Buck-PDU-1A
Alias

61b6496f-1bca-4369-9
wuip

1c2-c40daad1a7af
Type POU
Manufacturer  Eaton

Power Distribution Uni
Product Line
t

Model PDU 300kVA

Life Cycle Operational o
Asset Tag
Serial Number
IP Address
Proxy IP
Admin Port
Energy Type v
Owner ~
Department v
Description

¥ Physical

Height 80.001n

Root oz impact
¥ <

= Monitor Configuration

IP Address *| 127.001

Probe #  SP192168111170

Probe Interval * e0s
Retries 0
Timeout (sec) * 10
Monitored [ @}
Profile ID

3. Select the Monitoring Template tab.

4.

= Monitor Configuration

Monitor Config Monitoring Templates Attributes
Template Name 15 Attributes Triggers
Search... Search... Search...
Kellly Panel Template 6 0

MontoringTemplates  Atributes  Trggers  Actions
v SNMP
Part

MODBUS

BACNET

1PMI

APC Rack Access

Flat File
HTTP/XML
APl Input
opc

OPCUA

Triggers Actions

Template Source Graphs

5

Search...

I

o

Device: PDU1A-Panel 1

Flip the Switch to turn on the monitoring template.

217

2162

protacol * uop

Version

* | SNMP_VERSION_2C

Get Community

Set Community

security Level authNopriv
User Name

Password

Auth Protocol MDS
Context

Last Updated By
S

Search...

0 kelly

Ports Alarms Calendar Attributes Monitor Applications. Links,
® ] e =] Gk &

Verify

Last Updated

2019-09-17 10:47:49 EDT

« < 1

New  Delete

e

Submit

Add  Remove

Status

~

(& ]

to 1of 1 > »
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21.1.6. Viewing Panel Schedules

When the configuration and monitoring settings have been completed users can view the PDU/RPP
panel schedules and other relevant PDU/RPP device information by selecting the device in the devices
list and viewing the Circuits function tile. If multiple panels are defined for the PDU/RPP they will be
listed in separate tabs at the top of the panel schedule listing.

( — D Dashboard Panels. Breakers. Circuits. Gr Ports. Alarms. Calendar Adtributes. Monitor Apglcations Images. Groups. Links Projects
— evices - PDULA
e |D|®| a wleoe|o]|lBEjla]|z|=]|as]e|:=
Submit

Basic Information

Root Cause. ] kmpact
Item Value } <

¥ Device

= Circuits
Name PDU1A
i 20837964-8a0a-418d- PDU1A-Panel 2
bc70-8a9229bb0643
Type POU Actual Amp Derated (A} Rated (A) Customer Device Breaker Circuit | Phase = Circuit = Breaker Device Customer Rats
Manufacturer 2 4.17% RackPDU 1A 1 A 2
PDU1A-Panel 1
Product Line - 48.0 60.0 OPLIT RackPDU 1A 3 B 4
Breaker 1
Model 2 4.17% RackPDU 1A 5 c 6
Lifecycle Operational ePDU
3 5.0% 7 A 8
Asset Tag G619K11069
Serial Number 1 167% | 60.0 80.0 opIT i 9 8 0
G619K11069
P Address
Device IP 3 5.0% b 11 ¢ 2
G619K11069
Admin Port 13 A 14
Energy Type v 15 [ 16
Owner - 17 c 18
Department 13 A 20
Description 21 B 22
Item Description ‘
Actual Amp and % Displays the live data which is collected and mapped to the circuits on the panel and
its percentage of the derated value.
The Circuit % Critical and Circuit % Warning PDU attribute values determine if the
background color for the column reports normal (green), warning (yellow) or critical
(red).
Derated (A) Attribute defined by users for the selected device. The Current — Derated attribute is
used for this value.
Rated (A) Attribute defined by users for the selected device. The Current — Rated attribute is
used for this value.
Customer Displays the Department set at the breaker or the panel if not set at the breaker.
Device Displays the name of the device that has been connected via port mapping to the
circuit.
Circuit Displays the circuit number.
Phase Displays the phase.
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21.1.7. PDU Floor Device Dashboard Attribute Map

Device Type: PDU

Section: Panel Schedule
Field Title Scalar Attribute Tabular Attribute
PDU - P1C01 Current
PDU - P1C02 Current
PDU - P1C03 Current
PDU - P1C04 Current
PDU - P1CO5 Current
PDU - P1C06 Current
PDU - P1C0O7 Current
PDU - P1C08 Current
PDU - P1C09 Current
PDU - P1C10 Current
PDU - P1C11 Current
PDU - P1C12 Current
PDU - P1C13 Current
PDU - P1C14 Current
PDU - P1C15 Current
PDU - P1C16 Current
PDU - P1C17 Current
PDU - P1C18 Current
PDU - P1C19 Current
PDU - P1C20 Current
PDU - P1C21 Current
PDU - P1C22 Current
PDU - P1C23 Current
PDU - P1C24 Current
PDU - P1C25 Current
PDU - P1C26 Current
PDU - P1C27 Current
PDU - P1C28 Current
PDU - P1C29 Current
PDU - P1C30 Current
PDU - P1C31 Current
PDU - P1C32 Current
PDU - P1C33 Current
PDU - P1C34 Current
PDU - P1C35 Current
PDU - P1C36 Current
PDU - P1C37 Current
PDU - P1C38 Current
PDU - P1C39 Current
PDU - P1C40 Current
PDU - P1C41 Current
PDU - P1C42 Current

Actual Amp
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22. Device Dashboards

Standard device dashboards show Real-time Monitoring Data for the monitored data points. The device
types in this section have enhanced dashboards. When a device name link is selected from the devices
list or other views, the Device Central page is loaded. Device Dashboards are visible when the Dashboard
function tile is selected. The Dashboard function tile is selected by default when the Device Central page

opens.

The following sections will provide details for the various enhanced device dashboards accessed through

the Dashboard function tile. For details regarding the other function tiles please refer to the Device

Central section of this document.

22.1. PDU Rackmount Device Dashboard

When the device type is PDU - Rackmount the PDU Rackmount Dashboard page is loaded when the
Dashboard function tile is selected in device central.

€ = Devices - ePDU - US60E44000 Firmware PDU Config New Delete
3
Capacity
Metrics Actual Rated % Utilization Derated % Utilization
Power (W) 1.00 1440.0 0.07% 1440.0 0.07%
PowerPath  Connect
Metrics Total Used Reserved Available % Utilization
Power Port 24 0 0 2 00
Phase
Phase Current () & Load Ga | CrestFactor @ Voltage @i Input Power s Input Power VA &
Single Phase 005A 0.00% 4.86 117.70V 100w 5.00VA
Outlets
Submit TumOn | TumOff  Reboot
Status  Outlet | Outlet Name Port Name Connected Device | Device Owner Energy (kWh) Current (&) Active Power (W) Power VA (VA)
=] 1 Outlet A1 A01 0.00
(=] 2 Outlet A2 A02 0.00
(=] 3 Outlet A3 A03 0.00
(=] 4 Outlet A4 A4 0.00
(=] 5 Outlet A A0S 0.00
(=] 6 Outlet A6 A6 0.00 -
22.1.1. Buttons

Firmware Button

Allows user to select a firmware file from the firmware library and upload to the
current PDU. The Firmware Management section of this document details how to
add files to the firmware library and bulk load to multiple PDUs.

PDU Config Button

Allows user to browse for the manufacturer's xml configuration file from their local

workstation and upload it to the PDU.

New Button

Opens the form to create a new device.

Delete Button

Deletes the current device.
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22.1.2. Capacity Tables

22.1.2.1. Power Capacity Table

Item Description ‘

Actual Power value collected from the device using the Active Power monitor attribute.

Rated Attribute defined by users for the selected device. The Power —Rated attribute is
used for this value.

% Utlization Percent of Rated value that the actual power represents.

Derated Attribute defined by users for the selected device. The Power — Derated attribute is
used for this value.

% Utilization Percent of Derated value that the actual power represents.

Power Path Button Displays the power path flow chart for the device.

Connect Button Opens the port mapping page filtered for the current device ready to create

connections.

22.1.2.2. Port Capacity Table

Item Description ‘
Metrics Indicates type of port.

Total Displays total number of ports on the device.

Used Displays number of ports used.

Reserved Displays number of ports reserved.

Available Displays number of ports available.

% Utilization Displays the percentage of ports used.

22.1.3. Phase Table

Item Description ‘
Phase Power Phase of the device.

Current (A) Current value of the Phase.

Load Percentage Load of the Phase.

Crest Factor Crest factor of the Current that is provided by the Phase.

Voltage Voltage of the Phase.

Input Power Input Power in Watts of the Phase.

Input Power VA Input Power in Voltamps of the Phase.

22.1.4. Outlets Table

The Outlets table provides several outlet level data and control features for the selected device. Not all
models support the outlet level data collection and/or data control features. Turn On, Turn Off and
Reboot features are only enabled for Eaton devices which support this capability.
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When an outlet is selected and the Reboot command is issued, the user will be prompted to reboot all
power outlets of the device connected to the chosen port or to only reboot the selected port.
Rebooting all outlets will issue simultaneous reboot commands to all power outlets connected to the
device which will result in a hard reboot of the device. A 20 second delay will be assigned to the restart

of these outlets.

If more than one outlet is selected and the Reboot command is issued, then the user will be prompted
to determine if remote outlets should be rebooted for each device individually. This will allow users to
determine how to handle each outlet independently.

Item
Turn On Button

Description
Outlets which are selected will be sent the command to turn On. A warning appears
before the command is sent to the target device.

Turn Off Button

Outlets which are selected will be sent the command to turn Off. A warning appears
before the command is sent to the target device.

Reboot Button

Outlets which are selected will be sent the command to Reboot the outlet. A
warning appears before the command is sent to the target device. When sent there
may be a delay on processing at the end device. The application will immediately
show the outlet state as Off and will return to On when a polled data returns an On
value.

Warning The warning gives users the option of cancelling the On, Off and Reboot commands.
Users can select to stop showing the warning for the current login session by
checking “Don’t show this message again.”

Checkbox When selected, the outlets will be included in the On, Off and Reboot functions.

Status Shows the status of the LED for On (Green) and Off (Red) values. These outlet status
icons do not relate to monitoring or alarm thresholds defined for the device.

Outlet Outlet index number for the outlet on the selected device.

Outlet Name

Outlet name collected from the device. Users can select the Edit icon to update the
Outlet name and the name will be written to the target device. Note: The outlet
name must be under 12 characters.

Connected Device

Device name of the device connected to the outlet in the Port Mapping feature of
the application.

Device Owner

Owner of the device connected to the outlet in the Port Mapping feature of the
application.

Energy kWh Energy value collected from the device using the Outlet Energy_Port## attribute.
The date listed in this field is collected from the device and indicates the “Energy
Since” date for the reported Energy value. Resetting this counter must be done on
the device web interface directly.

Current (A) Current value collected from the device using the Outlet Current Port## attribute.

Active Power (W)

Active Power value collected from the device using the Outlet Power Port##
attribute.

Power VA (VA)

Voltamp value collected from the device using the Outlet VA Port## attribute.
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22.1.5. PDU Rackmount Device Dashboard Attribute Map

Field Title

Device Type: PDU - Rackmount

Section: Capacity
Scalar Attribute

Tabular Attribute

Actual Active Power
Rated Power - Rated
% Utilization Active Power/Power - Rated
Derated Power - Derated

% Utilization

Field Title

Phase

Active Power/Power - Derated
Section: Phase
Scalar Attribute
Input Phase 1 Name

Input Phase 2 Name

Input Phase 3 Name

Tabular Attribute

Input Phase Name

Current

Input Current 1

Input Current 2

Input Current 3

Input Current

Load

Input Current % Load Phase 1

Input Current % Load Phase 2

Input Current % Load Phase 3

Input Current % Load

Crest Factor

Input Current Crest Factor Phase 1

Input Current Crest Factor Phase 2

Input Current Crest Factor Phase 3

Input Current Crest Factor

Input Voltage Phase 1

Voltage Input Voltage Phase 2 Input Voltage
Input Voltage Phase 3
Input Power Phase 1
Input Power Input Power Phase 2 Input Power

Input Power Phase 3

Input Power VA

Field Title

Input Power VA Phase 1

Input Power VA Phase 2

Input Power VA Phase 3
Section: Outlets
Scalar Attribute

Input Power VA

Tabular Attribute

Status Outlet Status 1...48 Outlet Status

Outlet QOutlet 1D 1...48 Outlet ID
Outlet Name Outlet Name 1...48 Outlet Name
Energy(kWh) Outlet Energy 1...48 Outlet Energy

Current Outlet Current 1...48 QOutlet Current

Active Power

Outlet Power 1...48

Outlet Power

Power VA

Outlet VA 1..48

Outlet VA
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22.2. Rack Device Dashboard

When the device type is a rack the Rack Dashboard page is loaded when the Dashboard function tile is
selected in device central.

Trend Chart icons are located on the dashboard which will open a trend chart interface for the selected
data point or multiple data points. The following sections and detailed data are available on this
dashboard interface.

22.2.1. Manage Button

The Manage button opens the Rack Manager page for the selected rack allowing users to manage
devices within the rack and to view rack detail and capacity information.

22.2.2. Current (Amps) Capacity Charts

Two charts are presented to the user to provide information related to the capacity and actual values of
the racks for current (Amps). The values shown in the rack charts are inherited from one of three
locations based on the following rules. This source of power is defined at the top of the chart with the
Power Source designation.

e PDU —Rackmount — If the rack has one or more PDU — Rackmount devices mounted into the
rack which are actively being monitored for actual current then the Rackmount PDU values will
be used.

e PDU/RPP - If the PDU — Rackmount devices are not actively being monitored AND the
Rackmount — PDU devices are connected to PDU/RPP Branch Circuit monitoring panels then the
current and power data for the rack will be pulled from the Branch Circuit monitoring
configurations.

e UPS—Rackmount — If neither of the conditions above exists and the rack has monitored UPS —
Rackmount devices then the power data for the rack will be pulled from these devices.

In either case, the A|B Power setting for the data is derived from the attribute setting at the monitored
device. The name of the attribute is A-B Side Power in the Electrical/Power attribute category.

The actual current values will be compared to the Derated Current values for the rack device. There are
two attributes to define with the racks to establish this derated value for the A and B sides of the power
connections. The attribute names to define for this feature are A Current Derated and B Current
Derated in the Electrical/Power attribute category.
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Current () Power Source PDU|RPP

Side Failover Alarm - B side
15 L2-13 _
0
B L2 = Dhase Avg 2 K] 0 1 2
Current (&) [ l} Current Deviation (&)
Current (A} Power Source PDU|RPP
B Failover Alam - Aside W ASide ® Faillover Alam - Bside @ Bside A -
05
2 [E] Phase Avg -2 -1 o 1
Current (&) [ Current Daviation (&)

e Current Chart — Shows the A and B Current actual values for each phase (L1, L2 and L3)
connected to the rack. If there is a single-phase power source for the rack then only one bar will
be displayed.

e Current Deviation — Shows the balance of current on phases by showing the difference on
phases for both A and B rated power sources.

The bar charts presented in the graph will be blue for A side values and green for B side values. If the
Phase (L1, L2, L3 or Phase Average) is not able to withstand a failover from A to B then the Ais red and B
is yellow to indicate failover issues.

Note: If the rack has an IP address the alarm subsystem will generate a Critical alarm for the Rack
indicating which phase and A|B power side is in this important alarm condition. These alarms can be
managed and routed with the standard alarm processing tools covered in a separate section of this
document.

22.2.3. Power

Two tables of power data are provided to the user in the rack dashboard.

In the top table, a summary of A and B Current readings is provided. The following defines the values
used in this table:

e A| B power— Will sum the values for all PDU Rackmount devices mounted to the rack with the
A or B Side Power designations.
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Current Rated — Sum of all Current — Rated attribute settings.

Current Derated — Sum of all Current — Derated attribute settings.

L1 Current (A) — Phase 1 readings for the mounted devices

L2 Current (A) — Phase 2 readings for the mounted devices

L3 Current (A) — Phase 3 readings for the mounted devices

Avg Current (A) — Average of the three phase reading for mounted devices

In the second table, a list of all mounted UPS Rackmount devices will be displayed showing:

A | B Power

UPS Remaining Time
UPS Load (W)

Rated Utilization
Derated Utilization
Redundancy Test
Input Voltage (V)

22.2.4. Environment

This table will list the Temperature and Humidity data points for all mounted devices which are
collecting this value.

22.2.5. Locks

This table will list the Locks associated with the rack. The table fields include:

Lock Name

Status

Position

Last Event

Unlock button to open the lock

Calendar button to access the list of events associated with the lock
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22.2.6. Rack Device Dashboard Attribute Map

The graphic below displays the name of the device attribute that is feeding data to the dashboard item.

€ = Devices - Rackl Row01_Robot ViewOnFloor  Manage  New  Delete
5 7 -
Basic Information submit (|
Current (A}
e " Power Source PDU Rackmount ACurrent Derated 5.00 8 Current Derated £.00
= » Al sted W B Curent Desated
¥ Device -
Name Rack1 Row01_Robot ] L2 -
—— e
uuin 2
be55-15fa24a3dfed
13
Soikdos W * —
Productline  Pureflex :
4 u
Model 00ETS22 ol Kl .
Lifecycle Operational o
2 3-11
Asset Tag
Serial Number 0
u u (k] Phase &g 48 04 ] L
Get Curent L1, L2 and L3 from the
1P Address | power Source need to set ] Current [4) |u. Power Source
atiribute "Power - A-B Side”
Device IP
i Current Rated (A) Current Derated (A) L1 Current (8] L2 Current (A) Aug Current (A)
Get from Rack attsil 10,00 Get from Rack attribug00 13 32 187 211
MAC Address v;Lr:zz :‘t:n‘"bu“\ Current - A Derated”
B Powrer 10.00 “Cument - B Derated"6.00 2% 185 262 249
Energy Type v
Power Source w
Rack UPS A | B Power UPS Remaining Time  UPS Load (W) Rated Utilization Derated Utllization Redundancy Test Input Voitage (V)
Ouwner v
UPS - upsdl A Power 1H27M 308 o 00% 00% OK 19
Department v
Deacretion Environment Get valve from the mounted Locks
¥ Physi UPS - Rackmourt device
Physical Uniock  Calendar
Device Humidity
Height 79.53in
Width 2551 1n TANIock - 0005-020-007 32.00°F Lock Name Status Position Last Event
Lo— e 2 ePDU - BES4F18549 75.00'F B00% Device Installed:
+ R e SRR a5 3
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22.3. Rack Group Dashboard

When the device type is a rack and the it belongs to a rack group, the Rack Group page is loaded when
the Rack Group function tile is selected in device central. If a rack is not associated with a rack group,
then the Rack Group function tile is black and cannot be selected.

22.3.1. Capacity Chart

The upper portion of the Rack Group dashboard displays the aggregated values of all racks in the Rack
Group for key performance metrics. Beneath the aggregated data is a table with each rack's individual
power metrics.

22.3.2. RU Fragmentation Chart

The RU Fragmentation chart shows the rack unit size across the bottom axis. The left axis indicates how
many devices of that unit size can be accommodated in the rack group.

22.3.3. 7-Day Rack Group Power Consumption Chart

The 7-Day Rack Group Power Consumption chart displays a trend line for power consumption over the
last 7 days.

22.3.4. Power By Racks (W) Chart

The Power By Racks chart shows how much power in watts is currently used by each rack in the rack
group.
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22.4. UPS Floor Device Dashboard

When the device type is a UPS the UPS Dashboard page is loaded when the Dashboard function tile is
selected in device central.

The following sections and detailed data are available on this dashboard interface.

Several Trend Chart icons :ia are located on the dashboard which will open a trend chart interface for
the selected data point or multiple data points.

22.4.1. Buttons

Item Description ‘
New Button Opens the form to create a new device.
Delete Button Deletes the current device.

22.4.2. Input

Frequency Value collected from the device.
Line Beads Value collected from the device.
Number of Phases Value collected from the device.
Source Value collected from the device.
Bad Status Value collected from the device.
Phase Value collected from the device.
Voltage Value collected from the device.
Current Value collected from the device.
Power Value collected from the device.
Frequency Value collected from the device.

22.4.3. Output

Item Description ‘
Load Value collected from the device.
Frequency Value collected from the device.
Number of Phases Value collected from the device.
Source Value collected from the device.
Phase Value collected from the device.
Voltage Value collected from the device.
Current Value collected from the device.
Power Value collected from the device.
Load Value collected from the device.

22.4.4. Battery

Item Description ‘
Charge Remaining Value collected from the device.
Current Value collected from the device.
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Last Replace Date Value collected from the device.
Remaining Time Value collected from the device.
Seconds On Battery Value collected from the device.
Status Value collected from the device.
Temperature Value collected from the device.
Voltage Value collected from the device.

22.4.5. Segments

Item Description ‘

Delay Amount of time in seconds to wait before sending the Control command to the
selected Segment.

Index Reference to the load segment number.

Status Current status of the load segment.

Turn On Button Turns on the selected load segment.

Turn Off Button Turns off the selected load segment.

Reboot Button Reboots the selected load segment.

22.4.6. Contact

Item Description

Type Value collected from the device.
Status Value collected from the device.
Description Value collected from the device.
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22.5. UPS Rackmount Device Dashboard

When the device type is a UPS - Rackmount the UPS Rackmount Dashboard page is loaded when the
Dashboard function tile is selected in device central.

The following sections and detailed data are available on this dashboard interface.

Several Trend Chart icons :ia are located on the dashboard which will open a trend chart interface for
the selected data point or multiple data points.

The buttons located on the top right of the dashboard provide integrated functions with other parts of

the application.

Note: Instructions for bulk configuration of an Eaton UPS with the M2 card can be found in the Bulk
Configuration for Eaton UPS M2 Card section in this document.

Input OQutput
a Frequency 60.0 Hz MNumber of Phases 1 Fel Load 31.0% Number of Phases 1
@ Line Bads 1 Primary Utility aa Frequency 60.0 Hz Source Normal
Phase Voltage én  Current Power @a  Frequency @i Phase Voltage ia  Current Ga  Power @n | Load i
1 112.00V 0.00 W 1 121.00V 4.00 A 560.00 W
Battery Segments Delay 0 s
e bllrz TumOn  TumOff  Reboot
o= Charge Remaining 100.0 %
Index Status
Er Current 0.00A
R 1 On
Last Replace Date 2019-10-03 11:59:47 EDT Discovery
2 On
Remaining Time 2H2M 115
et Seconds On Battery (1]
Contact
Status Battery Resting
o Temperature 0.00 °F Type Status Description

fs Voltage

22.5.1. Buttons

Item
Firmware Button

78.00V

Description

Allows user to select a firmware file from the firmware library and upload to the
current UPS. The Firmware Management section of this document details how to add
files to the firmware library and bulk load to multiple UPS.

New Button

Opens the form to create a new device.

Delete Button

Deletes the current device.

22.5.2. Input

Item Description

Frequency Value collected from the device.
Line Beads Value collected from the device.
Number of Phases Value collected from the device.
Source Value collected from the device.
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Bad Status Value collected from the device.
Line Fail Cause Value collected from the device.
Phase Value collected from the device.
Voltage Value collected from the device.
Current Value collected from the device.
Power Value collected from the device.
Frequency Value collected from the device.

22.5.3. Output

Item Description ‘
Load Value collected from the device.
Frequency Value collected from the device.
Number of Phases Value collected from the device.
Source Value collected from the device.
Phase Value collected from the device.
Voltage Value collected from the device.
Current Value collected from the device.
Power Value collected from the device.
Load Value collected from the device.

22.5.4. Battery

Item Description ‘
Charge Remaining Value collected from the device.
Current Value collected from the device.

Last Replace Date

Value collected from the device.

Remaining Time

Value collected from the device.

Seconds On Battery

Value collected from the device.

Status Value collected from the device.
Temperature Value collected from the device.
Voltage Value collected from the device.

22.5.5. Segments

Item Description

Delay Amount of time in seconds to wait before sending the Control command to the
selected Segment.

Index Reference to the load segment number.

Status Current status of the load segment.

Turn On Button

Turns on the selected load segment.

Turn Off Button

Turns off the selected load segment.

Reboot Button

Reboots the selected load segment.
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22.5.6. Contact

Item Description

Type Value collected from the device.
Status Value collected from the device.
Description Value collected from the device.
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22.5.7. UPS Rackmount Device Dashboard Attribute Map

Device Type: UPS - Rackmount

Section: Input
Field Title Scalar Attribute Tabular Attribute

Frequency

Input Frequency

Number of Phases

Input Number of Phases

Lines Beads

Input Lines Beads

Source

Input Source

Phase

Input Phase_1

Input Phase_2

Input Phase_3

Input Phase ID

Voltage

Input Voltage Phase 1

Input Voltage Phase 2

Input Voltage Phase 3

Input Voltage

Current

Input Current 1

Input Current 2

Input Current 3

Input Current

Power

Input Power Phase 1

Input Power Phase 2

Input Power Phase 3

Input Power

Frequency

Field Title

Input Frequency_1

Input Frequency_2

Input Frequency_3

Section: Input
Scalar Attribute

Input Phase Frequency

Tabular Attribute

Output Load 3

Load Output Load
Number of Phases Output Number Phases
Frequency Output Frequency
Source Output Source
Output Phase_1
Phase Output Phase_2 Output Phase ID
Output Phase_3
Output Voltage Phase 1
Voltage Output Voltage Phase 2 Output Voltage
Output Voltage Phase 3
Output Current 1
Current Output Current 2 Output Current
Output Current 3
Output Power Phase 1
Power Output Power Phase 2 Output Power
Output Power Phase 3
Output Load 1
Load Output Load 2 Output Phase Load
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Section: Battery

Field Title

Scalar Attribute

Tabular Attribute

Remaining Time Battery Time Remaining
Voltage Battery Voltage
Current Battery Current
Charge Remaining Battery Capacity
Status Battery Status

Last Replace Date

Last Replace Date

Seconds on Battery

Seconds on Battery

Temperature

Battery Temperature
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22.6. Server Device Dashboard

When the device type is a server the Server Dashboard page is loaded when the Dashboard function tile
is selected in device central.

The following sections and detailed data are available on this dashboard interface.

Several Trend Chart icons :in are located on the dashboard which will open a trend chart interface for
the selected data point or multiple data points.

C|E

Devices - Dis - localhost.optimumpathinc.info

New  Delete

|

Hardware Configuration

Attribute

CPU

Value

4XCPU Pkg/ID/Node: 0/0/0 Intel(R) Xeon(R)
CPUE5205 @ 1.86GHz,CPU Pkg/ID/Node:
0/1/0 Intel(R) Xeon(R) CPU E5205 @
1.86GHz,CPU Pkg/ID/Node: 1/2/0 Intel(R)

Xeon(R) CPU E5205 @ 1.86GHz,CPU

Pkg/ID/Node: 1/3/0 Intel(R) Xeon(R) CPU
E5205 @ 1.86GHz
Physical Memory
# of Disks 5
Total Storage 1.8TB
05 & Software Configuration
Attribute Value
0s ESXi
# of Packages Installed 69
# of Programs Running 0
Network Configuration
Attribute Value
MAC 00:21:9b:8b:e3:80
P 192.168.111.9
Network Mask
Gateway

Capacity
Metrics Actual Rated % Utilization Derated % Utilization
Power (W) 450.00 670.00 67.2 670.00 67.2
Current (A} 5.60 10.00 56 10.00 56
Metrics Total Used Reserved Broken Available % Utilization
Network Port 2 1 0 1 0 50.0
Power Port 2 1 0 1 0 50.0
Resource Consumption
Storage Description Total Used % Utilization
Jumfs/volumes/5411c4af-554644ae-6b6-00219b8be386 40GB  30.6MB 07%
Jumfs/volumes/d5ac357a-95427c73-8e3f-a168ae3593ec  245.8MB  157.8MB 642%
Jumfs/volumes/99297371-6e2e4d9d-7cdc-9c081ee8lach 249.7VB 8.0KB 0%
Jvmfs/volumes/5411c8a5-ff5af62a-c918-00219b8be386 240.6MB  192.6MB 80.1%
Jvmfs/volumes/5411cAae-f9b43edd-26b1-00219b8be386 1.8TB  484.1GB 26.1%

22.6.1. Hardware Configuration

Item Description ‘
CPU Value collected from the device.
Physical Memory Value collected from the device.
# of Disks Value collected from the device.
Total Storage Value collected from the device.
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22.6.2. Capacity

22.6.2.1. Power Capacity Table

Item Description ‘

Metrics Row indicates Power (W) attribute information for the device. Power Actual may be
monitored data or static data based on the Energy Data Source attribute for the
device. Current (A) attribute information for the device. Current Actual may be
monitored data or static data based on the Energy Data Source attribute for the
device.

Actual Power value collected from the device using the Active Power monitor attribute.

Rated Attribute defined by users for the selected device. The Power —Rated attribute is

used for this value.

% Utlization

Percent of Rated value that the actual power represents.

Derated

Attribute defined by users for the selected device. The Power — Derated attribute is
used for this value.

% Utilization

Percent of Derated value that the actual power represents.

22.6.2.2. Port Capacity Table

Item Description ‘
Metrics Indicates type of port.

Total Displays total number of ports on the device.

Used Displays number of ports used.

Reserved Displays number of ports reserved.

Broken Displays number of ports broken.

Available Displays number of ports available.

% Utilization

Displays the percentage of ports used.

22.6.3. OS & Software Configuration

Item
(N

Description
Value collected from the device.

# of Packages Installed

Value collected from the device.

# of Programs Running

Value collected from the device.

22.6.4. Network Configuration

Item Description ‘
MAC Value collected from the device.
IP Value collected from the device.
Network Mask Value collected from the device.
Gateway Value collected from the device.
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22.6.5. Resource Consumption

Shows disks volumes (partitions) and percent of space used.

22.6.6. Environmental

Displays a chart tracking temperature and humidity for the device.

22.6.7. Port Status

Item Description

Status Displays connection status collected directly form the device.

Port Index Displays the port number.

Label Displays the port label collected from the device.

Port Name Displays the port name.

Connected Device Name of the device connected to the port as defined in port mapping.
Bandwidth Value collected from the device.

Inbound Errors

Value collected from the device.

Outbound Errors

Value collected from the device.

Inbound Data (MB)

Value collected from the device.

Outbound Data (MB)

Value collected from the device.
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22.7. Switch Device Dashboard

When the device type is a switch the Switch Dashboard page is loaded when the Dashboard function tile
is selected in device central.

< = Devices - Dis- switchcc6led New  Delet
3
Network Configuration
Attribute Value
MAC 00:5f:86:cc:61:cd
P 10.10.10.250
Network Mask 255.255.255.0
Gateway 10.10.10.1,0.0.0.0
Capacity
Metrics Total Used Reserved Broken Available % Utilization
Network Port 30 0 0 30 0.0
Port Status
Status ~ Port Index Label Port Name Connected Device Bandwidth Inbound Errors Outbound Errors Inbound Data (M... Outbound Data (...
Down 49 gigahitethernetl no_01 0.000 % 0 0 0 0
Down 50 gigabitethernet2 no_02 0.000 % 0 0 0 0
Down 51 gigabitethernet3 no_03 0.000 % 0 0 0 0
Up 52 gigabitethernetd no_04 0.060 % 0 0 2047 1916
Up 53 gigabitethernets no_05 0.000% 0 0 1610 2047
Up 54 gigabitethernets no_06 0.002% 0 0 1771 525
Up 55 gigabitethernet? no_07 0.002% 0 0 2047 1424
Up 56 gigabitethernet8 no_08 0.002% 0 0 2047 1073
Up 57 gigabitethernetd no_09 0.000% 0 0 1375 2047
Up 58 gigabitethernet10 no_10 0.000% 0 0 1861 2047
Up 59 gigabitethernet11 no_11 0.000% 0 0 233 2047
Up 60 gigabitethernet12 no_12 0.000% 3222 0 2047 2047
Down 61 gigabitethernet13 no_13 0.000% 0 0 0 0
Down 62 gigabitethernet14 no_14 0.000 % 0 0 0 0

The following sections and detailed data are available on this dashboard interface.

22.7.1. Network Configuration

Item Description ‘
MAC Value collected from the device.
IP Value collected from the device.
Network Mask Value collected from the device.
Gateway Value collected from the device.
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22.7.2. Capacity

Item Description ‘
Metrics Indicates type of port.

Total Displays total number of ports on the device.

Used Displays number of ports used.

Reserved Displays number of ports reserved.

Broken Displays number of ports broken.

Available Displays number of ports available.

% Utilization

Displays the percentage of ports used.

22.7.3. Port Status

Item Description ‘
Status Displays connection status collected directly form the device.

Port Index Displays the port number.

Label Displays the port label collected from the device.

Port Name Displays the port name.

Connected Device

Name of the device connected to the port as defined in port mapping.

Bandwidth

Value collected from the device.

Inbound Errors

Value collected from the device.

Outbound Errors

Value collected from the device.

Inbound Data (MB)

Value collected from the device.

Outbound Data (MB)

Value collected from the device.
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22.8. Transfer Switch Rackmount Device Dashboard

When the device type is a Transfer Switch - Rackmount the Transfer Switch - Rackmount Dashboard
page is loaded when the Dashboard function tile is selected in device central.

The following sections and detailed data are available on this dashboard interface.

Several Trend Chart icons i are located on the dashboard which will open a trend chart interface for
the selected data point or multiple data points.

Active Source - Source 1
Sourca Woltage Frequency Status Freguency Status Good Status Internal Fallu..  Voltage Status Status Usad
Voltage And Freq
Source 1 1205V 60.0Hz Good Good Normal Range Powering Load
Normal Range
Voltage And Freq
Source 2 1203V 60.0Hz Good Good Neormal Range Not Powering Load
Normal Range
Output Configuration
Attribute Value Astribute Value
Violtage 1208V Input Voltage Rating 1ov
Current 0o0A Input Frequency Rating 60.0 Hz
Status Internal Failure Good Preferred Sowrce 1
Status Output Output Powered Sensithvity MNormal
Status Qverload No Qverload Transfer Mode Standard
Status Over Temperature Mo Over Temperature Last Transfer Test Result Mo Test Initiated
Status Short Circuit Mo Short Circuit
Status Communication Lost Good Environment
Status Configuration Failure Good .
Attribute Value
Temperature 0.00 °F
Contact Sensors
Humidity
Sensor Type Status Description
Normally Open Closed 'With Notice Inpust W1 Capacity
2 MNormally Open Closed With Notice Input #2 Power Path  Connect
Metrics Total Used Reserved Fpilable 3
Power Port 10 0 0 10
22.8.1. Buttons
Item Description ‘
New Button Opens the form to create a new device.

Delete Button Deletes the current device.
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22.8.2. Active Source

Source Value collected from the device.
Voltage Value collected from the device.
Frequency Value collected from the device.
Status Frequency Value collected from the device.
Status Good Value collected from the device.
Status Internal Failure Value collected from the device.
Voltage Status Value collected from the device.
Status Used Value collected from the device.

22.8.3. Output
Item Description

Voltage Value collected from the device.
Current Value collected from the device.
Status Internal Failure Value collected from the device.
Status Output Value collected from the device.
Status Overload Value collected from the device.
Status Over Temperature Value collected from the device.
Status Short Circuit Value collected from the device.
Status Communication Lost Value collected from the device.
Status Configuration Failure Value collected from the device.

22.8.4. Configuration

Item Description ‘
Input Voltage Rating Value collected from the device.
Input Frequency Rating Value collected from the device.
Preferred Value collected from the device.
Sensitivity Value collected from the device.
Transfer Mode Value collected from the device.
Last Transfer Test Result Value collected from the device.

22.8.5. Environment

Item Description ‘
Temperature Value collected from the device.
Humidity Value collected from the device.
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22.8.6. Contact Sensors

Item Description ‘
Sensor Value collected from the device.
Type Value collected from the device.
Status Value collected from the device.
Description Value collected from the device.

22.8.7. Capacity

Item
Power Path Button

Description

Displays the power path based on port mapping.

Connect Button

Opens the port mapping page with the current device selected.

Metrics Displays port type as collected from the device.
Total Displays total number of ports.

Used Displays the number of ports used.

Reserved Displays the number of ports reserved.
Available Displays the number of ports available.

% Utilization

Displays the percentage of ports utilized.
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22.8.8. Transfer Switch Rackmount Device Dashboard Attribute Map

Field Title

Device Type: ATS - Rackmount

Section: Active Power
Scalar Attribute

Tabular Attribute

Active Power

Active Source

Input Index_1

Source Input Index
Input Index_2
Input Voltage_1

Voltage Input Voltage
Input Voltage_2
Input Frequency_1

Frequency Input Frequency

Input Frequency_2

Status Frequency

Input Frequence Status_1

Input Frequence Status_2

Input Frequence Status

Status Good

Contact State 1

Contact State 2

Contact State

Status Internal Failure

Input Interval Failure Status_1

Input Interval Failure Status_2

Input Interval Failure Status

Voltage Status

Input Voltage Status_1

Input Voltage Status_2

Input Voltage Status

Status Used

Field Title
Voltage

Input Used Status_1

Input Used Status_2

Scalar Attribute
Output Voltage

Input Used Status

Tabular Attribute

Current

Output Current

Status Internal Failure

Output Internal Failure Status

Status Output

Output Status

Status Overload

Overload Status

Status Over Temperature

Over Temperature Status

Status Short Circuit

Short Circuit Status

Status Communication Lost

Communication Lost Status

Status Configuration Failure

Field Title
Input Voltage Rating

Configuration Failure Status
Section: Configuration
Scalar Attribute
Config Input Voltage Rating

Tabular Attribute

Input Frequency Rating

Config Input Frequency Rating

Preferred

Config Preferred

Sensitivity

Config Sensitivity

Transfer Mode

Transfer Mode

Last Transfer Test Result

Field Title
Temperature

Transfer Test
Section: Environment
Scalar Attribute
Temperature

Tabular Attribute

Humidity

Field Title

Humidity
Section: Contact Sensors
Scalar Attribute
Contact Type 1

Tabular Attribute

Type Contact Type
s Contact Type 2 s
Contact State 1
Status Contact State
Contact State 2
e Contact Description 1 e
Description Contact Description

Contact Description 2
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22.9. Access Control Device Dashboard

When the device type is access control the Access Control Dashboard page is loaded when the

An Access Control device must be created, configured for monitoring and mounted in order for the
dashboard to be fully populated.

Lock Infomation

Door Status Closed

Lock Status Locked UnLock
Password Timeout ] Reset

Password Wrong 0 Reset

User Management Set Delete

22.9.1. Creating the Device and Configuring Monitoring

e Create the Access Control device

e Select the new device from the device list to go to its Device Central page

e Click on the Monitoring function tile to access device's monitoring page

e Activate monitoring by configuring the Monitoring function tile as described in the Function
Tiles section.
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22.9.2. Mounting an Access Control Device on a Rack

An Access Control Device is mounted directly on the rack front door. From the Racks menu group select
the Rack Manager menu item. Search for and select the rack to mount the device and then select the
rack (see red outline), click the View icon and select Front Door. From the device list, search and select
the access device, drag the device to the desired position and Save.

Rack Manager e

Devices Models 1 & s :(": EC ‘ = & I} m lﬂ @ A ‘
. Resat Visw Layers P RU Select All Racks Flip Horizontal Flip Vertical Remove Hide Racks Decommission Save
Front
T
Rear Front
v Available Selected Racks
Left
207 Right
Top
ol, Fath, 060TLS
Front Door
&« <1 o lof 1> » Rear Door

Left Enclosure
Right Enclosure

Top Enclosure

< = Rack Manager
; = oy KA
Racks Devices Madels q =k g o B j==| &=, I} 1111 | @ 2]
T — Reszt View Layers View Full Screen Snap RU Select All Racks Hip Horizontal Flip Vertical Remove Hide Racks Decommission Save
tanlock Y
] Front Door
Al (e Available Selected Racks —_—

TPA-Tanlock 207
Available
Access Control, Fath, 060TLS Drag device to
desired location
on front door -

« < 1 to 1of 1> »

A-Rack001
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22.9.3. Access Control Device Dashboard

The Access Control dashboard contains information and buttons for controlling the device.

22.9.3.1. Lock Information

Item
Door Status

Description ‘
Closed or Open status which is collected from the device.

Lock Status

Locked or Unlocked status which is collected from the device and button to Lock or
Unlock

Password Timeout

Number of times a user timed out while entering name or password at the access
device. Hover over the number and “since YYYY-MM-DD HH-MM-SS TZ” shows start
date of the count. Reset button resets the count start date and the value of the
counterto 0

Password Wrong

Number of time a user entered the wrong password at the access device or from the
application. Hover over the number and “since YYYY-MM-DD HH-MM-SS TZ” shows
start date of the count. Reset button resets the count start date and the value of the
counter to 0.

User Management

Set button lets you add a new user with a password. Delete button lets you name a
user to be deleted.

22.9.3.2. Reporting

A Rack Lock Summary report provides summary data for the actions performed on the Access Control
devices. The report can be found by selecting the Reports Menu Item and expanding the Asset category.

|10

VisualData Centor Rack Lock Summary
OPI
Date Range: 2017-12-01 ~ 2017-12-13 by rack
Location Nums: 4 (1, 1, 1 Main St, Mobile){Area 1, 1, 1 Main St, Mobile)(Area 2, 1, 1 Main St, Mabile)(Area 3,1, 1... by device name
Device Group Nums: 2 (Public, Fath) temp unit: °F
Rack Group: 1 (Fath)
Rack Group:

Rack Device Name Manufacturer Model Serial Number # Unlock # Open Temperature
Rack001 Fath Lock 206 Fath 060TLS 0005-020-007 11 9 32.0
Rack001 Fath Lock 207 Fath 060TLS 0008-020-007 1 2 32.0
Rack002 Fath Lock 208 Fath 060TLS 0006-020-007 1 1 32.0
Rack002 Fath Lock 209 Fath 060TLS 0007-020-007 1 1 32.0
Rack003 Fath Lock 100 Fath 060TLS 0005-020-007 3 3 32.0

Fath Lock 555 - Fath 060TLS 0 0

test
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22.9.4. TZ Gateway Lock Dashboard

If the device is a TZ Gateway reporting rack lock status, the system will display the following dashboard:

New  Delete

< = Devices - TZ- 14DH1 Row D26
|’ Dashboard Graphs Ports Alarms Calendar Attributes Monitor Applications [l Images Links
sl =
|lii |®] O = G| ® &
Locks
Sensor Alias Sensor Serial Number Sensor Name Lock Status Lock mounted rack name
Primary Name Secondary Name Lock Name Lock Status Rack

tzlock - L4DH1 Row D26 - LYO4DH1D14
LY0ADH1D14 B 00000182E8 Locked Rack1 Row01_Robot
B-00000182E8

tzlock - L4DH1 Row D26 - LYO4DH1D14
LY04DHID14 F 0000018208 Locked
F-0000018208

tzlock - LADH1 Row D26 - LYO4DH1D15
LY04DH1D15 B 0000018470 Locked
B-000001847D

tzlock - L4DH1 Row D26 - LYO4DH1D15
LY0ADH1D15 F 0000018225 Locked
F-0000018225

tzlock - L4DH1 Row D26 - LYO4DH1D16
LY0ADH1D16 B 0000018381 Locked
B-00000183B1

tzlock - L4DH1 Row D26 - LYO4DH1D16
LY04DH1D16 F 0000018214 Locked
F-0000018214

tzlock - LADH1 Row D26 - LYO4DH1D17
LY04DH1D17 B 000001820E Locked
B-000001820E

tzlock - LADH1 Row D26 - LYO4DH1D17
LY04DH1D17 F 0000018383 Locked
F-00000183B3

tzlock - L4DH1 Row D26 - LYO4DH1D18
LY0ADH1D18 B 0000018221 Locked
B-0000018221

tzlock - L4DH1 Row D26 - LYO4DH1D18
LY04DHIDI8 F 00000182F3 Locked
F-00000182F3

tzlock - L4DH1 Row D26 - LYO4DH1D21

LY04DH1D21 6U 00000182CF Locked
6U - 00000182CF

22.10. Power Bus Bar Device Dashboard

Mounted Side
Side

Front Door

When the device type is a Power Bus Bar the Power Bus Bar Dashboard page is loaded when the

Dashboard function tile is selected in device central.

The following sections and detailed data are available on this dashboard interface.

Several Trend Chart icons i are located on the dashboard which will open a trend chart interface for

the selected data point or multiple data points.
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Infeed Data

a Ga Current o o 14448 68 kW-h

e . Frequency . - 093

Line Index Line Current (A} Line Current %

Lin 18.16
Line2 17.85
Lin 16.99
NeutralC

Neutralm % 9999.99 '9999.99
Phase Index L-N Voltage (V) L-L Voltage (V) Power Factor Active Power (W) Apparent Power (VA) Energy (kWh)

Phase L1 22887 092 132497 1445722

Phase L2 23096 095 1348.19 1426.15

Phase L3 133.75 23101 093 1263.86 1363.83
Outlets

Index  Name Port Name Connected Device Current (A} Active Power (W) Apparent Power (VA) Power Factor

Device 1 30 2008.38 215213 093
Device 2 30 1928.63 2080.52 083
22.10.1. Infeed Data

Item Description ‘
L-N Voltage Value collected from the device.

L-L Voltage Value collected from the device.

Current Value collected from the device.

Frequency Value collected from the device.

Active Power

Value collected from the device.

Apparent Power

Value collected from the device.

Total Energy

Value collected from the device.

Power Factor

Value collected from the device.

Line Index

Value collected from the device.

Line Current (A)

Value collected from the device.

Line Current %

Value collected from the device.

Phase Index

Value collected from the device.

L-N Voltage (V)

Value collected from the device.

L-L Voltage (V)

Value collected from the device.

Power Factor

Value collected from the device.

Active Power (W)

Value collected from the device.

Apparent Power (VA)

Value collected from the device.

Energy (kwh)

Value collected from the device.

22.10.2. Outlets

Item Description
Index Value collected from the device.
Name Value collected from the device.

Connected Device

Value collected from the device.

Current Rating

Value collected from the device.

Active Power (W)

Value collected from the device.

Apparent Power (VA)

Value collected from the device.

Power Factor

Value collected from the device.
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22.10.3. Power Bus Bar Device Dashboard Attribute Map

Field Title

Device Type: Power Bus

Section: Infeed Data
Scalar Attribute

Tabular Attribute

L-N Voltage

Infeed L-N Voltage

Current

Current

Active Power

Active Power

Total Energy

Energy

L-L Voltage

Infeed L-L Voltage

Frequency

Input Frequency

Apparent Power

Apparent Power

Power Factor

Power Factor

Line Index

Infeed Line Index 1

Infeed Line Index 2

Infeed Line Index 3

Infeed Line Index 4

Infeed Line Index 5

Infeed Line Index

Line Current(A)

Infeed Line Current 1

Infeed Line Current 2

Infeed Line Current 3

Infeed Line Current 4

Infeed Line Current 5

Infeed Line Current

Line Current(%)

Infeed Line Current Percentage 1

Infeed Line Current Percentage 2

Infeed Line Current Percentage 3

Infeed Line Current Percentage 4

Infeed Line Current Percentage 5

Infeed Line Current Percentage

Phase Index

Input Phase 1 Name

Input Phase 2 Name

Input Phase 2 Name

Input Phase Name

L-N Voltage

Infeed Phase L-N Voltage 1

Infeed Phase L-N Voltage 2

Infeed Phase L-N Voltage 3

Infeed Phase L-N Voltage

L-L Voltage

Infeed Phase L-L Voltage 1

Infeed Phase L-L Voltage 2

Infeed Phase L-L Voltage 3

Infeed Phase L-L Voltage

Power Factor

Input Power Factor 1

Input Power Factor 2

Input Power Factor 3

Input Power Factor

Active Power

Input Power 1

Input Power 2

Input Power 3

Input Power

Apparent Power

Input Power VA 1

Input Power VA 2

Input Power VA 3

Input Power VA

Energy

Field Title

Outlet

Infeed Phase Energy 1

Infeed Phase Energy 2

Infeed Phase Energy 3
Section: Outlets
Scalar Attribute
QOutlet 1D 1...48

Infeed Phase Energy

Tabular Attribute
Outlet ID

Outlet Name

Outlet Name 1...48

Outlet Name
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Current Outlet Current 1...48 Outlet Current
Active Power Outlet Power 1...48 Outlet Power
Power VA Outlet VA 1...48 Outlet VA
Power Factor Outlet Power Factor 1...48 Outlet Power Factor
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23. Navigation Tree

The Navigation tree creates, displays, and manages the sites in the application. These are visible as
nodes for countries, states, cities, buildings, floors and areas. The floor building tools become available
when the floor and area nodes are selected. The information below will describe the components and
features of the navigation tree for the application.

23.1. Tree Nodes

The navigation tree has nodes for locations displayed in a hierarchical format by default. The navigation
tree nodes can be grouped by Country, State, City and Building. Users can also filter the nodes by
entering text into the search field. The navigation tree nodes listed in the table below are available to
help users organize their sites for easy management.

Node Description Selection Behavior
Country List of countries that can be managed in the application. Shows the selected country with alarm
LEDs for sites within that country.
State List of States or Provinces for the selected country. Shows the selected State or Province
Note: If a country does not have predefined States to with alarm LEDs for cities within that
choose from the list, the All Areas option can be selected State or Province.
to create a State node in the navigation tree.

Campus/City Under the State node, users can create a Campus or City Highlights the selected City in the State
node. There is not a predefined list of these locations or Province view.
available for the user to select. Users enter the city name
in the Name field.

Building Address or other reference to the building being managed. | Displays the image of the building if it
was loaded when the building is
defined in Location Studio.

Floor Reference to the floor within the selected building. Displays the full floor layout with
devices assigned to this floor location.

Area Multiple options for Area types to help organize the Zooms to only the Area level of the

navigation tree to match the needs of the customer. floor with the devices mounted to this
Multiple types of Area can be included under a single Floor | area location. Other floor names and
node. devices are hidden.

®

@ ®
[ France
@z All areas
4k Paris

[= United States
[ 1 I |
#F Florida

[ : ] . |

4k Tampa
- |
[H 100 Main 5t
m
a1 3

[ ]

EDC
| L [l |

5| Power Room

oF Georgia

1. Next to each node of the tree is a blue number in square brackets. This indicates
the number of next level nodes under the selected node.

2. Under each location node of the navigation tree will be a summary count of
alarms for that node. There are 5 possible alarm types: Critical (red), Warning
(yellow), Unreachable (blue), Minor (purple) and Information (light blue). The
device counts are aggregated for all locations under the selected node. The
summary count boxes are colorized and visible when the value is greater than 0.
Note: The Alarm count information will be automatically updated every 5 minutes,
but users can choose to refresh manually to get updated data between the auto

refresh cycles.

3. When a node is selected the refresh icon is displayed to the right of the node.
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23.2. Creating Locations (Navigation Tree Nodes)

There are five buttons on the upper right corner of the navigation tree page for creating locations. These
include Add Cities, Import, Add Child, Add Sibling and Delete.

'_Il_ Visual Data Center o ,9 19 @ C? kelypeiow Q @

€ = location - Floor 1 Add Cities  Import  AddChild  AddSibling  Delete
Devices Ports
o (D]

The Add Cities button displays a list of over 3000 known cities with their country, state, latitude and
longitude information. Select a city by checking the box and click Submit to add the Country, State and
City nodes for the location to the tree.

@ 6

= Australia View Attributes Graphs Alarms
42 Northern Territory r_n
<k Darwin .Q E @ Q)
[H Building 1

d3Floor 1

Design Devices Data

23.2.1. Add Cities Button

If your city is not listed, click New and fill out the New City form.

23.2.1.1. New City Form

Fields Description

Name Sets the name of the city.

Country Select the country from the list.

State Select the state. If the country's states are unknown, the system will present "All
area" as the option.

Latitude Enter the latitude for the city in the decimal format (do not include the degree

symbol or N/S). Positive number is North (33.152).

Negative number is South (-33.3152).

Longitude Enter the longitude for the city in the decimal format (do not include the degree
symbol or E/W). Positive number is for East (44.3661).

Negative number is West (-44.3661).

Description User defined description of the city.

Buttons Description

New New opens a form to create a city.

Submit If any form fields are edited or new data has been added the Submit button becomes
active and is used to add a new city or update the existing city.

Cancel Does not create new city and closes the form.

23.2.2. Import Button

The Import button displays the Import Wizard page with the Locations radio dial selected. Locations can
be imported from a Location Import Template spreadsheet. The template can be downloaded with the
Download Template button. For instructions on filling out the location spreadsheet see the Import
Locations Spreadsheet section in the Import | Export Menu Group chapter of this guide.
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< = Import Wizard Prev  Next
1. Select Import Type 2. Upload File 3. Process File

Select the type of Import process to be completed.

Models Devices PDU/RPP Panels ®) Locations

Download the Import Template for the selected Import progress above and populate the data based on the instructions.

Download Template

23.2.3. Add Child Button

The Add Child button is available when a city, building or floor node is selected.

e  When a city node is selected, Add Child will present a form to create a building
e  When a building node is selected, Add Child will present a form to create a floor
e  When a floor node is selected, Add Child will present a form to create an area

23.2.4. Add Sibling Button

The Add Sibling button is available when building, floor or area node is selected

e When a building node is selected, Add Sibling will present a form to create a building
e  When a floor node is selected, Add Sibling will present a form to create a floor
e When an area node is selected, Add Sibling will present a form to create an area

23.2.5. Delete Button

The Delete button will delete the selected node and all its children.

23.2.6. New Building Form

The new building form is presented when a building is the sibling or child for the node selected on the
navigation tree.

Fields Description

Name Sets the name of the building.

Type Preset to Building.

Description User defined description of the building.

Required Attributes™ Number of Floors and Electricity Price require values for a floor.

Non-required Attributes Users can enter values as needed to the other attributes. Attributes can be added to
the list or removed using the Add and Remove buttons

User Group Select the user groups and set their access for the floor.

Buttons Description

Submit & New Creates the building as specified and opens a new building form.

Submit Creates the building as specified.

Cancel Does not create the new building and closes the form.
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23.2.7. New Floor Form

The new floor form is presented when a floor is the sibling or child for the node selected on the
navigation tree.

Name Sets the name of the floor.

Type Preset to Floor.

Description User defined description of the floor.

Clone Floor Select the floor to be cloned from the drop-down list of existing floors or Generic
Floor. Generic floor creates a 15 ft. by 15 ft.

Add Generic Rack The checkbox becomes active when Generic Floor is selected as the clone floor
option. Adds a generic 42U rack to the floor.

Required Attributes™ Floor index requires a value for a floor.

Non-required Attributes Users can enter values as needed to the other attributes. Attributes can be added to
the list or removed using the Add and Remove buttons

User Group Select the user groups and set their access for the floor.

Submit & New Creates the floor as specified and opens a new floor form.

Submit Creates the floor as specified.

Cancel Does not create the new floor and closes the form.

23.2.8. New Area Form

The new area form is presented when an area is the sibling or child for the node selected on the
navigation tree.

Name Sets the name of the area or the prefix of the areas created, if the quantity is set to
more than 1.

Type Preset to Area.

Quantity Enter the number of areas to be created.

Preview Button/Clear Displays the area names as they will appear. Clear button removes the preview.

Required Attributes* There are no required attributes for areas.

Non-required Attributes Users can enter values as needed to the other attributes. Attributes can be added to
the list or removed using the Add and Remove buttons

User Group Select the user groups and set their access for the floor.

Submit & New Creates the area(s) as specified and opens a new area form.

Submit Creates the area(s) as specified.

Cancel Does not create the new area and closes the form.

23.3. Tree Node Function Tiles

Tree Node Function Tiles are displayed when a node in the tree is selected. These tiles control what is
displayed in the content area of the navigation tree page.
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View Site Data Capacity Attributes Graphs Alarms Calendar Racks Devices Ports
r L ()  —
©, & | E ] ©® | 9 E | = | @

23.3.1. View Function Tile

Selected by default it causes the content area to display the map of the area (world, country, state, city),
the associated graphic (building) or floorplan (floor).

23.3.2. Site Data Function Tile

Displays capacity metrics for the selected location in graphs and tables.

e Attributes lists attribute values and accompanying trend charts
e Devices provides device counts
e Cooling Devices shows cooling device counts in a pie chart

23.3.3. Capacity Function Tile
Displays capacity metrics for the selected location in graphs and tables.

e Space (ft?) shows overall floor space details

e Raise Floor Space (ft?) shows raised floor space details

e Available Space for Racks calculate how may racks of size can be placed. The settings gear icon
allows users to add custom rack sizes to the calculations.

e RU Capacity table shows used and available rack space

e RU Fragmentation indicates the number of devices able to be mounted for 2-10 RU sizes

23.3.4. Attributes Function Tile

Displays the attributes associated with the selected node. Users can modify entries and add additional
attributes from the application attribute list. For information on creating new attributes see the
Attribute Manager Menu Item sub-section of the Settings Menu Group section.

When the user logs in and reviews the location Attributes function tile page, the value of attributes from
the Location Department Template are restricted to the user’s department. Users can only see the data
for areas belonging to the same department.

23.3.5. Graphs Function Tile

Displays the Graphs associated with the selected node. Click the play button to see the graphs reflect
the data from the node. For information on creating new graphs see the Graphs Menu Item sub-section
of the Data Analysis Menu Group section.

23.3.6. Alarms Function Tile

Displays the Alarms for the selected node. For details on managing alarms see the Alarms section.
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23.3.7. Calendar Function Tile

Displays the calendar log for the selected node. For details on using the calendar filters and functions
see the Calendar section.

23.3.8. Racks Function Tile

Displays list of racks on the node and the selected rack details.
23.3.9. Devices Function Tile

Displays the list of devices deployed on the selected node in a standard table that can be filtered,
searched and exported. For details using a table list see the Standard Table Features section.

23.3.10. Ports Function Tile

Displays the ports list for the devices deployed on the selected node. When a port is selected the port
management buttons are activated for Circuit Trace, Power Path, Network Path and Connect. For details
on these functions see the Ports Function Tile sub-section of the Device Central for Existing Devices
section.

23.4. Floor Node

Selecting a floor node displays the floor plan for the selected floor and adds the Design and Deploy
function tiles.

23.4.1. View Function Tile (Floor)

The default View displays the presents the published floor with devices in place.

Design Deploy Site Data Attributes Graphs Alarms Calendar Racks Devices Ports
: = z
X w|le]le]|e g |=|®

o = Device Names
Devices 4

Ullayers  Racklayers  Environmentlayers  Energy Layers
'l
| Properties

Iems. Value
ATSO01A

ATS001-8 °

€RACO0L

¥ Device

Name CRACOOL
cRACO02 Allas
€RACO03 Type Air Conditioner
POULA Manufacturer  Licbert

POUB Product Line D5 Precision Cooling

PatchPanel0oL Madel DS 105kW (30 ton)
EsiceEn=p0z. Life Cycle Operational
AssetTag
Serial Number
¥ Position
Area b
Row 2
Column A

Rotation 0

Height 00in

Serverlade001

« < wofn > P
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1. Menu has the following features:
a. Filters - a list of saved filters
b. Export - export device list to Excel, export floor|area image to PDF or export Rack details
to PDF
c. Refresh - refreshes the display
2. Displays current layer view name
3. Layer view buttons

a. Ul Layers include Alarm, Device Names (default) and Device Type. The values for the
select Ul layer are superimposed on the floor devices.

b. Rack Layers include rack and port metrics. The values for the select rack layer are
superimposed on the floor devices.

c. Environment Layers show temperature, thermal and humidity maps.
Note: Some layers have replay capability where you can view the changes to the layer
over time (For example: Any of the Thermal Environment Layers). When available the
player is visible and allows for a date and time range, video speed, timeline, video play,
pause and replay buttons.

Data and Time Range 2020/01/02 00:00 ~ 2020/01/02 15:25 Speed 1z v o L ()]

d. Energy Layers show power metrics. The values for the selected energy layer are

superimposed on the floor devices.

4. Filter Icon - Filters are used to restrict the devices which show the attribute data on the selected
layer to only devices which match the filter criteria. Users may define complex filter criteria by
defining filter rules for any of the available layer attributes associated to the devices. To define
a filter for a layer view, users can click the Filter icon on the left side of the workspace. This will
present standard application filter tool where the user can build simple and complex filters
utilizing AND and OR clauses. See the Filter Options section for details on creating filters.

| Type Q@ equals © | Transfer Switch Glm AND X

To clear or reset the view on the floorplan users can hit the X button to delete each filter rule.
Note: If the Search field in the rule is a long drop-down list the user can used the Magnifying
Glass to open a table list view of the options that can be filtered by column. To select an option
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click the radio button and Submit.

= Types Submit

Y All=Type contains Transfer

Type s lcon Manufacturer Product Line Model Device Description
search search search search
3
Transfer Switch v 24 43 g9 12
Transfer Switch -
12 19 114 0
Rackmount

€ £ 1 to 2of 2 > »
5. The Devices list shows the full list of devices on the floor.
a. Use the collapse icon next to the top of the devices to hide and show the list.
6. When a device is selected the device and position properties are listed.
a. Use the collapse icon next to the top of the devices to hide and show the list.

23.4.2. Design Function Tile - Creating a Floorplan

When a floor node is selected, the Design function tile displays the workspace where users upload and
configure the floorplan for their particular location. Once the floorplan is constructed, users can mount
devices onto the floorplan using the Deploy function tile. When the Design function tile is accessed,
there are two sets of icons available to help with the tasks needed to create the floorplan. Select the
floor to be defined and then use the tools provided to construct the floor views.

Along the top of the screen the following icons are available:

n OB n § 4 ¢ B BB T

()
\-ﬁ) Row Column Q Tile Width | 2 Tile Height | 2 mm (e ft
Uplozd | Anchor  Wall  FloorShape  AreaShaps  Move  SetScale | TileSpace  Tile Save  Remove | Zoom | Snaplines

View

23.4.2.1. Upload Icon

The Upload icon allows users to upload floorplan images so they can define attributes of the floor.
Supported file type for the upload include jpg, png and bmp. Floor Image window shows the floor plan
and presents buttons to rotate Counter-Clockwise or Clockwise before submitting.

e Zoom In: Use the mouse roller ball to zoom in and out on the floorplan.
e Move Floorplan: Click and hold the right mouse button to move the floorplan on the workspace.

Note: To upload a 3D CAD file for the floor plan users must use the CAD Tool in the application 3D Client.

23.4.2.2. Anchor Icon

The Anchor icon allows users to place anchor points on each corner where walls connect on the
floorplan drawing. This will allow the connecting walls to be created properly. Users click this icon to
enter the mode to place anchor points. Mouse clicks will assign an anchor point to the image. Users can
click the Escape key to exit the anchor point mode and return to the standard edit mode.
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To delete anchor points, Escape key to standard edit mode, click anchor point (turns red) and

click the remove icon (trash can).

23.4.2.3. Wall Icon

The Wall icon allows users to connect anchor points to create the walls of the floorplan. Clicking this
icon will enter the draw wall mode. Users select the type of wall from the pull-down menu and can then
systematically click anchor points to draw a set of walls around the floorplan image.

No pre-existing anchor points - The wall tool also works without pre-existing anchor points.
Select the wall type and then click on the floorplan to start the wall and also create anchor
points as the user clicks to create walls.

Non-contiguous walls - If the user needs to create a non-contiguous wall or there is an opening
between anchor points, use Escape to exit the wall drawing tool. Click the wall drawing tool to
start a new wall at a new anchor point.

Delete wall — Exit the wall tool with Escape key, left click select the wall (turns red) and click the
remove icon (trash can).

Change wall type - Exit the wall tool with Escape key, left click select the wall (turns red) and
change the wall Type in the properties window.

Use the collapse icon to hide the properties window.

nm O BE n N 4+ & B B B T a <%

Row column | Q) Tile wit
upload | Anchor  wall  FloorShape  Areathape Move  SetScale | Tiespace  Tilke save |remove | Zoom | SnapLines

Outline |

1l

r
©
]

Wiew

Properties

Attribute Value

Name

Type ~

|
|
|
|
-+ r I
|
|
!
|
|

23.4.2.4. Floor Shape Icon

After the walls have been created the full area of the floor is defined by selecting the Floor Shape icon
and then clicking the anchor points around the perimeter of the entire floor. This process establishes the
area of the floorplan for capacity planning purposes. As the perimeter anchor points are selected, they
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turn red. To complete the floor definition process users must “close” the perimeter by selecting the first

anchor point again and the floor shape color is applied. To start the process over, users can select the
Escape icon to return to the standard Edit mode.

When the full floor area has been defined the floor name is shown in the outline and when selected the
properties can be seen and altered as needed.

Qutline ‘l

Properties
Attribute Value

Name Floor 1

Gross Area 2578.607 m? -

1 Phase Voltage
3 Phase Voltage

Description

23.4.2.5. Area Shape Icon

After the floor is defined, users can then define areas of the floor. This process is similar to the floor
definition feature. Users select the Area Shape icon and then connect wall anchor points until a full area
is defined. As the perimeter anchor points are selected, they turn red. To complete the area definition
users "close" the perimeter by selecting the first anchor point again and the area color is applied. To
start the process over, users can select the Escape icon to return to the standard Edit mode.

When the area has been defined the Add Area form opens and the user selects the area name from the
drop-down menu.

Add Area X

Name #* ~

Area3 Submit Cancel

If the area name does not exist, the user can click the New button and fill out the New Area form to
create and apply the new name.
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New Area

*
Name Area 51 sz @D Right Access

Type « [ Administrators View Edit
Anywhere User Group View Edit
Description Mobile User Group View Edit

7 Public View Edit

« < 1 to 40f 4 > B
Attributes Add  Remove

Attribute Value Unit
Department v

Pouer - Rated

Power - Derated

Weight Capacity Ib

« <[1 todof 4 > »

Submit  Cancel

Once the area is created the area name is shown in the outline and when selected the properties can be
seen and altered as needed.

Qutline

Floor 1 -

n L
Properties

Attribute Value

Name Area 1

Area Mode Automatic v

Provisioned No v
In Floor Yes ~

Department v .

e Color —Click on the color swatch and select a new color from the color palette. By default the
area color is blue.

23.4.2.6. Move Icon
The Move icon allows users to select an anchor point and move it to a new location.

23.4.2.7. Set Scale Icon

The Set Scale icon allows user to define the length of a wall. The units displayed will be presented based

on the user settings. Exit the wall tool with Escape key, left click select the wall (turns red), select the Set
Scale tool and enter a value.
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Note: Set scale on one wall and the other walls will be set proportionally.

Set Scale »

Physical Length *| 20 m

Submit Cancel

23.4.2.8. Tile Space Icon - Apply Raised Floor, Tiles and Grid

Select the area where you want to apply the raised floor from the outline list. Click on the Tile Space
icon and fill out the Add Tile Space form:

Add Tile Space x
Name Area 1-Tile Space
Start Point * | Top Left Corner o
Starting Tile Width * 100  Tile Width
Starting Tile Height *| 100 % Tile Height
Grid

Horizontal Labels ABCDEFGH,ILLKLMNOPQRSTUVWXY.ZAAABAC
Vertical Labels 1,2,3,4,5,6,7,89,1011,12,13,14,15,16,17,18,19,20.21

Submit Cancel

1

e Start Point identifies the corner where the labels will begin. The default is Top Left Corner but it
can be change to Bottom Left Corner, Top Right Corner or Bottom Right Corner.

e Starting Tile Width sets the width of the first tile as a percentage of the full tile's width

e Starting Tile Height sets the height of the first tile as a percentage of the full tile's height.

e  Grid checkbox turns the grid on in the selected area.

e Horizontal Labels will by default add letters across the tiles beginning with the letter A and
continuing for the number of tiles in the space.

e Vertical Labels will by default add numbers vertically down the tiles beginning with the number
1 and continuing for the number of tiles in the space.
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o To change labels select the Area Tile Space item in the outline and edit the Column and

Row labels. The labels are entered with a comma between each entry.
Qutline ‘I
Y F2
V Areal
Area 51

4B B EF 8 M I 4K NEOPG AT

4 »

T 2 8 £ 8 8 2% = s < ==

Properties

Attribute ‘ Walue

Name Area 1 llie >pace e "
"

Has Grid True - i
"

Start Point Top Left v 5

Tile Start 50 5
"

Tile End 50 "
»

Column Labels A,B,C,D,E,FGH,LLKL =

Row Labels 1,2,3,4,5,6,7,8,9,10,1

23.4.2.9. Tile Icon - Specify Perforated and Common Tiles

Identifying the location of Perforated and Common tiles helps the system accurately calculate the
usable/billable floor space and visually keeps users from placing devices on those tiles.

e Select the tiles to be changed from normal tiles
o Contiguous tiles - Shift Click to select the first tile then the last tile (tiles turn green)
o Non-contiguous tiles - Control Click to select tiles one at a time

e C(Click on the Tile icon and select the desired type of tile
o Normal - the default tile type, displayed in the default area color
o Perforated - displays as a dark gray tile
o Turn on Common - displays with an extra border. Common is good for walkways and
areas where no devices are to be placed.
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o Turn off Common - used to revert common tiles back to normal
it et . St ! i e e S i e, b ]
iEEEEEEEEEEN
N |
l@' Common

|Eh Tiles
L]

—

. Perforated
Tiles

23.4.2.10. View Icon

The View icon allows users to specify which elements will be visible on the floorplan during the design
process.

s/ B T,
Anchor Point
Area

Floor Image
Floor Shape

Grid
Raised Floor
Wall Segment

23.4.2.11. Save Icon
The Save icon saves changes to the floor plan.
23.4.2.12. Remove Icon

The Remove icon is used whenever the user wishes to delete selected design elements like anchor
points, walls or an element selected in the floorplan Outline. Anchor points and walls turn red when
selected. Items in the outline are highlighted gray when selected.

23.4.2.13. Zoom Icon

The Zoom icon allows users to zoom in or out of the floorplan image by fixed percentages.

e The roller ball on the mouse zooms in or out of the floorplan image to any desired view.

23.4.2.14. Snap Lines Icon

When the Snap Lines icon is highlighted green guide lines will appear as new anchor points are being
placed and the anchor points will snap to align.
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23.4.2.15. Row, Column Tile Search Fields

The Row and Column fields allow the user to enter a grid point and then search. The desired tile is
highlighted green.

21 C Q

21

x2

23.4.2.16. Tile Width, Tile Height and Measurement Unit Field

The Tile Width, Tile Height fields and Measurement Unit radio buttons allow users to set the raised floor
tile size.

Tile Width | 1.969 Tile Height | 1.969 mm () ft

23.4.3. Deploy Function Tile - Placing Devices on the Floorplan

When a floor node is selected, the Deploy function tile displays the workspace where users place
devices from the devices list onto floorplans which have been created with the Design function.

The Deploy function tile page has several important features which allow users to easily assign and align
devices on the floorplans.

loinleft JoinRight JoinUp  Join Down

h T B 2 =2 =

alignBottorn  AlignTop  Align Middle  AlignLeft  Align Right  Align Center

Q@ T |B W&«

Rotate  Set Heizht REmovE

23.4.3.1. Align Icons

Align icons allow users to align multiple devices by one of its edges or center points. Users select
multiple devices using the Ctrl key while clicking devices on the floor. The first device selected will be
the reference for the other devices. After multiple devices are selected, click one of the Align icons to
align all selected devices based on the selected edge or center point feature.

23.4.3.2. Join Icons

Join icons allow users to join multiple devices in a row on the floorplan. Users select multiple devices
using the Ctrl key while clicking devices on the floor. The first device selected will be the reference for
the other devices. Joining to the Top, Bottom, Left or Right of the last device can be done with single
click of the icon.

e If multiple devices are selected the order in which they are selected determines the join order.
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e The left, right, top and bottom options are based on the view on the screen view. Top indicates
the top of the screen, bottom indicated the bottom of the screen, etc.

23.4.3.3. Rotate Icon

Rotate icon will rotate all selected devices the number of degrees entered or selected.

23.4.3.4. Set Height Icon

Set Height icon allows users to set the height of a device off the floor. Users can place devices above the
floor or under the floor with a radio button selection while running this function. Multiple devices may
be selected while performing this function.

23.4.3.5. Save Icon

Save icon saves all changes from the floorplan to the navigation tree. Devices placed onto the floor will
be assigned the location attributes and will be changed from Available to Operational device status.

23.4.3.6. Remove Icon

Remove icon will remove all selected devices from the floorplan.
Note: This will not delete the device from the application device list.

23.4.3.7. Zoom Icon

The Zoom icon allows users to zoom in or out of the floorplan image by fixed percentages.

Note: The roller ball on the mouse zooms in or out of the floorplan image to any desired view.

23.4.3.8. Undo/Redo Icons

These will undo and redo previous actions.

23.4.3.9. Adding Devices to Floor
23.4.3.9.1. Device List

Users can add existing devices to the floorplan with an easy drag and drop action from the Devices tab
list on the left part of the page. By default, the list shows Available devices, but the user can elect to
show All devices or just the devices in the Current Location. Using the filter tool users can further refine
the list.
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Devices Models

All (=) Available

Current Location

Tack, Wright Une, 430-2487

Kelly-Rack0ll
Available
L WArioht Line a1 ].34a7

Kelly-Rack012
Available
Rack, Wright Line, 44U-2442

Vel Do 09 2

Available
Rack, Wright Line, 44U-2442

Kelly-Rack014
Available
Rack, Wright Line, 44U-2442

Multiple devices can be selected from the navigation tree using either the Ctrl or Shift keys. After

selecting devices, drag and drop the devices onto the floorplan.

Note: Device must be highlighted before dragging. Click left mouse button to select (item turns blue),

then click left mouse button again and hold to drag to position on the floor.

By default, the selected devices will be added to the floor in a joined row in the order they were
selected. Once on the floorplan, the user can move the devices manually or use the icons at the top to
help update alignment or join order in the layout.

23.4.3.9.2. Models List

Users can add new devices to the floorplan with an easy drag and drop action from the Models tab list
on the left part of the page. By default, the list shows the entire model library. Using the filter tool users
can further refine the list.

Devices Models

103004258-5591
UPS - Rackmount, Eaton

103004259-5551
UPS - Rackmount, Eaton

103004261-5591
UPS - Rackmount, Eaton

103004262-5551
UPS - Rackmount, Eaton

103004263-5551
UPS - Rackmount, Eaton
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When the model is released on the floorplan the Add Devices By Model form opens. Enter the new
device's name and select a device group. Enter a quantity, if more than one of the devices is desired.
The devices are added to the floor and if the quantity was more than one, the additional device names
will be appended with parenthesis and a number.

Add Devices By Model

Name

Quantity

Type

Manufacturer

Product Line

Model

Lifecycle

Owner

Department

Energy Type

Description

*  RPDU-KB-01

*  UPS - Rackmount

* Eaton

*  Powerware 5110

*  103004258-5591

*  Available

OPI- 0PI

23.4.4. Racks Function Tile

Groups

Group Name 15
Search
jarrett

Public
RG1

Category

Device Group
Device Group

Rack Group

Devices

Description
0
1017
0
1 to 3 of 3 > »
Save  Cancel

Displays a list of the racks deployed on the current floor and when selected the a rack page is displayed
with rack details and access to rack management functions.

O P O O O

Rack001

Rack002

Rack003

Rackood

Rack005

@

< to 50of 5 > »

h g 4| Manage Rack Print Show Enclosure
r
r
=
=

Serial Number

Mounted Devices Dashboard Capacity
Name 15 Life Cycle Asset Tag,
Search. Search. Search.

PatchPanel001 Operational

Switch001 Operational
Server001 Operational
Server002 Operational
Server003 Operational

¥ ServerEnc001 Operational

Search.

Remove Decommission

Total: 11
IP Address Type
Search. Search.
Patch Panel
Switch

Server - Rackm
ount

Server - Rackm:
ount
Server - Rackm

ount

Server - Blade
Enclosure

1. The selected rack is highlighted in the rack list causing the rack to be displayed and its detail to
be loaded on the page.
Edit Icon - goes to the device central page for the rack.

2.
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3. Manage Rack button - opens the rack manager page with the rack loaded.
4. Print button - generates a PDF file rack report containing the following:
a. Images of the rack front, rear, left, right and outer left and right sides of the rack.
b. The list of devices mounted on the rack.
c. Therack's dashboard information which includes the power and capacity statistics.
5. Show Enclosure checkbox - toggle to show rack enclosure.
6. Mounted Devices tab
a. Displays the list of devices mounted in the rack.
b. Select the device on the rack and the row is highlighted in the list or vice versa.
c. The Remove and Decommission button will act on the devices with the boxes checked.
7. Dashboard tab - displays the rack power dashboard elements in the content area.
8. Capacity tab - displays the rack capacity dashboard elements in the content area.
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24. Creating and Configuring Traps

SNMP Traps are an important part of device monitoring and management and can be configured in the
application. The SNMP Trap listener will receive traps from monitored devices and process the traps
based on the rules and configurations. Many vendor trap objects are predefined in the Monitoring
Template section of the application. Creating new trap objects is a multi-step process documented in
the sections below.

24.1. Create Attributes for Traps

The application generates all alarms, notifications and actions based on Attributes. So, the first step to
creating support for a new trap is to ensure there is an attribute created in the application. This step is
completed on the Attribute Manager page which is in the Settings group menu.

e Name — Define the name of the trap attribute. This is typically a unique name which is easy to
find and manage when reported in the Alarms and Calendar features of the application.

o Define the Category where this attribute will be visible when reviewing the full attributes list.

e Choose the Value Type of the trap to be delivered from the device. In most cases, this type will
be set to String.

e Usage — Choose the Device checkbox. Only device traps are supported in the application.

This attribute will be used in other sections below to fully configure the trap object in the application.

24.2. Create Trap Data Elements

Once the trap attribute is defined in the application, the user can go to the Monitoring — Monitoring
Templates page to create support for the actual trap object from the device. Examples of predefined
traps can be found in the monitoring templates that start with the string “Trap”. Create a new
monitoring template which will contain the list of traps to be created for your device. There are two
ways to define the individual trap attributes in the monitoring template as documented below.

24.2.1. Traps Defined Manually

Users can manually define a trap attribute in the monitoring template by following these steps. Please
refer to working examples of traps in the preconfigured Monitoring Templates if more information is
needed on how to manually create a trap attribute:

e Choose the Attribute from the application Attribute Manager which will be used for tracking the
trap object sent from the device.

e Define an alias for this attribute. This is not required but may be a way to provide a user-
friendly name to a more complex attribute name. The Alias name will be used for reporting in
alarms and calendar events.

e Data Type should be set to Scalar.

e Monitor Type should be set to SNMP Trap.

e Parameters — Trap OID should be the OID from the device MIB which represents the trap alarm
sent by the device. Specific is a configuration setting which is defined in the manufacturer MIB
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for each trap object being sent to the application as an alarm. Item Value is used in some cases
to match the value assigned in the trap to a configuration with the attribute defined in the

application.

Variable Bindings — In some cases traps will be dependent on other objects in the SNMP MIB. If

the trap object being defined has a variable binding then click the Add button and define the

Name, OID, Value type and Enum Values fields.

o The system will translate ENUM values into user-accessible readable format for traps in

the alarm details and email.

5 G 4 0
< = Monitoring Template - 1209 traps New  Submit  Delet
Attribute - control ot x
Attribute #  Control Output Off 0 Q New
Alias control off
Data Type + | scalar o
Monitor Type  *  SMPTrap o
Parameters ol alue
Trap OID * 1361415311141 Add Remd
Specific .
unit Status
tem Value 251 1114
search.. | Seach v
Variable Bindings 2dd | pelete [ o)
Nem o Value Typ Enum Values (0] ©
3 * Decim «©
* nteger «©
Submit  Cancel (o)
UPS Alarm Temp Bad. Scalar SNMP Trap Trap OID:1.3.6.1.4:1.534.1.11.4.1433 String [ @)
[ UPS Alarm Test In Progress Scalar SNMP Trap Trap OID:.1.3.6.1.4.1.534.1.11.4.1428 String [ @)
< = Devices- 1209 trap ups New  Delete

Basic Information Submit

Acknowledge

q
| e Graphs Ports
oo
- o © @
¥ Device
Root C impact
Name 1209 trap ups - )
i | @
Alias \
8d5caco2-e8b7-49fc-a
uup =
646-90edSch6edeS = Alarms
Type UPS - Rackmount
v YA foes not cc i
Manufacturer
Ack  Severity]T | AlarmSource  Trigger/Attribute | Rules
Product Line i el
Model c | iNormal
Life Cycle Available o [ REECEErS 2
Asset Tag _ control off and on  control off
Serial Number i
another control off
1P Address 10.10.10.84 Miner andon conteteft
Proxy IP
Admin Port
MAC Address

Firmware Softw

272

Detals

rmdescr”: 1.30

Last Updated Location

Startdate ~ End date[a] | Searc
2020-12-23 15:08:46 CST

2020-12-23 15:08:46 CST

Alarm description: {1.3.6.1.4.1.534.1.7.2.1.2} - Message: {

13,61.4.1534.111.3.0)

2020-12-23 15:08:46 CST

« <1 t1of1> »
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e For Variable Bindings support for fuzzy matching at the end of some of the bindings (such as
OID .1.3.6.1.4.1.534.1.11 could match all the OID start with it.) This means that variable binding
OIDs no longer require an exact match to be recognized by the system.

B < = Monitoring Template - 1209 traps New Submit  Delete
Attribute - convolof x
Attribute * | Control Output Off 0 Q New

Data Type scal o
Monitor Type SNMP Trap ° y
gggggggg 1
Peramet Label Val
Trap 0ID * 1351415311141 2d | Remowt
Specific
Unit  Status
item Value 1361415311101
search... | Search.. v
Variabe Bindings ads | oeete o)
Neme on Value Type Enum Values o «©
alan A Decma -] @
aan + eer [ ©
ssge * enum - " o)
Submit  Cancel (o)
UPS Alarm Temp Bad Scalar SNMP Trap Trap OID:1.3.6.1.4.1.534.1.11.4.1+33 String [ @)
UPS Alarm Test In Progress Sealar SNMP Trap Trap OID:1.3.6.1.4.1.534.0.11.4.1428 String -
« <l to s of 83> 3

e Status — Determines if the application will process this trap definition for the assigned devices.

24.2.2. Traps Imported from MIB

An alternative to the manual creation of the trap object in the application is to use the Import from MIB
option when creating attributes. This method is much easier to use and is recommended for trap
configuration activity. To use this method of creating support for traps, follow these steps below:

e Create a new Monitoring Template or open an existing template which will contain the trap
definitions.

e On the Attributes Tab, click the Add button.

e At the top of the Add Attribute page turn on the Add Attribute from MIB checkbox.

e Browse to the file which is the MIB file which contains the trap definitions to support.

e Select the checkbox next to the trap objects which will be imported.

e Assign the application Attribute which will be used to map to the Trap object. A list of available
Attributes is in the dropdown list in the Attribute column of the table.

e Click the Submit button.

The selected traps will be created in the monitoring template and can be assigned to devices.

24.2.3. Traps Imported via Excel

e Below is the screenshot for the trap import template

A B C D E F G H | J K
e b e
2 ID Name Description Item ID Name Alias Enum Value Status Trap OID Specific Item Value
3 Trap XUPS M2 V3 Control Output Off Enable .1.3.6.1.4.1.534.1.11.4.1.0.1
4 Trap XUPS M2 V3 Control Output On Enable .1.3.6.1.4.1.534.1.11.4.1.0.2
S Trap XUPS M2 V3 UPS Agent Down Enable .1.3.6.1.4.1.534.1.11.4.1.0.50
6 Trap XUPS M2 V3 UPS Alarm Battery Bad Enable .1.3.6.1.4.1.534.1.11.4.1.0.23
7 Trap XUPS M2 V3 UPS Alarm Charger Failed Enable .1.3.6.1.4.1.534.1.11.4.1.0.34
8 Trap XUPS M2 V3 UPS Alarm Entry Added Enable .1.3.6.1.4.1.534.1.11.4.1.0.21
9 Trap XUPS M2 V3 UPS Alarm Entry Removed Enable .1.3.6.1.4.1.534.1.11.4.1.0.22

10 Trap XUPS M2 V3 UPS Alarm Fan Failure Enable .1.3.6.1.4.1.534.1.11.4.1.0.35
11 Trap XUPS M2 V3 UPS Alarm Temp Bad Enable .1.3.6.1.4.1.534.1.11.4.1.0.33
12 Trap XUPS M2 V3 UPS Alarm Test In Progress Enable .1.3.6.1.4.1.534.1.11.4.1.0.28
13 Trap XUPS M2 V3 UPS AlarmFuse Failure Enable .1.3.6.1.4.1.534.1.11.4.1.0.36
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o You will fill out the template with the columns below
o Column B: Name
= This is the name of the trap template to be created
o Column E: Name
= This is the name of the attribute to be used. Note, the attribute must already be
created in the system.
o Column H: Enable
= Thisis to enable the trap in the template
o Column: Trap OID
=  Should be the OID from the device MIB which represents the trap alarm sent by
the device. Specific is a configuration setting which is defined in the
manufacturer MIB for each trap object being sent to the application as an alarm.
o Column J: Specific
o Column K: Item Value
= s used in some cases to match the value assigned in the trap to a configuration
with the attribute defined in the application.
o After filling out the spreadsheet follow normal import procedure and select Monitoring
Template as the dropdown option.

24.3. Define Trigger for Trap
24.3.1. Define Trap Triggers Manually

The nature of an SNMP Trap is to report a condition with the device and report the alarm condition to
the monitoring application. The steps in the sections above will configure the application to receive the
trap from the source device, but for the trap to be reported to users you need to define the Trigger for
the trap event.

Defining a Trigger for a trap attribute is the same as defining a Trigger for a standard polled data
element from a device. On the Monitoring Template where the Traps are defined, select the Triggers
tab and click the New button to define a new Trigger. Key elements of the SNMP Trap Trigger are as
follows:

e Name — Name of the Trigger. This trigger name will appear in the Alarms and Calendar when
the trap event is detected.

e Severity — Alarm severity to assign to the event when the trap is received for the device.

e Rules —Select the Trap attribute or combination of trap attributes which will cause this Trigger
to be enabled.

Click Submit to save the Trigger definition. When this trigger event is enabled the device will be set to
the defined alarm severity in the trigger rule.
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24.3.2. Define Trap Triggers via Import

Below is a screenshot of an example trap import

A B c D E F G H | ] K L M N [ P a R

1
Template/Device  MinTime On  MinTime Off  Descriptio Operatio Valu Operatio Valu  Message Recovery

2 |status ID Name Severity  Type Template/Device ID Name (s) (s) n Attribute n e Attribute n e Format  Message Format
3 |[enable  cControl Output OFf Information Template Trap XUPS M2 V3 Control Output Off
4 |[Enable Control Output On Information Template Trap XUPS M2 V3 Control Output On
5 |Enable UPS Agent Down Minor Template Trap XUPS M2 V3 UPS Agent Down
6 |[Enable  UPS Alarm Battery Bad Critical Template Trap XUPS M2 V3 UPS Alarm Battery Bad
7 |Enable  UPS Alarm Charger Failed Critical Template Trap XUPS M2 V3 UPS Alarm Charger Failed
8 [Enable  UPS Alarm Entry Added Warning  Template Trap XUPS M2 V3 UPs Alarm Entry Added
9 [Enable UPS Alarm Entry Removed Warning  Template Trap XUPS M2 V3 UPS Alarm Entry Removed
10 |Enable  UPS Alarm Fan Failure Warning  Template Trap XUPS M2 V3 UPS Alarm Fan Failure
11 [Enable  UPS Alarm Temp Bad Warning  Template Trap XUPS M2 V3 UPS Alarm Temp Bad
12|Enable  UPS Alarm Test In Progress Information Template Trap XUPS M2 V3 UPS Alarm Test In Progress
13 |Enable  UPS AlarmFuse Failure Critical Template Trap XUPS M2 V3 UPS AlarmFuse Failure
14 |Enable  UPS Alt Power Not Available  Minor Template Trap XUPS M2 V3 UPS Alt Power Not Available
15 |Enable  UPS Ambient Temp Bad Warning  Template Trap XUPS M2 V3 UPS Ambient Temp Bad
16|Enable  UPS Awaiting Pawer Minor Template Trap XUPS M2 V3 UPS Awaiting Power UPs Utility Power Restored
17 [Enable P Battery Discharged critical Template Trap XUPS M2 V3 UPs Battery Discharged
18 |Enable  UPS Breaker Open Critical Template Trap XUPS M2 V3 UPS Brezker Open
19 Enable  UPS Building Alarm Warning  Template Trap XUPS M2 V3 UPS Building Alarm
20 |Enable  UPS Bypass Not Available Warning  Template Trap XUPS M2 V3 UPS Bypass Not Available
21 Enable  UPS Comm Established Information Template Trap XUPS M2 V3 UPS Comm Established UPS Communications Lost
9 |Enahle 1IBS Cammuniratione st Infarmation Temnlate Tran X115 M) V2 1S Commiiniea #iome 1 et 11DS Comm Extablichad

o You will fill out the template with the columns below
o Column C: Name
= Name of the trigger
o Column D: Severity
= This is the alarm severity category the trigger will display once active
o Column E: Type
= The type of trigger and where it will be created ie either under a template or a
specific device
o Column G: Name
=  The name of the type or device the trigger will be applied to
o Column K: Attribute
= The name of the trap attribute that will activate the trigger if received.
o After filling out the spreadsheet follow normal import procedure and select Triggers as the
dropdown option.

24.4. Define Recovery Rules for Trap

When traps are received by the application and a trigger is enabled to set an alarm for a device, there
needs to be an automated way for the trap alarms to be cleared from the alarm panel when the device
reports the original trap condition no longer exists. Users can configure these recovery rules within the
Triggers page for the trap alarm.

On the New Trigger definition page, there is a Recovery Rules section which is used to define the Trap
events which will clear the alarm condition. Essentially, when the recovery rules events are received for
the device, the original trap event will be cleared for the device. This clearing of the trap event will reset
the trap to Normal condition for the device which eliminates an entry in the alarm panel for the device.

Note: When defining the recovery rules, there are options to use compound logic the AND|OR buttons
to require multiple trap events to clear the original trap alarm.
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24.5. Define Custom Messages for Trap

On the New Trigger definition page there is an option to deliver a text string along with the trap alarm.
Using the Message Format field on the new trigger page, users define the text string which will be sent
with the trap alarm when it is generated. This text string will appear in the Alarm panel and the
Calendar entry for the alarm generated for the device.

24.6. Configure Trap Forwarding

Users may want for the application to collect SNMP Traps from devices and then forward these traps to
a third-party application for further processing. For these use cases, the Actions feature is used to
define Trap Forward rules.

Create a New Action by selecting the Template, Trigger or Alarm which contains the SNNP Trap you
want to forward to a third-party application.

€ = Actions - Trap Options
Name * | Trap Options
Conditions *
Template - is - Trap XUPS
Default step duration * | ap

Define an Operation Rule where Operation Type is set to Forward Trap and the Destination Host|Ports
are for the server which should receive the trap.

MNew Operation

Step 1

Step Duration * 30

Operation Type * | Forward Trap
Destination Host * | 192.168.45.129
Destination Port *| 161
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24.7. Generate Trap to 3" Party Application

The Visual Data Center application is capable of delivering SNMP Traps for any alarm detected within
the application. Alarms are generated using the Trigger feature so they may be simple threshold alarms,
complex triggers involving multiple conditions or traps received from devices managed within the
application. In any of these cases, the Visual Data Center application can notify a third-party application
with an alarm which is in the format of an SNMP Trap.

In the example below, an Action is created for any alarm generated in Visual Data Center which has a
severity of Critical.

€ = Actions - Trap Options
Name * | Trap Options
Conditions *
Severity V is V Critica
Default step duration * | 3

To forward this alarm condition to a third-party system users will create a new Operation with this
Action where Operation Type is set to Forward Alarm and the Destination Host|Port are set for the
server which should receive the Alarm trap generated by Visual Data Center.

New Operation

Step ¥ 1

Step Duration ¥ 30

Operation Type * | Forward Alarm
Destination Host * | 192 168 36.160
Destination Port *¥| 161

24.8. Trap Troubleshooting

For traps to be delivered by an end device, received by Visual Data Center and processed correctly
requires proper configurations for traps across devices. Please reference these important notes for
configuring traps to work properly with the application.
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24.8.1. Device Configurations

e Ensure the end device is configured to deliver traps to the Visual Data Center Probe server.
Many devices refer to this as the Trap Receiver configuration and setup. By default, the Visual
Data Center trap listener is configured to listen on port 162.

e For SNMP version 1 traps, ensure the Community strings are defined for the end device.

e For SNMP version 3 traps, more configuration elements are required:

o The definition of the Trap Receiver (Visual Data Center Probe) will require a user name
to be included in the setup.

o The version 3 user name has different Security options for authentication and privacy. A
single setting must be used for all devices using SNMP version 3 communication to
Visual Data Center:

=  No Auth, No Priv
= Auth, No Priv
= Auth, Priv

24.8.2. Probe Server Configuration — SNMP Version 3 Only

If SNMP Version 3 traps are being sent from devices, the Visual Data Center probe server must have the
following configuration file updated to align with the settings defined on the end device. All devices at
the customer site must communicate with the same SNMP version 3 communication settings. The
following file is used to define the communication settings for version 3 traps:

/opt/VDC/monitor/vms/webapps/vms/WEB-INF/config/snmp_v3_trap.json

[roM@vdc60-3170 logsl# more Jopt/VDC/monitor/vms/webapps/vms/WEB-INF/config/snmp_v3_trap.json
[

{

"userName" : "
"authProtoc

"engineID

"userName"
"authProtoc

"engineID":""

"userName":"",
"authProtocol":"",
"authPassword":"",
"privProtocol":"",
"privPassword":null,
"enginelD":""

an

All values entered to this configuration file should be entered between the “” after the colon.

e userName — Insert the SNMP version 3 user configured on the end device which is delivering the
trap.
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e authProtocol — Enter either MD5 or SHA.
e authPassword — If a password is required for the authentication then enter here.
e privProtocol — Enter either AES or DES here.
e privPassword — If a password is required for the privilege setting then enter here.
e enginelD - Engine ID of the authoritive snmp entity (trap sender). If trap sender's enginelD can
be ignored, null value can be used

If this configuration file is updated, the vms process (on the probe server) MUST be restarted.

Login to the server as root

ps -ef | grep vms

kill -9 the process ID assigned to the vms process in the output of the first command
su - vdc -c "cd /opt/VDC/monitor/vms/bin;./vms start >/dev/null 2>&1"

i e

If there is not an existing monitoring template it needs to be created. Once a monitoring template exists,
users must enable the template and monitoring for the device and then the v3 traps can be received.

= Calendar
% All > Date between 2020-09-18 00:00:00 and 2020-09-18 17:08:14 > Category does not equal Discovery
lcon  Level Date |5 Category Event Source Description
2020/09/18 00:00 ~ 2020/09/18 17:08 =+ | Discovery @
Matched device [eUPS - eu
ps229.] Template [lori test t
rap] Attribute [Input Good
@ Info 2020-09-18 04:27:59 EDT Alarm Trap Received Probe Status_1] IP [192.168.111.2
29], Trap [.1.3.6.1.4.1.534.
1.11.4.1.0.100], Communit
y [test_17] Specific [0]
[UPS - eups229.] Input Go
& Warning 2020-09-18 04:26:40 EDT Alarm Alarm Status Changed Probe
od Status_1:null, lori-test
Matched device [eUPS - eu
ps229.] Template [lori test t
rap] Attribute [Input Good
&= Info 2020-09-18 04:26:40 EDT Alarm Trap Received Prabe Status 11IP[192.168.111.2 ~

Triggers created by the traps are generated when traps received.

= Alarms Acknowledge Clear
Y All > Severity does not contain Norma
Ack Severity 15 Alarm Source  Trigger/Attribute  Rules Details Last Updated Location
searc | INormal search... search... Startdate ~ End date[38] | Search...
eUPS - eups22
Warning v 1 2020-09-18 04:27:59 EDT
9.
[Input Good
Status_1an
d"Input Goo  "1.3.6.1.4.1.534.1.11.3.0": Test; "Input Good Status_1": 0.0
Warning lori-test 2020-09-18 04:27:59 EDT
dStatus_1t 0
estvariable”
=Test]
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24.8.3. Get Number of Traps Coming into Server

To get the number of traps coming into the server from a specific IP and port run the following
command as root:

tcpdump -i ens32 -w /tmp/troubleshoot.pcap -vv -A -T snmp -s 0 "(src 192.168.111.229 and dst port 162)"

Where ens32 is the name of the NIC port in use on the application server.
[ t : ~1# i -z
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24.8.4. Trap Events in the Device Alarm Tile

< = Devices- 1209 trap ups New  Delete
Basic Information Submit |
Dashboard Traps. Attributes Monitor Applications [l images Groups Links Projects.
-
- e o @ BEle|z|=]|as]e]:
¥ Device
Root Cause Warranty
Name 1209 trap ups - .
Alias I
U 8d5c4c92-e8b7-49fc-a
646-90ed9ch6edes = Alarms Acknowledge  Clear
Type UPS - Rackmount
Severity does not contain Normal
Manufacturer  Eaton
Ack Severity {5 Alarm Source  Trigger/Attribute  Rules Details Last Updated Location
Product Line Powerware 5110 .
Model 1030042615591 | INormal Se se Start date ~ End date[58] | Se

Life Cycle Available (] _ ¥ 1209 trap ups 2 2020-12-23 15:08:46 CST
| 0.00;
Asset Tag (= control offandon  control off 2020-12-23 15:08:46 CST

Serial Number

another control off Alarm description: {.1.3.6.1.4.1.534.1.7.2,1.2} - Message: {.
Minor control off 2020-12-23 15:08:46 CST
1P Address 10.10.10.84 andon 13.6.1.4.1.534.1.11.3.0}
Proxy IP
« < 1 o lof 1> »
Admin Port
IMIAC Address

Firmware Hard

ware

Firmware Softw

are A

The system will display the "Name" of each trap binding and NOT the OID in the alarm detail and email.

. . Monitoring Template - 1209 traps - - -

Attribute - control off X
Attribute * | Control Output Off O Q New
\

Alias control off

-
Data Type + Scalar )
Monitor Type ~ +  SNMP Trap ) 4

B

Parameters Label Velue

Trap OID # 13.614153411141
Specific 1
Item Value 11.3.6.1.4.1.534.111.4.1
|
Variable Bindings Add  Delete |
Name oip Value Type Enum Values Q@

1361415317212 + Decimal .
13.6.1.4.1.534.1.7.2.1.1 + Integer v
13.614.1534.11L3.0 * Enum v | 1:0n,2:0f

J8860888888

Submit Cancel
larm Temp Ba calar rap rap OID:.1.3.6.1.4.1. .1.11.4.1+ tring
UPS Alarm Temp Bad Scal SNMP Tr Trap OID:.13.6.1.4.1.534.1.11.4.1+33 Stri
UPS Alarm Test In Progress Scalar SNMP Tra Trap OID:.1.3.6.1.4.1.534.1.11.4.1+28 String
I g I 13 P g
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24.8.5. Traps Function Tile

A new Traps function tile has been added to device central and it displays a calendar with all the trap
events related to the current device.

< = Devices- 1209 trap ups New  Delete
Basic Information Submit 4] -
Traps attributes [l Monitor Applications Groups Links
Hem lue @ =] & L s
¥ Device
Warranty
Name 1209 trap ups
%
Alias >
8d5cdc92-e8b7-49fc-a
v =
646-90ed9chbcdes = Traps
Type UPS - Rackmount
Y All > Date between 2020-12-2100:00:00 and 2020-12-23 14:57:09
Manufacturer  Eaton
Date |5 Event Description
Productline  Powerware 5110
Model 103004261-5591 2020/12/210000 ~ 2020/12/23 14:57
Life Cycle Available [ Matched device [1209 trap ups] Template [1223 trap temp] Attribute [Control Output On] IP [10.10.10.
2020-12-22 20:03:55 CST
psset Tog 84], Trap [1.3.6.1.4.1.534.1.11.4.1], Community [public] Specific [2]
Matched device [1209 trap ups] Template [1223 trap temp] Attribute [Control Output On] IP [10.10.10.
Serial Number 2020-12-22 20:03:21 CST Trap Matched
84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Specific (2]
1P Address 10.10.10.84
Matched device [1209 trap ups] Template [1223 trap temp] Attribute [control on alias] IP [10.10.10.84],
2020-12-22 18:00:54 CST Trap Matched
Proxy IP Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Specific (2]
Admin Port Matched device (1209 trap ups] Template [1222 trap temp] Attribute [control off alias] IP [10.10.10.84],
2020-12-22 18:00:46 CST Trap Matched
MAC Address Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Specific [1]
Matched device [1209 trap ups] Template [1209 traps] Attribute [UPS On Battery Eaton] IP [10.10.10.8
Firmuare Hard 2020-12-22 11:50:23 CST Trap Matched
ware 4], Trap [1.3.6.1.4.1.534.1.11.4.1], Community [public] Specific [3]
Firmuare Softw Matched device [1209 trap ups] Template [1209 traps] Attribute [control off] IP [10.10.10.84], Trap [.1
20201222 11:21:44 CST Trap Matched
are o 361415381 11 411 Community nublic] Snarific 111
N « <1 o 1950f 13> »

Only Traps that match the configuration (device ip and trap oid) for a device will be shown under this
tiles information.
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24.8.6. Monitoring Menu Group > Traps Menu Item

Displays all the Trap Matched and Trap Unmatched events for all devices in the specified date range.
A Matched Trap must meet the following

e |fthe device IP in the trap matches a device IP in the application.

e |[fthe trap OID matches an ACTIVE trap attribute set for the device. Please note this requires the
monitoring template is activated for the device AND the actual trap within the monitoring
template is enabled.

If the conditions above are not met the trap will be considered unmatched and the details contains trap
OID, IP and reason not received will be seen.

0-12-210¢ and 2020-12-23 14:57:0

Date Event Description

202012210000 2020712723 1657

Matched device [1209 trap ups(5]] Template [1209 traps] Attribute [Control Output On] P [10.10.10.84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Spe
20201222 20:03:55 CST
cific (2]

2020-12-22 20:03:55 CST Trap Matched Matched device [1209 trap ups(d]] Template (] Attrbute [cor

10.10.10.88], Trap [1.3.6.1.4.1.534.1.11.4.1], Community [public] Specific (2]

Matched device [1209 trap ups] Template [1223 trap temp]

ontrol Output On] P [10.10.10.84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] s
20201222 20:03:55 CST Trap Matched

trap ups{5]] Template [1209 traps] Attribute [Control Output On] IP [10.10.10.84], Trap [1.3.6:1.4.1.534.1.11.4.1], Community [public] spe

20201222 20:03:21 ST Trap Matched

20201222 20:03:21 ST Trap Matched Trap [13.6.1.4.0,534.0.11.4.1], C

ity [publ

n] P [10.10.10.84], Trap [1.3.6.1.4.1.534.1.11.4.1], C¢

[public] s
2020-12-22 20:03:21 CST Trap Matched

d Trap from device IP: 10.10.10.85, Trap OID: .1.3.6.1.4.1,534.1.11.4.1 can't match device 000mark test trap with specific 13. VBS[1.3.6.1.4.1.534.1.7
20201222 19:27:26 ST Trap Unmatched
212913,13.61.4.1534.1.7.21.10,13.6.1.4.1534.1.113.0-]

Matched device [1209 trap ups(s]] Template [1209 traps] Attribute [Control Output On] IP [10.10.10.84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Spe
20201222 18:00:54 CST Trap Matched

cific 2]
Ml 20201222 18:00:54 csT Trap Matched Matched de, trap ups{4]] Template [] Atribute [control on) P [10.10.10.84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Specific 2]
Matched device [1209 trap ups] Template [1223 trap temp] ontrol on alias] IP 10.10.10.84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Spec

2020-12-22 18:00:54 CST Trap Matched

e 2]
202012-22 18:00:46 CST Trap Matched Matched dey ups(5)] Template [1209 traps] Attribute [control off] IP [10.10.10.84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Specific [1]
1

ontrol off alias] P [10.10.10.84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Spec

2020-12-22 18:00:46 CST Trap Matched Matched de, off] 1P [10.10.10.84], Trap [.1.3.6.1.4.1.534.1.11.4.1], Community [public] Sps

Matched dey
2020-12-22 18:00:46 CST Trap Matched

<1 to 100 of 265 > >

24.8.7. Calendar

The events calendar includes Trap Matched and Trap Unmatched events for all devices in the specified
date range.

Added a new calendar event named Trap Unmatched. The details contains the trap OID, IP and reason
not received.

A Matched Trap must meet the following

e If the device IP in the trap matches a device IP in the application.

e If the trap OID matches an ACTIVE trap attribute set for the device. Please note this requires the
monitoring template is activated for the device AND the actual trap within the monitoring
template is enabled.
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If the conditions above are not met the trap will be considered unmatched and the details contains trap
OID, IP and reason not received will be seen.

= s _ 9
< = Calendar
Al etween 2020-12-21 00:00:00 and 2020-12-23 15:41:43 > Category does not equal Discovery > Event equals Trap Unmatched
gory q | p
lcon | Level Date |5 Categor: Event Source Description
E gory p

~ 2020/12/2100:00 ~ 2020/12/23 15:41

= | Discovery @ | = v | Trap Unmatched [x] v | Sear:

The received Trap from device IP: 10.10.10.85,
Trap OID:.1.3.6.1.4.1.534.1.11.4.1 can't match
Info 2020-12-22 18:27:26 CST Alarm Trap Unmatched Probe device 000mark test trap with specific 13. VBS
[13.6.1.4.1.534.1.7.2.1.2=1.3,1.3.6.1.4.1.534
1.7.2.1.1=0,1.3.6.1.4.1.534.1.11.3.0=]
The received Trap from device IP: 10.10.10.84,
Trap OID:.1.3.6.1.4.1.534.1.11.4.1 can't match
Info 2020-12-22 11:52:00 CST Alsrm Trap Unmatched Probe
device 1209 trap ups(S) with trap .1.3.6.1.4.1.
534.1.11.4.1 specific 99
The received Trap from device IP: 10.10.10.84,
Trap OID:.1.3.6.1.4.1.534.1.11.4.1 can't match
Info 2020-12-22 11:52:00 CST Alsrm Trap Unmatched Probe
device 1209 trap ups(4) with trap .1.3.6.1.4.1.
N 534.1.11.4.1 specific 99
The received Trap from device IP: 10.10.10.84,
Trap OID:.1.3.6.1.4.1.534.1.11.4.1 can't match
info 2020-12-22 11:52:00 CST Alsrm Trap Unmatched Probe
device 1209 trap ups with trap .1.3.6.1.4.1.53
4.1.11.4.1 specific 99
The received Trap from device IP: 10.10.10.84,
Trap OID:.1.3.6.1.4.1.534.1.11.4.1 can't match

Info 2020-12-22 11:50:23 CST Alarm Trap Unmatched Probe
device 1209 trap ups(4) with trap .1.3.6.1.4.1.
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